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1. JInueH3nOHHOe cornawueHue

B npouecce ycCTaHOBKWM AaHHOro nporpammHoro obecnedeHus (MO) Ha M3BM Bam 6yaet
NpeanoXeHo 03HAKOMUTLCA M NpUHATbL (MMB0 O0TKa3aTbCA MPUHATL) YC/IOBUS JIMLLEH3UMOHHOIO
cornaweHua Ha wucnonb3oBaHue 0. BHuMaTenbHO npoynTanTe YCNOBUA NNLEH3UOHHOIO
cornaleHums.

Bbipa3nTe cBoe corfacue NpUHATb MOSIHOCTbIO YC/I0BUS JIMLEH3WMOHHOMO CorsalleHus, Bbibpas
nyHKT «I accept the license agreement». B cnyyae Hecornacusa (MOMHOMO MAW YACTUYHOIO) C
YCNOBUSIMN  NIMLEH3MOHHOIO cornaweHns BblbepuTte nyHKT «I don't accept the license
agreement» n Haxmute «Cancel».

Bbi6op nyHkTa «I accept the license agreement» o03HauyaeT, 4To Bbl MpuMHMMaeTe ycnoBus
JIMLLEH3NOHHOr0 CornalleHms MosIHOCTbI0. B cnyyae Hecornacusi C yCloBUSAMWU SIMLEH3UOHHOIO
cornalleHns He ucnonb3yiTe aaHHoe MMO.
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2. AHHOTauus

[aHHbI JOKYMEHT COAEPXMUT MOJIHble CBeAEHMUS MO YCTaHOBKE M HacTporike paboTe MO eToken
PKI Client 5.1 SP1. OTaenbHbIn pasgen AOKYMEHTa NOCBSLWEH ONMCaHUIo NapaMeTpoB peecTpa,
KOTOpble onpeaenstoT Habop AOCTYNHbIX MYHKUMIA 1 cBOCTBa KOMMNOHeHTOB eToken PKI Client.

MbI nocTtapanuce Hambonee NONHO OCBETUTL npeactaBneHHyO TeMY U CAeNaTb AOKYMEHT

YAOOHbIM ANa NpaKTU4YecKoro npuMeHeHus. Ecnu Bce Xe y BaC BO3HMKAW BOMPOCLI Wn
MoXenaHus No COAEPXaHMIo, MOoXanywncra, aapecynte mx Ha techwriters@aladdin.ru. Mol
6yaem 6narogapHbl 3a 0bOble KOHCTPYKTMBHbIE 3aMeyaHusi U C YAOBOJIbCTBMEM OTBETMM Ha
BO3HMKLLNE BOMPOCHI.

2.1. TexHu4yeckas noaaepxka
Mo BonpocaM TexXHNUYEeCKOM NoAAEPKKN, NoxXxanyicTa, obpawantech B 3A0 «AnagavH P..»

no agpecy: http://www.aladdin.ru/support/index.php. TakmmM cnocoboM Bbl BCeraa CMOXeTe
OTC/IEXUBATb COCTOSIHME CBOEN 3asiBKU.

[na 6onee onepaTUBHOro paspelleHus Ballei npobnembl onuliMTe, noxanyihcra, noapo6Ho
YCNOBUS1 NMPUMEHEHWS, KOHKPETHbIE CLieHapuu M, Mo BO3MOXHOCTW cHabauTe cBoe cooblieHune
3KPaHHbIMU CHUMKAMKN U NpMMepamMm UCXOLHOMO KoAa.
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3. BBepneHue

eToken PKI Client 5.1 - Habop ApaliBepoB W AOMNOJSIHUTENbHbLIX YTUNUT, obecnedymBatownmn
paboTy C 3/1eKTPOHHbIMK KNtodaMm eToken B onepaunoHHol cucteme Microsoft Windows.

KpaTkoe cogepxaHue rnasbl:

e (O6wune cBeaeHuns
e HoBble Bo3MoxHocTn eToken PKI Client 5.1 SP1

4. OOwme cBepeHus

eToken PKI Client wuMeeT WWPOKMIA CMNEKTp TnpuMeHeHns B cdepe WHPOPMaLMOHHOMN
6e3onacHocTM. DTOT nakeT obecneymBaeT B3aMMoAeNCTBME YCTPOUCTB eToken ¢ NporpaMMHbIM
obecneueHnem Aladdin n cTOpoHHMX pa3paboTumMKoB ANS peanu3aumm caMbliX PasINYHbIX
peweHnn MHdopMaumMoHHoM 6e3onacHoCTM. K uymciy TakuX pelleHMin MOXHO oTHecTtu PKI-
peweHns Ha 6ase uHtepdericoB PKCS#11 unn CAPI, MO ansa pabotbl c eToken, (Hanpumep
eToken Single Sign-On), cucteMy ueHTpanuM3oBaHHOro ynpasneHus eToken TMS wn apyrue.
eToken PKI Client no3BonseT NocTpouTb CUCTEMY CTPOron ABYX(MaKTOPHOW ayTeHTUdMKaumMmn Ha
6ase uudposBbix cepTuduMKaTOB, a TaKXe peann3oBaTb WKUEHPOBAHNE W WNCNOSb30BaHUE
3NeKTPOHHOM undposoin noanucu (3UM). eToken PKI Client obecneynBaeTr BO3MOXHOCTb
MCNOSIb30BaHUS TakKMX CTaHAapTHbIX MHTepdericoB kak Microsoft CAPI u PKCS#11 ans poctyna
BHELWHUX MPUIOXeEHUI K ycTporictBam eToken. Bnarogaps stomy eToken MOXeT NpUMeHATbCS
ana 6esonacHoro goctyna B WHTepHeT, VPN-ceTu, pgoctyna K NOKanbHOW cCeTu, 3aluThbl
AaHHbIX, 6e3onacHoro obMeHa 3N1eKTPOHHbLIMKM coobLeHnaMu, a Takxe ansa paboTbl ¢ Apyrnmu
npunoxeHunsamun. NeHepaums, XxpaHeHMe U UCMOb30BaHMe 3aKpbITbiX KAo4el RSA npoucxoauT
B 33aLUMLLEHHOM pexXmMe Ha MUKPOCXEMe cMapT-KapTbl eToken — creHepupoBaHHbIN 3aKpbITblN
K/II0Y HMKOrA4a He NOKUAAEeT NaMaTb YCTPONCTBA.

YcrtaHoBka n obHoBneHne eToken PKI Client MOXeT OCyweCcTBAATbCA LEHTpPasM30BaHHO 4yepes
o6bekTbl rpynnoebix nonutmnk (GPO) Active Directory, Microsoft Systems Management Server
Wnn apyrme nogobHble CUCTEMBI.

4.1. HoBble Bo3amoxHoctu B eToken PKI Client 5.1 SP1

eToken PKI Client 5.1 SP1 obnagaet no cpaBHeHUO Cc 6051ee paHHUMKU BEPCUSIMU CIleAYHOLWNMHN
npenmyLiecTBamu:

PacwumpeHHasa nopgpaep>kka nnartdopm Microsoft: gob6asmnacbe noaaepxka Windows 7 u
Windows Server 2008 R2. Kpome TOro, tenepb Takxe noaaepxuBaeTtcsa 6paysep Internet
Explorer 8.0

Moppep>kka HoOBbIx Mopenen eToken: B HbiHewHel Bepcun yTunutbl eToken wmeeTcs
BO3MOXHOCTb paboTaTb ¢ yctporicteamu eToken NG-Flash 4.50 CardOS, eToken NG-Flash 5.30
Java n eToken NG-Flash 5.30 Java Anywhere.

Mopaep>kKka HOBbIX aJIFOPUTMOB X3LWKMPOBaHUA: NOoAAEPXKKA BCen cepun anropmnTtMoBs SHA-
2.

Moppep)kka No yMmosnvyaHuio ceptudmkKkatoB B KOAUMPOBKe, OTJIMUHOMK oT DER: aTtpubyTt
TolerantX509Attribute Tenepb nmeeT 3HauyeHne «NcTnHa» No yMonyaHuio.

Mpu paboTte Hap 3TOM BepcMer MOMUMO MEPEYUCIIEHHbIX YCOBEPLUEHCTBOBAHUM OblIN yUYTEHDI
OT3bIBbl U TpebOBaHMA KIIMEHTOB, NOJlydeHHble C MOMEHTA BbiNyCKa NpeablayLmx BEPCUA.

© 2011, Aladdin
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4.2. O6G30p apXUTEKTYpbI

B 370l rnaBe npeacrtasneHa nHdopMaumsa o0 cocTtaBnasowmx komnoHeHTax eToken PKI Client m
NpUHLKMNAxX UX B3aUMOLENCTBUS Mexay Cobol.

MpunoxeHus MpunoxeHus
eToken CSP API eToken SAPI

MpunoxeHus

' |

eToken PKCS#11 APl:n eToken PKCS#11
Extensions APl

}

MS Smart Card Resource Manager

'

DpanBepsbi AladdiniMS CCID

\4

KpaTkoe coaep>xxaHue rnasbl:

e ApxutekTypa eToken PKI Client
e KomnoHeHTbl eToken PKI Client

B coctae eToken PKI Client 5.1 SP1 BXxoaaT cneayrowme KOMAOHEHTI.

eToken PKI Monitor: 3710T cepBUC BbINOJHAETCS B )OHOBOM pEXMME C MOMEHTaA 3arpy3ku
OnepaumnoHHON cucTeMbl. Ero Takxxe MOXHO Bbi3BaTb Yepe3 MeHto Myck.

[aHHbIA  CcepBUC OTCNexXMBaeT BCe NOAK/IOYEHHble ycTporictBa eToken, coobwaet
NoNb30BaTE/NO O CPOKE UCTEYEHMS Maposns M MO3BOMASET NOMYyYUTb AOCTYNn K Hambonee yacrto
ncnonbsyemblM dyHkumam eToken PKI Client yepe3 meHio B 0651aCTV yBEeAOMIEHWA.

Ytunuta eToken Properties: 3Ta yTunuta OTKpbiBaeT Mofb30BaTeNtO AOCTYN KO BCEM
BO3MOXHbIM (pyHKUMAM eToken, Bkao4yasas pasbnoknmpoBaHme CMeHy Mnaponsl, 3KCNopT/ MMnopt
cepTudUKaTOB N Npoume yHKLMN.

CucteMmHas cnyxb6a eToken: 310 cucteMHbin npouecc (eToksrv.exe), KOTOPbIA MOXHO
yBuAeTb TONbKO B CMAWCKE MpoLeccoB B Aucrnetdyepe 3agad. B yacTtHOCTM OH OTBevaeT 3a
aBToMaTmMyeckoe nogkntoveHne eToken Virtual, korga oH pacnonoxeH B onpeaeneHHoOn nanke
Ha XXECTKOM AMCKE UNN CbEMHOM YCTPOMCTBE.

© 2011, Aladdin Ctp. 6 n3 60
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5. CucrteMHble TpeboBaHus

Mepen Tem kak npuctynaTtb K yctaHoBke eToken PKI Client Heo6xoammo B nepByto o4yepenb
YAOCTOBEPUTLCS B TOM, YTO Ball KOMMbOTEP COOTBETCTBYET MUHMMasIbHbIM TpeboBaHMAM.
KpaTkoe coaep>xaHue

e TpeboBaHMs K annapaTHOMY M NporpaMMHOMYy obecrneyeHnto paboyelt cTaHummn
e TpeboBaHusa Ans NOAKIOYEHUS K yaaneHHoMy pabouemy ctony (RDP)

5.1. TpeboBaHusA K annapaTHOMY U NporpaMmMHOMYy obecne4yeHuro padouyen
CTaHUum

e Windows XP SP3 (32-6uTHble nnatdopmbl), SP2 (64-6utHble
nnaTgopmbl)

Windows Server 2003 SP2 (32/64-6uTHble nnatdopmbl)
Windows Server 2003 R2 (32/64-6uTHble nnaTdopmbl)
Windows Server 2008 (32/64-6UTHble nnaTdopMbl)
Windows Server 2008 R2

Windows Vista SP1/SP2 (32/64-6utHble nnatdopMbl)
Windows 7 (32/64-6uTHble nnaTdopmMbl)

Moanep>xnBaemblie
onepauyMoHHble CUCTEMDbI

Moanep>xmBaemMmblie Bepcumn

6pay3epos Firefox 3.0.x IE6/ 7/ 8

Moapep>xnBaembie eToken PRO eToken NG-OTP eToken NG-FLASH eToken PRO
ycTpoicTBa eToken Smartcard eToken PRO Anywhere eToken GT

LI VIS EREL GEELG I USB-nopT (A4na annapaTtHbiX kaoden eToken). Onsa cMmapT-kapTt
cpeacreBa HeobXoANMO Hanuune yCTaHOBIEHHOIO CUYUTbLIBATENS CMapT-KapT.

PexomeHayeMmoe Onsa pabotbl ytunutbl eToken PKI Client Properties pekomeHayeTcs
pa3pelwieHne 3KpaHa YCTaHOBUTb pa3pelueHne MOHUTopa He Huxe 1024x768.

5.2. TpeboBaHusa ans noagkno4vYeHUs K yaaneHHomy paboyemy ctony (RDP)

eToken PKI Client nopaepxwuBaeT cneaywowme cpeactsa ayTteHTudwukaumm npu pabote ¢
NOAKIIYEHNEM K yaaneHHoMy pabodemy crony.

e Windows Server 2003

OnepauvoHHas cucTteMa e Windows Server 2008
e \Windows Server 2008 R2

AnnapatHbie eToken MoanepXunBatoTcs

Moppnep>xka eToken Virtual Ha cTopoHe
KJIMeHTa

Nopnepxka eToken Virtual Ha cropoHe [R=Sa
cepsepa

MpumeuyaHue:

Onsa paboTbl ¢ nporpamMMHbiMK eToken Ha cepBepe A0MKHO ObiTb YyCTaHOBAEHO npunoxeHne eToken Network
Logon.

MopaepxuBaemble Mogenu nporpamMMmHbix eToken: eToken Virtual u eToken Rescue.

© 2011, Aladdin Ctp. 7 3 60
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5.3. lMepeyeHb 3apay agMUHUCTpPaATOpa

B kauecTtBe nmamMATKM NpeacTaBfasieM BaM 06WMiA cueHapuii AencTBUMM agMUHUCTpaTopa. bonee
noApobHO BCe 3TM NMYHKTbI 6yayT pacCMOTpEHbI Aaniee B PyKOBOACTBE.

Ecnn Ha koMnbloTepe ycTaHoBneHa 6onee paHHss Bepcuss eToken PKI Client, To ans
obHoBNeHnA ee go Bepcum 5.1 SP1, npexae Bcero Heo6xoANMMO yaanuTb BCE paHee CO3A4aHHble
napameTpbl peectpa. [nsa 3TOro BbINOJIHUTE MHCTPYKUWMK, NpeacTaBneHHble B rnaee lNMepexoa ¢
6onee paHHUX BEPCUN.

O6HoBuTEe wnu ycrtaHoBuTe eToken PKI Client Ha kaxpgor pabouen crtaHuuu, raoe 6yayr
ucnonb3oBaTbCs  ycTponctBa eToken. [Ona  3TOoro  pyKOBOACTBYMUTECH  WMHCTPYKUMSAMM,
npeacTaBNeHHbIMU B CNeayoWnx rnaBax:

e [lepexop c 6onee paHHUX BEPCUA;

e YcTaHOBKa C NOMOLLbI NpOrpaMMbI-MacTepa;

e YCTaHOBKa B pexuMe KOMaHAHOW CTPOKM.

YcrtaHoBuTe Heobxoammblie napameTpbl eToken PKI Client n BbinonHMTe 06HOBNEHME Ha BCEX
NMoSib30BaTeNbCKNX KOMMblOTEpax. B 3TOM BaM MOMOryT MHCTPYKUWU, M3JIOXEHHbIe B rna.e
Hactpoiikn eToken PKI Client.

Co3panTe HOBble y4deTHble 3anucu nonb3oBatenen. O TOM, Kak 3TO cAenaTb, UMTamTe B rnaee
MHuumnanmnsauymsa eToken.

B npouecce paboTbl C YYETHbIMU 3aNUCAMM MNOMb30BaTesNEl MONb3YWTECH WHCTPYKUMSIMU B
rnase PaboTta c ycTponctBamm eToken.

6. YcTaHOBKa

B coctaB eToken PKI Client BxoaaT Bce cannbl n agparnBepbl, HeobxoauMble Ans paboTbl C
ycTponctBamm eToken. Bmecte € HuMM AUCTpuBYTMB BKJItOYaeT B cebsa ytunuty eToken
Properties ¢ yaobHbIM rpacdunyeckmm nMHTEpdENCoM, KOTOpbI NpeaocTasnseT 6bICTpbli AOCTYN
K HacTporikaM ycTponcTts eToken n cunTbiBaTenen.

KpaTkoe coaep>xxaHue rnasbl:

O6HoBneHnune ¢ Bepcum eToken PKI Client 5.1
Mepexon c 6onee paHHUX BEpPCUMN

YcTaHOBKa C NOMOLbIO NporpaMMbi-MacTepa
YcTaHOBKa B peXmnMme KOMaHAHOW CTPOKM
YcraHoBka 6e3 gpanBepos

YpaneHune

6.1. O6bHoBneHue c Bepcumn eToken PKI Client 5.1

Ecnn Ha komnbloTepe yxe yctaHoBneH eToken PKI Client 5.1, 4OoCTaTO4YHO TONbKO yCTaHOBUTb
nakeTt obHoBneHus (.msp).

NMpumeuyaHue:

Kak Tonbko Bbl yCTaHOBUM 06HOBNEHMe SP1, BepHYTbCs K 6osiee paHHEN BEpCMN NyTEM €ro yaaneHus yxe
6yZeT HEBO3MOXHO, TO eCTb MOXHO byaeT Tonbko yaanuTb Lennkom eToken PKI Client 5.1 SP1.

6.1.1 OOGHOBMNEeHue ¢ NOMOLLbLIO NporpaMmmMbI-MacTepa

Onsa Toro, 4tobbl ycTtaHoBUTH nakeTr obHoBneHus noeepx eToken PKI Client 5.1, BbinosHUTe
cneaywwme oencTems:

1. BonauTte B cucTteMy C MOJIHOMOYUAMU agMUHUCTpaTopa.
2. 3akpoviTe BCe MpUIoXKEHUS.

3. [ABOWHbLIM LWEeNYKOM 3anyCcTuTe MacTep yCTaHOBKM 13 datina .msp (Bbibepute 32- nnn 64-6uTHyto
BEPCUIO B 3aBMCMMOCTU OT Ballelr onepaunoHHON CUCTEMDI).
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Ha skpaHe noaBuTCA NMpMBETCTBEHHOE OKHO MacTepa-yCTaHOBKMW.

—~EI%
eToken '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup YWWizard will install eToken PKI Client
5.1 =P1 on your computer.
eToken

PKl...

Cancel |

4. Haxmute kHonky fdanee.

5. BbinonHuTe HeobxoaMMble AEACTBUSA, PYKOBOACTBYSICb MHCTPYKLMAMUM B OKHE NporpamMmmbl-MacTepa
1, nocne Toro Kak obHoBneHne byneT 3aBepLIEHO, HAaXXMUTE KHOMNKY FoToBO.

6.1.2 OOHOBNEHME B peXXumMe KOMaHOHON CTPOKMU

Mpu o6HoBneHnn eToken PKI Client ncnonb3ayetca craHaapTHbIn cMHTakcuc Windows Installer
(msiexec).

MpuMmeuaHue

Mpwn obHoBNEHUN B pexume KOMaHAHOW CTPOKKN He yKaBbIBaﬁTe HUKaKUX AOMNOSIHUTENBbHbIX NapaMeTpPOoB.

Onsa Toro, 4ytobbl 06HOBUTL eToken PKI Client 5.1 B pexume KOMaHAHOW CTPOKW, BbIMONHUTE
cneaylowme aencreus.

1. BowguTe B cuCTEMYy C MOSIHOMOYUAMWU AAMUHUCTPATOpPaA.
2. 3akpouTe BCe NMPUIOXEHMUS.
3. Otkponte MeHio Myck > Mporpammbl > CtaHpgaptHblie > KomaHaHaA cTpoka.

Ecnv Bbl 3anyckaeTe KOMaHAHbIM WHTeprnpeTtatop B Windows Vista, Bbl AOJ/DKHbI LUENKHYTb
NpaBoW KHOMKOW Ha MyHKTe KoMaHAHas CTpoKa, Bbi6paTb 3anyck OT MMEHM W YUYETHYI0 3anuncb
aAMMHUCTpaTopa.

4. BbIMmonHUTE KOMaHA4y Msiexec B cnepytowem dpopmarte:
msiexec /update PKIClient-x32-5-1-SP1.msp,

Fne PKIClient-x32-5-1-SP1.msp - umMsa danna c obHoBneHmnem. Ana 64-6utHon nnatdopmbl
3amMeHuTe 370 wuMa Ha PKIClient-x64-5-1-SP1.msp.4Y106bI BbINONAHUTL OOHOBNEHWE B
nonyaBTOMaTtn4yeckoM pexunme, gobasbTe B KOHUE CTPOKW napameTp /q.
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6.2. lMNepexopn c 6onee paHHUX Bepcumn

6.2.1 O6HoBneHue eToken PKI Client 4.0 u 6onee no3gHux Bepcumn

Ecnn Ha BaweMm komnbloTepe yctaHoBneH eToken PKI Client 4.0 unn 6onee nosgHen Bepcuum,
obHoBneHne 6yaeT BbINOMHEHO aBTOMATUYECKW BMecTe C ycTaHoBkow eToken PKI Client 5.1.
SP1. MNpn aTOoM opgHako 6yAyT COXpaHeHbl BCe MpeXHWe HacTPoMKKM peecTpa ANs LAHHOro
KOMMNbIOTEPa M YYETHOM 3anncm nonb3oBaTens.

i'-g‘ eToken PKI Client 5.1 SP1 Setup o [m] S

31 Ready to Install the Application
ETDke n Select the language for eT oken PEI Client.

Select eT oken PEI Client interface landquaage:

IRussian j

Setup haz detected existing configuration settings.

¥ Use existing configuration

Click Next to begin installation.

< Back | et = I Canicel

Mpu obHapyXeHun Taknux napaMeTpoB Bo BpeMs ycTtaHoBku eToken PKI Client 5.1 SP1 Bam
Heobxoanmo b6ygetr oTMeTuTb NyHKT Use existing configuration B ToM Xe okHe, rae Bbl
Bblbnpaete s3blk uHTepderca. B atom cnydae 6yayT mMCNonb30BaTbCA YyXe CywecTBylwmne
napameTpbl peecTpa.

6.2.2 O6HoBneHue eToken RTE

Ecnn Ha koMmnbtoTepe yctaHoBneH eToken RTE, To cHa4yana Heobxoanmo 6yaeT yaanuTb €ro, u
TONIbKO 3aTeM MOXHO 6yaeTt yctaHasnueaTb eToken PKI Client 5.1 SP1. MNpwn yaaneHun eToken
RTE BCce CBfi3aHHble C HUMUK MapaMeTpbl peecTpa OCTalTCA HEU3MEHHbIMU. YTO6bl yaanuTb ux,
BbINOJIHUTE Cneayrolmne AenCcTBuS.

1. Ypanute eToken RTE.
2. YcraHosute eToken PKI Client 5.1 SP1 (cM. YcTaHOBKa C MOMOLLbIO NporpaMMbi-MacTepa)

3. Ypanute eToken PKI Client 5.1 SP1 n B 3anpoce Ha coOXxpaHeHWe napaMeTpoB peecTpa HaxMuTe
kHonky No (HeTt). Bonee noapo6bHo 3Ta npoueaypa onucaHa B rnaese YaaneHue.

6.3. YcTtaHOBKa C NOMOLLIO NMporpamMmmMbl-macTepa

Onsa yctaHoBkn eToken PKI Client 5.1 SP1 co cTtaHAapTHbIMM HAacTpPOMKaMuM M KOMMOHEHTaMu
ncnonb3yinTe NporpaMmmy-macrep.

B npouecce ycTaHOBKM BaM 6yaeT NpeanoXeHO U3MEHUTb ClieAytolme napamMeTpbl:

e {3blk MHTepdenca, To eCTb TOT A3blK, HA KOTOPOM byAeT oTo6paxkaTbCa TEKCT B OKHAaX yTUAWUTbI
eToken Properties n B MeHto 6bICTporo gocrtyna B 0651actm yBeaoM/IEHUN.

e [lyTb, TO €CTb TO MecTo, rae 6yayT pacnonaratbCs BCe NpOrpaMMHble KOMMOHEHTbI U Npoyne
npunoxeHus ana pabotbl ¢ eToken (ecnu Takme ewe He 6blin paHee yCTaHOBEHbI).

YT106bl ycTaHoBUTL eToken PKI Client 5.1 SP1 ¢ nomMowbio NporpaMMbl-MacTepa, BbINOHUTE
cneayouwme Aencremns:
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1. BowguTe B cuCTEMY C MOSIHOMOUYNAMWU aAMUHUCTPATOPA.
2. 3akpoiTe BCe MpUIOXKEHUS.

3. [1BOMHbIM WENYKOM 3anyCTUTE MacTep yYCTaoOHBKM M3 danna .msp (Bbibepute 32- nnn 64-6utHyo
BEPCUIO B 3aBMCMMOCTU OT Ballen onepauuoHHON CUCTEMDI).

Ha 3kpaHe nosiBUTCHA NPUBETCTBEHHOE OKHO MacTepa YCTaHOBKM.

iz eToken PKI Client 5.1 SP1 Setup - |00 x|

eToken - '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup YWWizard will install eToken PKI Client
5.1 =P1 on your computer.
eToken

PKl...

Cancel |

4. Haxmute kHonky Next. Ha skpaHe nosasuTCSA OKHO, rae BaMm byaeT npeasioxKeHo BblbpaTb A3blK
MHTEepdelica.

iz eToken PKI Client 5.1 5P1 Setup =01 x|

Ready to Install the Application

ETO‘i(e n Select the language for eT oken PEI Client.

Select eT oken PEI Client interface language:

Russian j

Setup has detected exizting configuration sethings.

W Use existing configuration

Click Next to begin installation.

< Back | MHest = I Cancel |

5. B cnucke gocTynHbixX S3bIkoB MHTepdenca Bbibepute Russian (Pycckuit).
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Ecnun B 9TOM OkHe BaM 6yaeT npeanoXeHo COXpaHUTb HAaCTPOMKK, OCTaBLUMeCs OT npeablayLuen
BEPCUU, Bbl MOXeTe OCTaBUTb UM CHATb (DN1aXKOK, TEM CaMblM COXPaHMB 3TU HACTPOMKKN UKn
yaanue nx (cm. ObHoenenune ¢ Bepcuun eToken PKI Client 5.1).

6. Haxmunte kHonky Next. Ha akpaHe NosiBUTCSt OKHO C TEKCTOM JIMLLEH3MOHHOI0 cornawenus (Ha

QHIINACKOM).
B
End-User License Agreement
eTO‘i(e n Pleaze read the following license agreement carefully.
ALADDIN ENOWLEDGE SYSTEMS LTD. il

eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFOERMATION - FLEASE READ THIZ AGREEMENT
CAREFULLY BEFORE QFEMNING THE FACKAGE ANDYOR USING
THE COMTENTS THEREOF AMD/OE BEFORE DOWNLOADING OR
IMETALLIMNG THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE eTCOKEEN EWTERPRISE PRODUCTS (ncluding wathout
lirutation, bbranes, ublibes, diskettes, CD-ROM, eToken™ key: and the
arcrtmaantnnn techiical domrmentotiont Cherenafter "Pradoct™ STTRPT TF‘T\;I

| accept the license agreement

+ | do not accept the license agreement

< Back [Hiest = Cancel |

7. TlpoyTuTe BHMMAaTEsbHO JIMLEH3UOHHOE COrflalleHne 1, ecniv Bbl COMrlacHbl CO BCEMU ero
ycnoBusamu, otmetbTe NyHKT I accept the license agreement HaxxmuTe kHonky Next. Ecnu Bbl
HE NOHWMaeTe MM He COrNacHbl C KAKMM-TM60 U3 MOMOXEHUN AOKYMEHTA, OTKaXuTecb OT
yCTaHOBKW, Haxas kHonky Cancel.

Ecnn B npeabigywemMm nNyHKTE Bbl MPUHANIX COrnalleHne, Ha aKpaHe noaBUTCA cneayrouiee OKHO:

i'g‘ eToken PKI Client 5.1 SP1 Setup _ |00 x|

T .1( Destination Folder
cloKen Select a folder where the application will be installed.

Setup will ingtall the eToken PEI Client 5.1 SP1 files in the following folder.
T o ingtall in a ditferent folder, click Browsze and navigate ko the required folder.

'ou can choose not ta install eToken PEI Client 5.1 SP1 by clicking Cancel to exit the
Setup.

C:%Program FileshladdinyeTokenh Browse |

" Destination Folder

< Back | et = I Canicel

© 2011, Aladdin Ctp. 12 n3 60



08.06.2011 [eToken PKI Client 5.1 SP1. PykoBoACTBO aAMUHUCTpaTopa]

8. Ykaxute nyTb A58 YCTAHOBKMW, LWESIKHYB KHOMKY Browse, nnun octaebTe €ro TakuMm, Kak OH yKa3aH
rno ymonyaHuio. [ing 3anycka yctaHoBKW HaxmuTte kHonky Next.

Mpouecc ycTaHOBKKN 0TO6paXkaeTcsl B BUAE LWKalbl C KOMMEHTAPUSIMU.

iz eToken PKI Client 5.1 5P1 Setup [

T _1( Updating System
cloKeEn The zelected features are being installed.

Eutracting directories. ..

payload B.0.50727. 98 93CE 2440 _52FE_DBSF_FF1F_CBB3E341E18E

Cancel

Mocne Toro kak eToken PKI Client 6yaer ycTaHOBfeH, Ha 3KpaHe TMOSIBUTCS OKHO C
COOTBETCTBYIOLWMM NOATBEPXAAOLWNM coobleHneM.

9. 3akpoiTe OKHO, HaxaB kHonky Finish.

e
eToken - '

eToken PKI Client 5.1 SP1 has
been successfully installed.

Click Finizh to exit Setup.

eTaken

PKl...

Eatizel |

¢ Back

Ha sTom yctaHoBka eToken PKI Client 3aBeplweHa.

© 2011, Aladdin Ctp. 13 13 60



08.06.2011 [eToken PKI Client 5.1 SP1. PykoBoaCTBO agMUHUCTpaTOpa]

6.4. YcTaHOBKa B peXume KOMaHOHOM CTPOKMU

MoMMMO YyCTaHOBKW CpeacTBaMM MNpoOrpaMMmbi-MacTepa €CTb TakKXe BapWaHT YCTaHOBKU U3
KOMaHOHOM CTPOKW, FAe B KayecTBe MapaMeTpoB Bbl MOXETE yKa3aTb HeobxoauMble AN
YCTAHOBKM KOMMOHEHTbI. B 3TOM cnyyae wMCNonb3yeTca CTaHAapTHbIM cuHTakenc Windows
Installer:

msiexec /i PKIClient-x32-5.1-SP1.msi

rae, PKIClient-x32-5.1-SP1.msi — 3To nakeT yctaHoBku ans 32-6uTHbix nnatdpopm Windows.
Onsa 64-6utHbix nnatdopm ncnonblymnte dann PKIClient-x64-5.1-SP1.msi.

YT1obbl ycTaHoBUTL eToken PKI Client B pexume KOMaHAHOWM CTPOKW, BbINOJIHUTE cneaylowme
nencTeusa:

1. BowauTe B cUCTEMY NOA YYETHOM 3anNuMCbio C MOSIHOMOYMSMU aaMUHUCTPaTopa.

2. 3aKponTe BCe MPUJIOXKEHUS.

3. OtkponTe MeHio Myck > MporpamMmmbl > CtaHaapTHblie > KoMaHpas cTpoka.
4

Ecnu BbI BbinonHsieTe ycTaHoBKy nog Windows Vista, WenkHUTe npaBoi KHOMKOW B MYHKTE
KomaHaHasa cTpoka n Bbibepute 3anyck oT UMeHU AQMUHUCTpaTopa.

5. BBeawuTe B KOMaHAHOM CTpOKe msiexec ¢ HeobxoaAnMbIMUK napaMmeTpamu.

6.4.1 CnpaBka no Windows Installer

YT0bbl MpPOCMOTPETb MOJIHbIA MNepedeHb BO3MOXHbIX MapaMeTpoB, KOTOpble  MOXHO
ncnonb3oBaTtb npu yctaHoBke eToken PKI Client, obpatutech kK BCTpoeHHoM cnpaBke Windows
Installer. ns ee Bbi30Ba BbINOJHUTE Creaylowmne 4eNcTBuUs:

1. OtkpouTte MeHio MycK > BbINO/IHUTD.

2. B none OTKpbITb BBeamnTe msiexec n Haxmmte OK. Ha sKkpaHe nossBUTCS OKHO CO CMUCKOM
napametpoB Windows Installer.

Windows Installer x|

YWindows [R] Inztaller. Bepcwa 3.01.4001.5512 -

mziexec Aption <08A3aTeNEHRIN NapareTps: [HeofAsaTEeNEHEIE Napat

M apardeT okl YoT aHOBK M
</package | A <Product mesiz
YCTaHoBKa MNM HACTPOMKE NpOOYKTA
ta <Product. maix
AQFUHKCTPATHMEHAA YCTAHOEK.E - YCTAHOEKA NpoaL
Aulmz <Product.mziy [A <crucor npeo@pazosadui: ] [fg <k
QfeABneHYe o NpodykTe: "M’ - BoetM NoNbS0EaTE.
" - TEKYLWEMY NONES0EATEND
<Auningtall | Awr <Product.mzi | Kog_npogukrar
[TriEHA YCTAHOEKM NPOQYKTa
[1apareTpel oTOSpaKEHKMA
Aquiet

T UMM PEHMN, GBS BEZAUMOLERCTEMA © NONB30EAT
Jpaszive

ABTOMETHYECK WA PEsKMHM - TOABKO MHAMKATOPD BhIn
Ag[nlblrf]

Brifiop YypoBHA MHTEpRelica NoAES0ESTENA

h - Bes uHTEpDelica

b - OcHOBHOM WHTERPENC

r - Cokpal eHHEIR MHTepdelic _ILI
4| | b
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6.5. YcraHoBKa napameTpoB B peXxunme KOMaHAHOWU CTPOKU

Mpu ycTaHOBKE B pexXmMe KOMaHAHOW CTPOKW eCTb BO3MOXHOCTb 3a4aTb ocobble nmapaMeTpbl
BMECTO TeX, KOTOpble onpeneneHbl Mo yMONYaHW, M 3aaaTbh 479 BCeX TakuxX MapaMeTpoB
HeobxoauMble 3HadeHuMs. Takume MapaMeTpbl COXPAHAKTCA B peecTpe B pasjene
HKEY_LOCAL_MACHINE\Software\Aladdin\eToken\MIDDLEWARE. WcknuYeHnem sBNASeTCH
onucaHHbIn fanee napametp PROP_REG_FILE.

[MapaMeTpbl MOXHO YCTaHOBUTb TOJIbKO B Mpouecce yCTaHOBKW, HO He MNpu BOCCTaHOBNEHUU
Y>X€ YCTAaHOBJIEHHOIO NPUNIOXEHUA.

YT106bI YCTAHOBUTbL NapaMeTpbl YCTAHOBKM, UCNOJb3yNTe Creayowmi gopmarT:
msiexec /i PKIClient-x32-5.1-SP1.msi MTAPAMETP=3HAYEHWE NAPAMETP=3HAYEHWE /gb
3pech:

PKIClient-x32-5.1-SP1.msi — dann auctpmbytmsa ana 32-6uTHbix nnatdopM. Bmecto Hero ans
64-6uTHbIX NnaTdopM cnegyeT ncnonb3osaTb ¢ann PKIClient-x64-5.1-SP1.msi.

MAPAMETP - uMsa onpegenseMoro napaMeTpa; KakK MpaBwiio, B €ro MMEHW MNpUCYTCTBYET
npedwukc PROP_.

3HAYEHWE - 3HayeHue napameTpa.

Ha cnepytowel ctpaHvue npmeeaeHa tabnmua napamMeTpoB CO CCbiikaMu Ha 6onee noapobHoe
Mnx onncaHne B AaHHOM pyKOBOACTBE.

CnepyeTt uMeTb B BMAY, YTO HEKOTOpPbIe MapaMeTpbl XPaHATCA B peecTpe W 3a4atoTCsa TObKO B
npouecce yctaHoBku (cM. [NapaMeTpbl, onpeaensieMble TONbKO B MNpOLlecce YCTaHOBKM), B TO
BpPEMS KaK Apyrne MoryT naMeHsTbcs B npouecce pabotbl ¢ eToken PKI Client.

Mpumep:

YT106bl ycTaHoBUTb eToken PKI Client ¢ nHTepdeincoM Ha WUCNAHCKOM fA3blKe, OTKAKYUTb NpuU
5TOM BO3MOXHOCTb pefaKTUpPOBAHUSA HACTPOEK B PacCWIMPEHHOM pexuMe, OUYUCTUTb B Cny4vae
yaanenus PKI Client Bce cBsA3aHHble C HMM NapaMeTpbl U NPUCBOUTbL BCEM NMPOYMM NapameTpam
3Ha4YeHMS Mo YMOMYaHM0, HE06XOANUMO BbINOMHUTL KOMaHAY':

msiexec /i PKIClient-x32-5.1-SP1.msi ET_LANG_NAME=Spanish PROP_ADVANCED_VIEW=0
PROP_CLEAR_REG=1 /gb.

6.6. lMapameTpbl, onpegensemMbie TOMILKO B npoLecce YCTaHOBKHU

B sTOM rnaBse BblAesieHbl MIMEHHO Te napaMeTpbl, KOTOpPblE€ 3a4al0oTCA TOJIbKO NMpU yCTaHOBKE, U
HE noanexat ﬂ,aﬂbHEVILIJeMy M3MEHEHUIO, KPpOME ocobo OroBOpPEHHbIX Cly4aeB.

Mapametp ET_LANG_NAME

Nma ET_LANG_NAME

OnucaHue SA3bIk nHTEpdelica

Chinese (Kutawnckuin) / English (AHrnuiicknin) / French (®paHuy3scknin)
/ French (Canadian) - ®paHuy3ckuii (Kanaga) / German (Hemeukwnin)
3Ha4yeHun / Italian (MUTanbsaHckmin) / Japanese (SinoHckui) / Korean
(Kopeicknin) / Polish (Monbckuin) / Portugese (Moptyranbckuii) /
Russian (Pycckui) / Spanish (Ucnanckuin) / Thai (Taricknia)

Mo
yMoOn4aHuo

English (AHrAnickni)
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Mapametp PROP_CLEAR_REG

Nma ‘ PROP_CLEAR_REG

OnucaHue YpaneHne napaMeTpoB M3 peecTpa npu yaaneHum eToken PKI Client

e 1 (WctuHa): napameTpbl yaanswoTCca U3 peectpa.

SHadeHus e 0 (Jloxb): NnapaMeTpbl He yAaNsOTCS U3 peecTpa.

Mo

0 (JToxb)
YMOJIYaHUIO

Mapametrp PROP_FAKEREADER

Nma ‘ PROP_FAKEREADER

OnucaHue ‘ Hanuune B VIHTepCbeVICG BETBU ON1A BUPTYaAJZibHOIO CUHUTbIBATENA

P 1 (UctnHa): ectb. 0 (Jloxb): HeT. 128 - ycTaHoBKa gpariBepos eToken
He BbINOSIHAETCH.

Mo
YMOJTHaAHUIO

1 (Uctnna)

MpumeuyaHue:

Bonee noapo6bHyto nHbOPMaLMIO MO UCNOSIb30BaHUIO 3TOMO NapaMeTpa MOXHO MOSy4YnTb B CNyX6e noaaepxku
Aladdin.

Napamerp PROP_REG_FILE

Nma PROP_REG_FILE

NmnopT napamMeTpos us3 daina peecTpa B pasgen

Onkcanue HKEY_LOCAL_MACHINE Ha nokanbHOM KOMMblOTEpPE.

3HauyeHus MyTb k banny peecTpa

Mo
YMOJTYaHHUIO

MpumeuyaHue:

B TO BpemMs kak BCe npoyune napaMmeTpbl yCTaHaBAMBAKOTCA TOMIbKO B pa3saene
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\eToken\MIDDLEWARE, napameTpbl 13 daina, ykasaHHOro B
3HavyeHun PROP_REG_FILE 3anuceiBatotcs B pa3gen HKEY_LOCAL_MACHINE n cooTBeTCTBYHOLWME NOApa3aenbl.

MNapamerp PROP_UPD_INFOPATH

Nma ‘ PROP_UPD_INFOPATH

OnucaHue MyTb Nomcka 06HOBMIEHHbIX BEPCUiA ApaiiBepa.

3Ha4yeHusn MyTb K pariny obHOBNEHHON BEpCUU Apainsepa.

Mo
YyMONYaHUIO

NMpumeyaHue:

Bonee noapobHyto MHGOPMALMIO MO UCMOMb30BAHUIO STOrO NapaMeTpa MOXHO MOMY4YUTb B CyX6e noaaepX Ku
Aladdin.
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Mapamerp READER_COUNT

Nma READER_COUNT

Konnuectso BeTBeN ANA (PU3NYECKUX cuUuTbiBaTenen B UHTepdence
yTununTbl «eToken Properties».

OnucaHue

3HaueHua 0-16

Mo
YMON4YaHUIo

2

NMpumeyaHue:

[laHHbI MapaMeTp TakXe MOXHO U3MEHUTb MOC/e YCTaHOBKM HEMOCPEeACTBEHHO B yTuamTe eToken Properties.

Mapamerp TARGETDIR

MyTb yctaHoBkn eToken PKI Client n Bcex npoumx nMpuaoXeHuin ans
paboTbl c ycTpoinctBamum eToken. [aHHbIN NapaMeTp 3aJaeTcss B TOM
CNyyae, ecnum Ha AaHHOM KOMMbOTEpe elle He YCTaHOBNEHO HU OAHOI0
N3 YNOMSAHYTbIX NMPUIOXKEHUNA.

3HavyeHus MyTb

Mo 3HayeHMe Mno yMosYaHu oTcyTcTByeT, To ecTb eToken PKI Client
yMOJIHaHUIO yCTaHaBNMBAETCA B Manky no yMOAYaHUIO.

OnucaHue

MpuMmeuyaHue:

DTOT NapaMeTp He ceayeT UCMob30BaTb, ECIN Y BaC Ha AUCKE yXe YCTaHOBMEeHbl kakne-nnbo apyrue
npunoxeHus ansa paboTel ¢ yctponcteamm eToken.

6.7. YcTtaHOBKa TOJNbKO YKa3aHHbIX KOMMNOHEHTOB

Ytobbl yctaHoBUTb eToken PKI Client co craHgapTHbiIM HabopoM KOMMOHEHTOB, MOXHO
ncnonb3osaTtb napametp ADDDEFAULT. Mo Mepe Heo6XO0ANMOCTU OTCYTCTBYHOLWME KOMMOHEHTbI
MOXHO 6yaeT nobaBuTb No3gHee.

Y106bI YCTAaHOBUTb TOJIbKO HeO6XOLI,VIMbIe BaM NMapaMeTpbl, BbIMOJIHUTE KOMaHAY B cnegyrouem
dopmare:

msiexec /i PKIClient-x32-5.1-SP1.msi ADDDEFAULT=F1,F2...Fn /qgb.

roe, PKIClient-x32-5.1-SP1.msi - 3To nakeT yctaHoBku Ans 32-6uTHbiX nnatdopm Windows.
Ons 64-6uTHbIX Nnatdopm ncnonbdymnte gann PKIClient-x64-5.1-SP1.msi.

ADDDEFAULT yka3biBaeT Ha TO, 4YTO 6yAyT YyCTaHOB/EHbl TO/IbKO T€ KOMMOHEHTbl, KOTOpble
yKa3aHbl B 3HaYeHUWN AaHHOro rnapameTpa.

F1, F2, ... - HazBaHWs KOMNOHeHTOB (cM Tabnuuyy CnnMCOK KOMNOHEHTOB).
Mpumep: yctaHoBka eToken PKI Client 6e3 ytunutbl «eToken Properties».

msiexec /i PKIClient-x32-5.1-SP1.msi ADDDEFAULT=DriverFeature,CoreFeature, UIFeature,
etMonitor,etFSFeature,etVerifierFeature,NgFlashFeature /qb

Ecnn BnocneactBum Bbl pewnTe ycTaHoBUTb «eToken Properties», BaM HyxHO 6yaert
BbINOJIHUTbL KOMaHAy B creaytowem gopmare:

msiexec /i PKIClient-x32-5.1-SP1.msi ADDDEFAULT=etPropsFeature /qb
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6.8. YoaneHue KOMMNOHEHTOB U3 KOMaHAHOM CTPOKU

Ecnu BaM HY>XXHO yAanuTb Kakne-To U3 yCTaHOBJIEHHbIX KOMMOHEHTOB, KOMaHAHasa CTpokKa 6y.u.eT
MMETb cne,qyrou.l,mﬁ BUA:

msiexec /i PKIClient-x32-5.1-SP1.msi REMOVE=F1, F2, ... /gb

rae,

e PKIClient-x32-5.1-SP1.msi — 3T0 nakeT ycTaHOBKK Ans 32-6uTHbiXx nnatdopm Windows. ns 64-
6MTHbIX NnaTtdopm ncnoneynte dann PKIClient-x64-5.1-SP1.msi.

e [lapameTp REMOVE B apryMeHTax COAEPXWUT T€ KOMMOHEHTbI, KOTOpble HEO6X0ANMO YAanuUTb

e F1, F2 - Ha3BaHuMsa KOMMNOHeHTOB (CM Tabnuuy CNMCOK KOMMOHEHTOB).

Cnepyetr nMOMHUTD,

4YTO YyAaanTb MOXHO  TOJIbKO

AONONHUTENTbHO

yCTaHaB/1nBaeMbIie

KOMMOHEHTbI. Tak, HanpuMep, MOXHO yAanuTb yTunuty <«eToken Properties». [Ona 3Toro
BbIMOSIHUTE C/eAYIoLYI0 KOMaHAY:

msiexec /i PKIClient-x32-5.1-SP1.msi REMOVE=etPropsFeature /gb

CnMcoK KOMMNOHEHTOB

HaszBaHue

DriverFeature

CoreFeature

UIFeature

etPropsFeature

eTMonitor

eTVerifierFeature

OnuncaHune

Ob6s3aTenbHbI / HeEobBA3aTENbHbIN

[pariBepbl n 6ubnmnortekmn

TpebyeTca Ans NoAAEpPXKKU
annapaTHbIX ycTpoicTte eToken

BazoBbll MOAYNb, peannsyoLwmi
OCHOBHOW (yHKUMoHan eToken PKI
Client. MoxeT ycTtaHaBnueaTbcsa 6e3
DriverFeature gnsa pa6otbl ¢ eToken
Virtual uan cunTtbiBaTENAMU CTPOHHUX
npounssoanTenen.

0O6sa3aTenbHbIA KOMMNOHEHT

KoMnoHeHTbl rpacunyeckoro
MHTepdenca n bubnmnortekn

Tpebyetcsa ana etPropsFeature n
etMonitor

Ytunuta «eToken Properties»

Heobs3aTeNnbHbI KOMMOHEHT

MeHto B 06/1acT yBeAOM/IEHMI U
COOTBETCTBYIOLWME AOMNOJHUTENbHbIE
Moaynm

0O6sa3aTenbHbIA KOMMNOHEHT

O6bekT eTVerifier COM

Heob6sa3aTtenbHblt KOMMOHEHT, HO
NpUTOM OH TpebyeTcst ANs MHOMUX
Web-npunoxeHuii (BKIYasa Takxke
TMS Client).

NgFlashFeature

Ytunuta eToken NG-FLASH Partition
Application

Heobs3aTenbHbIA KOMMOHEHT.
Tpebyetcsa Tonbko ansa paboTbl Co
BCTpoeHHoM Flash-namsaTtbto
yctpounctB eToken NG-FLASH

etFSFeature

Mpu ycTaHOBKE 3TOr0 KOMIMOHEHTa B
nanky %systemroot®%\system32
KonupyeTtca 6ubnmnoTeka etFS.dll,
Heobxoaumasa ana paboTbl ¢ pannosom
cuctemom eToken.

Heobsa3aTenbHbI KOMMOHEHT

ETOKSRV

Co3zpaeTt 1 aKTUBU3UPYET Cryxby
eTSrv.exe. [laHHasa cnyxba
oTC/eXuBaeT
noakntoyeHune/otTknodeHmne Flash-
YCTPOWNCTB M OCYLLECTBISEeT MOUCK
eToken Virtual. 3HaueHne no
YMOJTY@HUIO: YCTAHOBJIEH.

Heobxoanm ans npunoxeHus Single
Sign-On

MpumMmuyaHue:
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[Ona noanepxkun yctponcts eToken 6e3 ycTaHOBKM NpoYmMX NporpaMMHbix komnoHeHToB eToken PKI Client B
CMUCKE KOMMOHEHTOB B KOMaHAHOM CTPOKe AOCTAaTOYHO yKa3aTb TONbKO 3HayeHue DriverFeature.

6.9. YcrtaHoBKa 6e3 gpanBepoB
YT1o6bl ycTaHoBUTL eToken PKI Clien 6e3 apaBepoB, BbINOJIHUTE Cleayowme 4enCcTBusS.

B koMaHAHOM cTpoke ykaxwuTe napametp PROP_FAKEREADER=128. B 3TOM cnyyae ycTaHOBKa
ApanBepoB He 6yaeT BbIMNOMHATBCA M B CNUCKE KOMMOHEHTOB YyKaXwuTe BCe Heobxoaumble
KOMMOHeHTbl, KpoMe DriverFeature. Toraa dopmat KOMaHAHOW CTPOKM ByaeT crefyowmmMm:

msiexec /i PKIClient-x32-5.1.msi PROP_FAKEREADER=128 ADDDEFAULT=CoreFeature,
UIFeature,etMonitor,etFSFeature, etV erifierFeature,etPropsFeature /gb

B sToM cnydae ppaviBep He 6yaeT CKOMMPOBaH B MNanky C OCTajibHbIMWU YCTaHOBJIEHHbLIMU
KOMMOHeHTaMM. A B  cneaywweM npumepe OH  6yaeT  coxpaHeH B manky
c:\Windows\system32\setup\Aladdin\eToken\ (nyTb Mo yMON4YaHUIO), HO B CWIY TOro 4TO
napameTp PROP_FAKEREADER nmeeT 3HaueHune 128, yctaHaBnimBaTbCs He 6yaeT:

msiexec /i PKIClient-x32-5.1.msi PROP_FAKEREADER=128.

6.10. YpaneHue

Ons yaanexnnsa eToken PKI Client 5.1 SP1 ectb Tpu cnocoba:
e YpaneHue cTaHAApTHbIMK cpeacTtBamMn Windows

e YpaaneHue C NOMOLLbI NpOrpaMMmbl-MacTepa

e YpaaneHue n3 KOMaHOHOM CTPOKM.

Ecnu npu yctaHoBke ans napameTtpa PROP_CLEAR_REG nMeeT 3HaueHune «1» (MctnHa), 1o npu
yaaneHmn eToken PKI Clients 6yanetr OAHOBPEMEHHO YyJAaneHbl BCe COOTBETCTBYlOLWME
napameTpbl peecTpa.

MpumeuvaHusn:

YnaneHune eToken PKI Client 5.1 SP1 BktoyaeT B cebs BCce YCTaHOBMIEHHbIE KOMIMOHEHTbI, @ HE TOJIbKO MaKkeT
ob6HOBNEHUS.

Ecnu kakas-nnbo n3 amHammdecknx 6unbnuotek (.dll) ncnonblyercs ApyrMM npuiaoXxXeHUeM, Ha
3KpaHe MnosIBUTCS OKHO C COOTBETCTBYKOLWMM coobleHneM. Haxmute kHoOnky Ignore
(MponycTuTb) 1 NO 3aBepLieHnn nepesarpy3nTe KOMMbloTep.

6.10.1 YoaneHue ctTaHgapTHbIMU cpeacTBaMu

B Windows ecTb cTaHAapTHas cxema yaajlieHuss U ycTtaHoBku nporpamMm. C ee MOMOLLbIO Bbl
MoxeTe Takxe yaanutb eToken PKI Client. ins 3Toro BbiNOMHUTE ceaytowme AencTBuUS.

1. OTtkpounTe MeHto Myck > MaHenb ynpaBneHus.

2. [OBaxnabl WEeNKHUTE Ha 3Hayke YCTaHOBKa M yAaJieHue nporpamMm.
3. Bbibepute eToken PKI Client 5.1 SP1 n HaxxMuTe KHOMKY YaanuTb.
4

CnepynTe MHCTPYKUMSM, NpeacTaBAeHHbIM B MeHI0. Ecnun 3HayeHne napametpa PROP_CLEAR_REG
He 6bIN10 3a4aHO ABHO, TO Ha 3KpaHe MOSBUTCS MEHIO CreAylowWero snaa.

eToken PKI Client 5.1 5P1 |

I 5 vWiould you like to zave the eToken PRI Client zettings
on this computer?
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5. Haxmute Yes, ecnu Bbl XOTUTE OCTaBUTb NapaMeTpbl peecTtpa, win No, ecnv Bbl XOTUTE yaanuTb
nx.

6. Mocne Toro kak eToken PKI Client 6yaeTt yaaneH, nepesarpysute KOMNbOTEP.

6.10.2 YaaneHue ¢ noMoLbIO NporpamMmbi-macTepa

YTto6bl yaanutb Token PKI Client ¢ noMouwblo nporpamMMbi-MacTepa, BbIMOJHUTE crneaylolime
aencrensa:

1. BownauTe B CUCTEMY NOJA YYETHOM 3anucblo C NMpaBaMu agMUHUCTpaTopa.
2. 3aKkpouTe BCe MPUIOXKEHUS.

3. LWenkHuTte Ha danne c guctpnbytnesom yctaHoBkn PKIClient-x32-5.1-SP1.msi nnun PKIClient-x64-
5.1-SP1.msi) B 3aBMCUMMOCTM OT TOr0, Kakas U3 BEPCUN Y BacC yXe YCTaHOBJIEHa.

Ha sKkpaHe nosiBUTCA creaylollee OKHO, rae BaM OyaeT npeanioxeHo nvbo yaanutb, nubo
BOCCTAHOBWUTb MPUSIOXKEHNE, €CNIM OHO paboTaeT HEKOPPEKTHO:

i eToken PKI Client 5.1 SP1 Setup _ |0 x|

T _1( Application Maintenance
cloKeEn Select the maintenance operation to perform.

R einstall mizsing or cormupt files, registie kevs and shortouts,
Preferences stored in the registry may be rezet to default values.

rinztall eToken PEI Client 5.1 SP1 fram this computer.

Hest » I Canicel

4. Bblbepute nyHKT Remove n HaxMute Next. Ha akpaHe nossBUTCS MPUBETCTBEHHOE OKHO
nporpaMMbi-macrepa.
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i eToken PKI Client 5.1 5P1 Uninstall =100 %]
¢Token |

eToken PKI Client 5.1 SP1
Uninstall

Thiz will remove eT aken PEI Clent 5.1 5P1.

Click Mest to continue.
* eToken

PKl...

¢ Back | et > I Cancel

5. HaxmuTte kHonky Next, n cpa3y nocne s3toro HauHeTcsa yaaneHue eToken PKI Client. B cneaytowem
OKHe B BMAE WKaibl C KOMMeHTapunsaMn 6yaet oTobpaxaTbCs COCTOSIHME npouecca.

i eToken PKI Client 5.1 SP1 Setup =101 =]

jl T .1( Updating System
L cloKen The features you selected are currently being uninztalled.
. ]

W alidating install...

Caricel

6. Bo Bpemsa ypnanenus eToken PKI Client Ha akpaHe nossBUTCS OKHO, rae BaM byaeT npeanoXXeHo
yAanuTb unu coxpaHutb napameTpbl eToken PKI Client B peectpe.
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ji Installer Information x|

Ywhould pou like to zave the eT oken PEI Client settings on this

compLter?
g

Yes Mo

7. Ecnu Bbl cobupaeTech B ganbHelnweM paboTaTb C annapaTHbIMU UKW BUPTYaNbHbIMU KHOYaMMU
eToken, BO3MOXHO, 6yAeT nyylle, ecnuv Bbl OCTaBUTE yXKE€ HAaCTPOEeHHble BaMW nNapaMeTpbl. Toraa B
3TOM OKHe HY>XHO HaxaTb Yes. Ecnu Bbl yBepeHbl, 4To 6osblue He cobupaeTech Nob30BaTbCS
eToken PKI Client, HaxxmuTe No. Mocne aToro yganeHue npoaosiXXmMTcs 1, Nocne Toro Kak oHo
6yneT 3aKOH4YEeHO, Ha 3KpaHe NOSBUTCS NoATBepXAaawLee coobuieHune:

e
eToken '

eToken PKI Client 5.1 SP1 has
been successfully uninstalled.

Click Finizh to exit Setup.

eTaken

PKl...

Eatizel |

Ha stoM yananeHue eToken PKI Client 3akoH4YeHO. 3akpoiTe OKHO, HaxaB KHonky Finish u
nepesarpysmte KOMNbloTep.

¢ Back

6.10.3 YpaaneHue N3 KOMaHOHOM CTPOKMU

Y106kl yaanute Token PKI Client n3 koMaHAHOW CTPOKM, BbIMOJIHUTE Cneayowmne AencTBus:
1. BownauTe B cuCTEMY NOJA YYETHOM 3anucblo C MpaBaMu agMUHUCTpaTopa.

2. 3akpouTe BCe NMPUIOXKEHMUS.

3. Otkponte MeHio Myck > Mporpammbl > CtaHpgaptHblie > KomaHaHaA cTpoka.

4

Ecnu Bbl 3anyckaeTe KOMaHAHbIA nHTepnpeTaTop B Windows Vista, Bbl AO/KHbI LLENKHYTb NpaBoM
KHOMKOM Ha NyHKTe KoMaHaHas cTpoka, Bbi6paTh 3anyck OT MMEHW M YUYETHYIO 3amnuch
aAMUHUCTpaTopa.

5. BbinonHuUTE KOMaHAY Msiexec B cneayowem gopmare:

msiexec /x PKIClient-x32-5.1-SP1.msi,
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fne PKIClient-x32-5-1-SP1.msi - uma d¢anna c obHoBneHueM. Ona 64-6uTtHon nnatdopMbl
3aMeHuTe 3T0 MM Ha PKIClient-x64-5-1-SP1.msi.4106bl1 BbINONHUTL O6HOBMEHWE B
nonyaBToOMatnyeckoMm pexume, aobaBbTe B KOHUe CTPOKM napameTtp /q. Bmecto daiina msi
MOXXHO TaKXXe MUCMoJib30BaTb COOTBETCTBYHOLWMNI nnaTtdopmMe daiia .msp.

YT106bl BbINOMHUTL YAaneHWe B MOJSlyaBTOMaTUUYECKOM pexuMme, To ecTb 6e3 HeobxoaMMocTu
noATBEPXAEHUS AeNCTBUIA, nobaBbTe B KOHLIE CTPOKM napaMmeTp /q.

6. Mocne Toro kak eToken PKI Client 6yaeTt yaaneH, nepesarpysute KOMMNbOTEP.

7. Hactpounka eToken PKI Client

Bce HacTpoiikmn eToken PKI Client, 3a uckntoyeHneM Tex, KoTopble yCTaHaBIMBaKTCA TO/IbKO B
rnpoLecce yCTaHOBKM, MOXHO HacTpouTb B ocHacTke eToken PKI Client Settings. C nomouwbto
3TOW OCHaCTKM HacTpamBaTb MapaMeTpbl HaMHOro yaobHee, YeM M3 CTaHAApPTHOro peaakTopa
peectpa Windows.

KpaTkoe coaep>xxaHue rnasbl:

Obuwume ceegeHnsa o6 ocHactke eToken PKI Client Settings.

Kak nob6asutb ocHacTtky eToken PKI Client Settings Ha cepsepHon nnatdpopme Windows.
Kak pobasutb ocHacTky eToken PKI Client Settings Ha Windows XP.

MpumeHeHne napameTpos, 3agaHHbiX B eToken PKI Client Settings.

7.1. O6bwme cBepeHus o6 ocHactke eToken PKI Client Settings.

Bmecte c gokymeHTaumein B auctpnbytme Bxoamt danmn eTokenPKIClient 5.1.adm, B kKoTOpoM
cobpaHbl cTtaHaapTHble napameTtpbl eToken PKI Client. 3T1oT dann npmBeaeH cneumnanbHO Kak
WwabnoH 1M ero MoXHOo NMpaBUTb MO CBOEMY YCMOTPEHMUIO.

e daln MOXHO MCnonb3oBaTb ANS NpuMeHeHns napameTtpoB eToken PKI Client.
e [locpeacTtBOM rpynmnoBbIX MOIMTUK Ha cepBepHbIX niatdopmax Windows.
e Yepes koHcoNb ynpasneHus (MMC) B Windows XP.

HacTpoliku, 3agaHHble B agMuHUCTpaTtBHOM wabnoHe eToken PKI Client Settings, oTpaxatoTtcs
B peecTpe cucTeMbl. DTu napameTpbl 6onee noapobHo onucaHbl fanee B rnase [lapameTpobl
peecTpa.

B npeanoxeHHoM adm-daine Bce napaMeTpbl coxpaHsatoTcs B pa3aen HKEY_LOCAL_MACHINE\
Software\Policies\Aladdin\eToken\MIDDLEWARE.

MapameTpbl B 3TOM pa3sgene MMEKT HauBbICIMA NMPUOPUTET MO OTHOLUEHWIO K MapaMeTpaMm B
nobbix gpyrux pasgenax. lNpu Heo6xoANMMOCTM Bbl MOXeETe OTpeAakTUpoBaTb nMeLwmnca adm-
darin Tak, 4yTobbl MapaMeTpbl COXpaHAINCb B APYron pasgen. Mepapxua pasgenoB peecTtpa
6onee nogpobHO onucaHa pganee.

7.1.1 Kak po6aButb agMmHucTpaTuBHbIn WabnoH eToken PKI Client Settings Ha
cepBepHoun nnartdopme Windows

Mpexae yem HaunHaTb paboTaTb C aAMUHUCTpPaTMBHbBIM WabnoHom eToken PKI Client Settings,

HeobxoauMMo Qn[06aBUTb €ro B pefakTope rpynnoBbiX MOMUTUK. [N 3Toro Heo6xoAuMo
BbINOJIHUTb CrieayrLmne AeiCTBUS:

1. OtkpownTe Myck > MporpamMmmsbl > AAMUHUCTPUpOBaHue > Mosib3oBaTeNIn U KOMMNbIOTEPbI
Active Directory.

2. LlenkHuTe NpaBoW KHOMKOWM MbIWWN Ha AOMEHE C/ieBa U B OTKPbIBLUEMCS KOHTEKCTHOM MEHI0
Bbi6epuTe NyHKT CBOMCTBA. Ha akpaHe OTKPOETCS CleayioLlee OKHO.
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CeoiicTea: MOHAWK.LOCAL 2=

0 i e | !:Inpaannemnl I pynnoEas I'IEIJ'IH'I'HKEII

@ MOHAWE.LOCAL

Hra aoreHa [Mpea-twindows 2000]: IMDH.&-.WK

OnucaHue;
fl

Pestidr patoTel gomeHa:
o 2000 [CrewaHHBIN pEsE]

Pestim patoTel neca:
Windows 2000

k. I OTreHa | anMEHHTbl

3. PackpowTe Bknaaky F'pynnoBble NOITUKMN.

CeoicTBa: MOHAWK.LOCAL d |

I:Ilﬁu.wel Unpaenaetca [ PUYNNOEEA NOAMTHE S |

YTotie! YIYHWWTE YNPSEAEHHE MPYNNOBDE NOAMTHECH O
YNpPaENEHKA FPYNNOE0H Noa|THEK [GRMC).

i
g Crhikk TEKYW ErD OfLEKTA FPYNNOE0H NONMTHEK 4047
o MOHAWE,

CohinkM Ha 0ffbEKTEl TRYNMOEDE MOMTHEM | He nepek... | OTEmD.... |
D efault Diomain Palicy

CfbEkTR FPUNNOEE NOAMTHEM DACNOAaraaTer N0 YObIEaHKID NPUOpUTETE.
A7or cnucok, nonyyed ot e 2003EER 2 MOHAW K. LOCAL"

LCosnaTe | Qn:nﬁasmb...l HSMEHHTbl Beepw |

ﬂapaMEprl...l Haanure. .. | CeolicTEa | BHME |

I- EJ’IDKHDDBEITI: HACNEA0EIHHME NOAKWTHE

k. I OTrieHa | I'IpHmEHHTbl

4. BbibepuTe I'pynnoBy0 NOAUTUKY MO YMOMYAHUIO U HAXMUTE KHOMNKY U3MEHUTD.
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Ha akpaHe 0TKpoeTcs OKHO peAakTopa rpynnoBbIX MNOSUTUK.

'{fii PEAaKTOp 06 BEKTOE FPYNNOE0H NOAMTHKK

KaoHcone  AefcTene  Bua  Cnpaeka

=101 x|

@R 2 E

_‘:—‘j.‘ MonkTrea Default Domain Policy ['W2003EERZ . MOHAWK., LOCAL]
EI@ FOHMMYPaLHA KOMNEHITERA

-[22 KoHGHrypaLMA nporpar

(£ Kordmrypauma Windows

: (2] AAMMHHCTPATHEHEE WabnoHE!
EI@ KoHdHrypauka nonesoEaTens
A2 Kondmrypauna nparparm
(£ Kordmrypauma Windows
-2 AAMMHHETPATHEHEE WaBnoHE!

4 | +]

Y700kl NPOCMOTPETE OMMCaHME

_E " MonvTiia Default Domain Policy [W2003EERZ2.MOHAWIK.LOCAL]

1Ama

INEMEHTA, BEEIAENHMTE Ero,

KDHEbHr';.-'paLI.Hﬂ KOMMBHITERS
ﬁKquﬂnrypaunﬂ NoNE0ESTENA

PaclmperHeli 4 CTaHASpTHEI /

5. PackponTe BeTBb KOH(pUrypauma koMnbroTepa, LWeKHUTE NPaBoOM KHOMKOM MbIWN Ha MyHKTE

AAMUHUCTPaATUBHbIE Wa6sIoHbI.

6. B KOHTEKCTHOM MeHK BblibepuTe NyHKT [lo6aBneHune n yaaneHue wabnoHoB. Ha akpaHe

noaBUTCA cneayruee MeH.

Aobaenenve 1 ¥ aaneHve wabnoHoe

TeruW e WatAaHE! AOAMTHEMK:

2=

JofagTe. .. | Hpanre I

Mran | Fazrien | M z3reHEH |
conf 41KB  15.04.2008 14:00
inetres 1469KE  15.04.2008 14:00
ayztem 1824KE  15.04.2008 14:.00
wnplager GEKE  15.04.2008 14:00
WAL A7KE  06.08.200913:19

JaKpeTe |

7. Haxmute kHonky Jlo6aBuTb 1 ykaxuTte nyTb K dariny eTokenPKIClient_5_1.adm, koTopbin
nocras/isieTcs BMecTe C aucTpmMbyTneoM. Tenepb B NpeacTaBfieHHOM Ha PUCYHKE BbIlIE CMUCKE

nosiBuTcsa wabnoH ¢ umeHem eTokenPKIClient_5_

1.

8. Haxmute 3aKprTb. Tenepb B cNUCKe agMUHUCTPATUBHbIX wabnoHoB nosBuTca Aob6aBNEHHbIN BaMu

wabnoH eToken PKI Client Settings.

Tenepb, ecnu Bbl 0TKpoeTe BeTBb eToken PKI Client Settings, Bbl yBuauTe cnncok napametpos eToken
PKI Client c onnucaHmsaMm n BO3MOXHbIMW 3HAYEHUAMM B NMPaBON 4acTW OKHa.
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=101 x|

« = | BE B @0

E@ F.oHKrypalma KoMneHTERS
[ (20 KoMy paUma nparpar
[:| KoHmrypauma Windows
B2 AAMMHHETPATHEHEIE WaBAoHE!
D K.oMAoHEHTEI Windows

e lient: Settings

-] Cete

[:l MprHTERE

El@ KoHdHrypauma nonesoeaTena
-2 KomdHrypaus nporpar
721 Kontmrypaums Windows
-2 AaMMHRCTPATHEHBIE WaBNOHE!

4

'} NanvTrka Defaulk Domain Policy [W2003EERZ, MOHAW, LOCAL]

Y1ofiel NPOCHMOTRETE OMMCaHHE
INEMEHTA, BBIAENMTE Ero.

B eToken PEI Client Settings

COCTOAHHE

[[Jdceneral Settings

Dchange Token/Domain Password
[CInitialization Settings

[:IETnken Properties Settings
(U Settings

[CAcaPT Settings

[[Dcertificate Store Settings
[:IMDnitor Settings

[[AeToken Passward Quality Policies
(LU Access Cantral List

[ — l

|+

PaclmpenHeli 4 CTaHASpTHEW £

7.1.2 Kak po6aBnTb agMMHUCTpPaTUBHBLIN WabnoH eToken PKI Client Settings B

Windows XP

YT106bl BaM He Npuxoamnocb HacTpameaTb napameTpbl eToken PKI Clients HenocpeaCTBEHHO B
peecTpe, Bbl MoxeTe fobaBuTb agMMHUCTpaTUBHbIA wWabnoH eToken PKI Client Settings. Ons

3TOro BbINONIHUTE Ccneaytoume AencTBus.

1. OtkpownTe NMyck > BbINOJMHUTD.

2. B none OTKpbITb BBeAMTE MMC. Ha 3KpaHe OTKPOETCS OKHO KOHCOMW ynpaBfeHus.

Mz0paHHoe

Bra

FoHoone  AdefcTeme

=10l %]

OKHO  Cnpaska

= ||m B @

] <one- concon [N

=101 x|

rMa I

HeT 3nemeHToOE ANA DTDEDE}KEHHH E
IToM BEMAE,

4

3. B BepxHeM MeHto BbibepuTe KoHconb > [106aBUTb M yaanntb OCHACTKY.

4. B OTKpbIBLUEMCS MEHI0 HaXMuTe KHOMKY [lo6aBUTb.
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AoB3aBUTE M30NWPOEAHHYHD DCHACTKY d A

l|f||IIIIZT';."I'IHI:rIE H30NHPOE3HHEIE OCHACTKH!

OCHACTES | [MOCT ABLWLHE :I
E_;IDEU.LHE nankH Kopnopauua Makkp:
[dNanka Microsoft Corporatio
I'Ipu:u:rru:qu CoDEITHA Kopnopauma Mafkpe
PeaakTop obberTa rEYNNOB0H NONMTHEK RSl e Tl g =Tt
F'E3':.-'J'IbTH|:I‘;.-'rDIJJ.aF| MNOARTHES Kopnopaumua Makkpe
@Cepmd:umaml Kopnopauua Makkpe
E Cny#ha MHASKCHPOEaHHA Microsaft Corporatio
%an{ﬁbl Kopnopauua Makkpe =
P e TR I = IR T e R e R T Pt BlimwmmmFE T oemmae =i
2 il
ONHCAHKE

3Ta OCHACTKE NOSEONAET peAakTHPOEATE 00 LEK TR MPYNNOE0MA
MONMTHEK, KOTOPEIE MOMYT CCEINATECA HA CAHTHI, AOMEHE] M
OpraHHMZanHoHHBIE NoApasaeneHHa & Active Directary, HAK xpaHHMTECA
Ha NOKANEHOM KOMOBHITERE,

AoBaEHTE I SaKpeITE

5. B cnucke AOCTYNHbIX OCHACTOK BbibepuTe PegakTop 06beKTa rpynnoBov MOJIMTUKUN U HAXMUTE
OK. Ha akpaHe noaBuTcsa cneaytowee okHO.

A obaABHTE MIK ¥ AaNHTE OCHACTKY 7| x|

H30nHpOEaHHSA OCHACTES |pacmeEHHﬂ I

MoMHD 4003EHTE HZ0ONHPOEAHHYHD OCHACTEY B KOHCONE WNF Y A43nHTE 2E.

DCHACTIH! Ia K.OpEHE KOHOOIK "’l

I ONHCaHHE

AoBEEMTE. I Y aanime ) MEOrEarte: . . |

OR | OTHEHS

6. OcTaBbTe YCTAaHOBJIEHHbIN MO YMOAYaHWMIO 06BEKT rpynnoBor NOAUTUKK (JTOKaNbHbIM KOMMbIOTEP) U
HaxmuTe F'oToBO.
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7. Tenepb B AepeBe KOHCOMM packpoiiTe BeTBb Monutuka «JlokasbHblii KOMNbIOTEP>» >
KoHdurypaumsa KoMmnbloTepa Tak, Kak MoKasaHo Ha CliefyoweM pUcyHke.

fm KopeHb KoHCONW  MonKTHES “MNoKansHe nbHTEp™ ' KoHWrypaLMa Ko - |EI|£|

r_:—l K-DDEHI: KORELH @ AAMHHWCTpaTHBHLIE WabNoHBI
=1 E§ MonuTrka "MoKaneHsIR KomneraTep”

E'@ KoHdirypauns KomMbHTEpa Yrofibl NPOCMOTRETE OMHEaHHE CocToAHHE
I:I KoHpHrypauna nporpar INEMEHTA, BRIAEAHTE Ero. [ d¥amnorenTe Windaws
I:l F.oHbHrvpauma Windows CdckeTema
Ea & AMHHHCTPATHEHEIE WabnoHe [AceTs
[:| KoMRoHEHTE! Windows 3
|:| i MpPHHTEPEI
&[0 Cete
e 7] MpHHTEPE

E@ KoHbHrypaumMa Nonk3osaTens
-] KoHdHrypauma nporpar
- Kondmrypauma Windows
-] AAMMHCTRATHEHEIE WARNOHE!

N 0
PaCLUHpEHHEIR ,.n{ _TaHAARTHEIA ;"r

| | | /4

8. LWenkHute FIpaBOVI KHOMKOW MbILWIKX Ha nyHKTe AGQMUHUCTPaTUBHbIE wabnoHbl 1 B OTKpbIBLLEMCA
KOHTEKCTHOM MEHHO Bbl6epVITe Ao6aBneHune n vyAaneHue wab6soHOB.

Ha SKpaHe NosaBUTCA MEHIO Ccnieaytoulero smaa.

No6GaBneHKe 1 y qaneH1e wabnoHoe 7] x|

TEEUWME WAaBAOHE! NOMTHEM:

Mran | FPasriep | M zrEHEH |
conf 41KB  15.04.2008 14:00
inetres 1469KE  15.04.2008 14:00
gyztem 1824KB  15.04.2008 14:00
wriplater GAKE  15.04.2008 1400
WLLEL 57KB  0B.08.200313:19

ﬂ.aﬁaamb...l Hoanire I JakpeTE |

9. Haxmute kHonky Jlo6aBUTb 1 B OTKPbIBLLEMCSH OKHE YKaXuTe nNyTb K danny
eTokenPKIClient_5_1.adm.

10. B cnucke pgoctynHbix wabnoHos nossutcs 3anmcb eTokePKIClient.

11. 3akponTe OKHO 1 Tenepb Bbl YBUAUTE B Ai€pEBE KOHCO/N HOBbIN aAMUHUCTPATUBHbIN WabnoH -
eToken PKI Client Settings.
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(L1 KopeHs koHconm

= _E_j MonHTHE

{2 Kondmrypaura Windows

[0 CHeTema

1] CeTe

{27 Konbwurypausa Windows

'fti KopeHb KoHconuMonKTHka "NMoKkansH

1 KoMnNeHTER"

- KoHpKHrypauKa KoMneHTepa
[ KoHdMrypauma nporpar

=210 AamrHMCTpaTHEHEIE WaBnoHE!

/23 eToken PKI Client Settings
|:| F.OMAOHEHTE! WWindows

EI@ KoHHrypauma None30eaTens
D K.oHMry paLKA Nporpant

-2 AAMMHMCTRATHEHEIE WaGAOHE
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Yrofkl NPOCMOTPETE ONMCaHHE
3INEMEHTS, BEIAENMTE EM0,

lima |

KDHdJHF‘:.-'paLI.HH KOMMEHITERS
@Han:HrypauHﬂ NOME30ESTENA

P SCLIMPEHHEIA ,.-{ CTaHA3pTHEIF ,.I"r

12. Korpa Bbl 6yaeTe 3akpbiBaTb KOHCOMb yrnpasneHus, He 3abyabTe COXpaHUTb HAaCTPONKK ANs

nocneaytollero obpatieHms.

Ecnu Bbl BbINOMHWAM BCE OMUCAHHbIE Bbile AENCTBMSA NpaBuibHO, TO Ana obpaweHus K
napametpam eToken PKI Client n3 koHconu ynpaBneHus Microsoft Bam pgoctaTtouyHo 6yaer
OTKpPbITb COXpaHeHHbI BaMu dain ¢ paclwumpeHnem msc m3 meHo Myck > BbINOJIHUTD.

7.2. Hactpowuka napameTtpoB eToken PKI Client Settings n3 koHconu ynpaBneHus

Bce napametpbl eToken PKI Client opraHu3oBaHbl

Microsoft

B KOHCONM ynpasneHuss Microsoft no

oTAeNbHbIM NnankaM. bonee nNoapobHOE ONMCaHNE Ka)KAoro U3 MapaMeTpoB MOXHO HaWTu aanee
B rnaee MNapaMeTpsl

MpumeuyaHue:

HezaBucrMo oT BbIGpaHHOrO BaMK NpU yCTaHOBKE A3blka MHTepderica Bce napaMeTpbl B KOHCOMM yNpaB/ieHns
Microsoft oTob6pa)atoTca TObKO Ha aHIIMACKOM. 03TOMYy MMEHHO TakK, Ha aHIJIMICKOM, 3TU napaMeTpbl 6yayT

YNOMUHATLCA Aaniee B pyKOBOACTBE.

YT0o6bl M3MEHUTb TOT MM mMHOW napameTp eToken PKI Client, oTkpoliTe agMUHUCTPATUbIHbIN
wabnoH eToken PKI Client Settings Ha cepsepHoii nnatdopme Windows unm oTkponTe

COXPAHEHHYK KOHCOJIb YNPpaBJIEHNA TAaK, KaK ONMMCaHO B OKOHYaHUA rlpe.qbl.qyu.l,eﬁ rnaBbl.

1.
2.

LLlenkHWTe ABax/bl Ha NapaMeTpe. Ha sKpaHe OTKPOETCS OKHO HacTPOWKKW BbiI6paHHOro napameTpa.

B naHHOM npuMepe OTKPbITO OKHO napaMeTpa, KOTOpbIf 3a4a€eT KOJIMYECTBO BUPTYabHbIX
cuntbiBaTenen (ana knwden eToken Virtual). Bce BO3MOXHbIE 3HAYEHUS U NepekyaTenm
npeacTaBfneHbl Ha BKiagke MapaMeTpsbl, a Ha BKnagke O6bsCHeHMe nprBeaeHO KpaTkoe

NMosiCHEHWE MO AAHHOMY MapameTpy.
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CeodcTea: Software Sloks d |

MapareTp | D&bHCHEHHEI

@ Software Slots

* He sangan
i~ BraoueH

" Orknoyen

Saftware Slatz I _%

I peabIRYLLHE NapardET | Ceaytoll i napateTp |

] I OTreHa | [pHrEHHTE

KpoMe Toro, Ha Bkiagke MapaMeTp ANns Kaxaoro napaMeTpa MMeeTcs rpynna nepekawdaTenei:
e He 3apaH: Ucnosb3yeTca HacleayeMoe 3Ha4YeHne NoMUTUKM UM 3HaYEHME NO YMONYaHUIO, eCcin

3Ha4YeHME B NOJIUTUKE TaKXe HE 3aaHHO.

e BKJIIOUEH: €C/lM OTMETUTb 3TOT MYHKT, MOXHO 6yaeT 3a4aTh 3HAUEHUE NapaMeTpa, U 3TO 3HauYeHne

6yneT MMeTb cuay nocsie 06HOBIEHUS! TPYNMOBON MOMNUTUKM UM NOCSE Nepe3arpysku.
e OTKJIIOYEH: MCMOJIb3YEeTCs 3Ha4YEHNE N0 YMOSTHaHUIO.

bonee noapobHy uHGoOpMaumi 06 agMMHUCTPATUBHbLIX WabnoHax WM AENCTBUM MOJUTUK
MOXHO HaMTK B ouUManbHON AOKYMEHTauum Microsoft.

[ns nepexoga K chnedyloweMy WAM npeabliayluieMy napaMeTpy MCMosib3yWTe COOTBETCTBEHHO
kHonku Cneaytowmii napameTp v Mpeablaywnii napameTp.

7.3. Kak npumeHutb HacTtpounkm eToken PKI Client

lMocne TOro Kak Bbl 3aganv NapaMeTpbl B pefakTope rpynnoBbiX MOAMTUK, Heobxoammo, BO-
nepebix, OH6HOBUTbL MapaMeTpbl peecTpa Ha cCepBepe, a BO-BTOPbIX, HAa BCEX KJIMEHTCKUX
KoMMbloTepax, Ha KoTopbix yctaHoBneH eToken PKI Client. [laHHas npoueaypa BK/OYaeT B
cebs cnepytowme warm.

1. Ha cepsepe oTkponTe Myck > BbINOJAHUTb 1 B KOMAaHAHOM CTpOKe BBeauTe gpupdate.

2. HaxmuTte OK. Mocne BbINOMHEHUSA KOMaHAbI HA CEpBEpPe BCTYNST B CUNY NapaMeTpbl,
YCTaHOBJ/IEHHbIE B PEAAKTOPE rPYMNMnoBbIX MOMAUTUK.

MoBTOpUTE TE XXe AENCTBUSA Ha BCEX KoMMbloTepax, rae ycraHosreH eToken PKI Client. Mpwu
3TOM Ha KaXxaoM KomnbtoTepe 6yayT noayyeHbl NnapamMeTpbl C cepBepa.
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8. lapameTpbl U HACTPOMKU

MoMuMo Tex napaMeTpoB, KoTopble ycTaHoBneHbl B eToken PKI Client, ecTb Takxe napaMmeTpbl
obbekTa rpynnoBow MNOSIUTUKKU, KOTOPbIE MO YCMOTPEHUIO aAMUHUCTPATOpa MOryT 6biTb 3a4aHbl
Kak 6onee npuoputeTHble. bonbwen 4vactbio napameTpbl eToken PKI Client xpaHsatca B
peecTtpe. Nx onucaHuio Kak pa3 NoCBsLEH AaHHbIN pa3gen.

KpaTkoe coaepkaHue:

e (Obwue ceeaeHns 0 napameTpax

e lepapxusa napameTpoB

e HacTpovika napaMeTpoB peecTpa Bpy4YHYo
e Tabnuubl NnapaMeTpoB

8.1. Obwme cBegeHUA O napameTpax

KoHdurypaumns eToken PKI Client n cBsizaHHble C HE NapaMeTpbl peecTpa onpeaensT ero
nHTEpdENC n o06paboTky pas3/InyHbIX COObITUNA. 3apaTtb 3HayYeHMe napaMeTpoB MOXHO
HECKOJIbKMMK crocobamu, oaHako oHM paboTaldT He Ana BCeX MNapaMeTpoB, M Takue
WCKII0YEHNS! YKa3aHbl B TEKCTE ONWCAHUS AJS KaXA0ro U3 Takmx rnapameTpos.

WTak, 3HaveHns napaMeTpoB YCTaHaB/IMBAKOTCA:

e B npouecce yCTaHOBKM U3 KOMAaHAHOW CTPOKM (HO HE Mpu BOCCTAHOBJSIEHWUM NMPUNIOXEHMUS). DTa
BO3MOXHOCTb yXe 06cCyxaanacb paHee B rnase [lapamMeTpbl, onpeaensemble TObKO B Npouecce
yCTaHoBKM. pn 3TOM B KOMaHAHOW CTPOKE yKa3biBaeTCcsa Ha3BaHMe CBOWCTBA, HO He UMS
napameTpa.

e B ytunurte eToken Properties. 3aecb He Hy)XHO 3HaTb MMEHW CBOMCTBA MW NapaMeTpoB
peecTtpa. bonee nogpo6bHoO 0 TOM, Kak paboTaTb C 3TOM YTUINTON, YMTalATE B PYKOBOACTBE
nonb3oBartens.

MpuMmeyaHue:

3HauyeHus, 3aaHHble B NpunoxeHnn eToken Properties, coxpaHSAOTCS MHAMBUAYANbHO ANS KaXX4oro
nonb3oBatens (HKEY_CURRENT_USER), a He ansa Bcex nonb3oBaTenei komnbtotepa (HKEY_LOCAL_MACHINE).

e B apMuHucTtpatuBHoM wabnoHe eToken PKI Client Settings. Jo6aBneHune wabnoHa n
HacTpoWKa napaMeTpoB C ero NoMoLLbl onncaHbl 6osee NnoapobHo B rnaBe Kak go6aButb
aaMmnHucTpaTtueHbin wabnoH eToken PKI Client Settings Ha cepsepHor nnatdopme Windows (ans
Windows Server 2003/2008/2008 R2) 1 Kak no6aBuTb aiIMUHUCTPATUBHbIV WabnoH eToken PKI
Client Settings B Windows XP (ana Windows XP).

e Hacrtpoiika napaMeTpoB peecTpa BpyuHyl0. [logpobHee 0 napaMeTpax peecTpa 4ynTtanTe B
rnaBe HacTpoiika napaMeTpoB peecTpa BpPYy4YHYK. B 3ToM cnyyae TpebyeTcs ToNbKO MMS
napaMeTpa, HO He UMSI UBMEHSIEMOIO CBOMCTBA.

8.2. Wepapxusa napameTtpoB

Jlioboit napameTp peectpa MoXeT 6biTb MpeAcTaBfeH B YeTblpex pasgenax peecrtpa. Ecnu
3a/aTb TaKol MapaMeTp B pasfene, KoTopbli TpebyeT aAMUHUCTPATUBHbLIX MOSIHOMOYMIA, TO ero
OH 6yfeT UMeTb NPenMyLLIeCTBEHHOE 3HaUYeHNe.

TakuM 06pasoM, Ana MNPUNOXeHUs ByaeT UMeTb CUy TOT MapaMeTp, KOTOpblii HaxoauTcs B
nepapxuu pasnenosB peecTpa Bhllle.

e HKEY_LOCAL_MACHINE\Software\Policies\Aladdin\eToken\MIDDLEWARE (TpebytoTcs Nno/sIHOMOYUNS

aaMuHUCTpaTopa).

e HKEY_CURRENT_USER\Software\Policies\Aladdin\\eToken\MIDDLEWARE (TpebytoTcsi NOIHOMOYMS
aAMUHUCTpaTopa).

e HKEY_CURRENT_USER\Software\Aladdin\eToken\MIDDLEWARE (nonHOMO4YMS agMUHUCTpaTopa He
TpebytoTcs).

e HKEY_LOCAL_MACHINE\Software\Aladdin\eToken\MIDDLEWARE (nonHoMo4us agMUHUCTpaTOpa
He TpebytoTca).
e CraHpapTHoe 3HaveHue eToken PKI Client.

8.3. HacTtpouka napameTpoB peecTpa Bpy4HYIO

Y1o6bl HacTpouTb napameTpbl eToken PKI Client B peecTpe, BbINOAHUTE ClieayloWwmne 4encTBums
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1. Ortkpotite Myck > BbINONHUTD.
2. B none OTkpbITb BBeauTe regedit n Haxmute OK.

Ha akpaHe OTKpOeTCs peaakTop peecTpa, M B NIEBOW 4acTW OKHA Bbl YBMAUTE APEBOBUAHYHO
CTPYKTYpY pa3aenos peecTpa.

3. Packpoiite TpebyeMblit pa3gen 1 BbIbepUTe B HEM TOT NapaMeTp, AJs KOTOPOro Bbl XOTUTE
NU3MEHUTb 3HaYeHne. 3HaYeHnss NapamMeTpoB O0ToHpaXatTcs B MpaBoOi YacTu OKHa.

4. YTob6bl 3a4aTb 3HaUYeHWE NapaMeTpa B peecTpe, UCMO/b3yiTe NMSA 3TOro NapaMeTpa, a He CBOMCTBO
NpUIoXeHUs.

8.4. OnucaHue napameTpoB peecTpa

O TOM, Kak pepakTupoBaTb NapameTpbl eToken PKI Client B peecTtpe, 6b1710 Cka3zaHo Bbiwe. A B
3TOoM rnaee O6yayT nMepedncsieHbl BCe nMapamMeTpbl C MX OMNUCAHMSAMWU W BO3MOXHbIMU
3HaAYEHUSAMMN.

Bce npeacraBnieHHble Aanee napaMeTpbl MOXHO 3agaaBaTtb npu yctaHoBke eToken PKI Client ns
KOMaHAHOM CTPOKW. DTN NapaMeTpbl XPaHATCA B pa3saene
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\eToken\MIDDLEWARE.

8.4.1 Paspen GENERAL

Bce nepeuncneHHble ganee napaMeTpbl COXpaHaOTCA B peecTpe B pasaene GENERAL.

3MYJ'IFILLVIF| NOoAKNHOYEHHOIo BUPTYaJibHOIo CHUTbIBATENA

CBOMCTBO He yka3blBaeTcsi Npu yCTaHOBKE M3 KOMaHAHOW CTPOKM

MapameTp
peecTpa

EmulateConnectedVR

MocnegHnit nogkntoveHHblr eToken Virtual Ha ancke otobpaxaeTtcs
OnucaHue KakK cMapT-kapTa, noAkaueHHas K cuutbiBaTtento «AKS VR 0»;
[aHHbI napaMeTp nNpucyTcTBYyeT Tonbko B Windows XP

1 (Mctmra) - nocnegHuit noAaktoyveHHbit  eToken  Virtual
3HauyeHue oTobpaxaercs Kak cmMapT-kapTa,
DWORD 0 (Jloxb) - nocnegHun noaknaoyeHHbin eToken Virtual HE

oTobpaXkaeTcs Kak cMapT-KapTa

3HaueHue no
yMoJsil4aHuUIo

0

MpuMmeuyaHue

Ecnun eToken Virtual HaxoanTca He Ha ANCKE, @ Ha BHELWIHEM HOCUTENe, OH OTobparkaeTcsl Kak cMapT-KapTa
HEe3aBUCMMO OT 3HAYeHUsa AaHHOro NnapaMmeTpa.

KammposaHme 3aKpbITbIX AaHHbIX

CBOMCTBO ‘ He yka3sbiBaeTcsa nNpu yCTaHOBKE M3 KOMaHAHOW CTPOKM

MapameTp peecTpa EnablePrvCache
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OnucaHue

3HaueHne DWORD

3HauyeHue
YMOJTHAHUIO

Kak yctaHOBUTb

Konunyectso annapaTHbIX CN0TOB

CBOMCTBO

MapameTp peecTtpa
OnucaHue

3HaueHne DWORD

3Ha4YeHue No yMOoJZIHaHUIo

Kak yctaHOBUTb

[eToken PKI Client 5.1 SP1. PykoBoACTBO aAMUHUCTpaTopa]

Ncnonb3oBaHue K3la An8 XpaHeHWs [AaHHbIX B TeueHue
ceaHca. Ecnu aToT nmapaMeTp UMEeET 3HauyeHue «UCTuHa», To
AaHHble K3wupyoTcsa. MNpu 3TOM AO/HKHO YAOBNETBOPATHLCSA
O1HO M3 CMeAyoLNX YC/TOBUIA:

e [pun nHmumanusaumnm eToken B ero napaMeTpax AO/HKHa 6bITb
YCTaHOBJ/IEHA BO3MOXHOCTb K3LMPOBAHUSA 3aKPbITbIX AaHHbIX.
e [lapametp PrivatedataCaching He gomxeH nMeTb 3HaYeHus «0».

1 (UcTnHa) - 3aKkpbITble AaHHbIE K3LWNPYOTCA

0 (Jloxb) - 3aKkpbITble AaHHble HE K3wunpytoTCs.

1 (UctnHa)

B ytunute eToken Properties

PROP_PCSCSLOTS

PcscSlots

KonnuyectBo anmapaTHbIX cnoTtoB (ans noakntwodyeHums USB-
KoYen n cmapTt-kapTt eToken).

0-16

0 = noaknyeHne USB-knwoueir n cMmapT-kapT eToken
HEBO3MOXHO, MCNOJb3YTCS TONbKO KNtoum eToken Virtual.

8

[aHHbI NapamMeTp MOXHO YCTaHOBUTb KaK Mpu YCTaHOBKE B
pexuMe KOMaHAHOW CTpOKM, Tak u B yTunute eToken
Properties.

OaHOKpaTHbIM 3anpoc Napons Ana A0CTyna K hyHKUMAaM yTunutel eToken Properties

CBOMCTBO

MapameTp peecTtpa

OnucaHue

3HaueHne DWORD

3HavyeHue no
yMoJil4aHuro

Kak yctaHOBUTb

PROP_SINGLE_LOGON

SingleLogon

JaHHbIW nNapaMeTp yKasblBaeT Ha HeobxoAMMOCTb (Mnu
OTCyTCTBME HeobXx0AMMOCTM) MOBTOPHON aBToOpM3auMn C
naposieM nonb3oBaTens B paMKax OAHOro ceaHca paboTbl C
ytunutoi eToken Properties, ecnu 370 Tpebyetca ans
AO0CTyNna K COOTBETCTBYIOLWMM DYHKLMAM NPOrpamMMmsl.

1 (WUctuHa) - pnga pgoctyna K YHKUMSM paclMPEHHOro
pexunma eToken Properties poctatoyHO OAHOKpATHOM
asTopm3aumu.

0 (Jloxb) - 3anpoc Ha BBOA MNapons MoJjib3oBaTens
NOSABASIETCA  KaXAblh  pa3s  npuM  MOMbITKE  OTKPbITb
PacCLUIMPEHHbI pexnm yTunutebl eToken Properties.

0 (Nloxb)

JaHHbIl napaMeTp MOXHO YCTaHOBWUTb KaK NMpu YCTaHOBKE B
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peXnMe KOMaHAHOW CTPOKM, Tak M B yTuamTte eToken
Properties.

Ecnn 3HauyeHue napameTtpa SingleLogonTimeout 6onbwe «0», To napameTrp SingleLogon
aBToOMaTU4eCKN NpUHNMAaET 3Ha4vYeHne «1»,

ONnTenbHOCTb CeaHca
CBOMCTBO

MapameTp peecTtpa

OnucaHume

3HaueHne DWORD

3Ha4yeHue No yMo4aHuUIo

Kak ycTaHOBUTb TONbKO NP YCTaHOBKE U3 KOMaHAHOW CTPOKMU.

KonnyecTso nporpaMMHbIX C/1I0TOB

CBOMCTBO

PROP_SINGLELOGONTO

SingleLogonTimeout

[JaHHbIW napameTp onpegenser ANUTENbHOCTb CeaHca B
CekyHAax, TO eCTb TO BpeMs, B TeyeHue KOTOporo Ans
Aoctyna K QyHKUMSAM pacwmpeHHoro pexuma eToken PKI
Client 3anpoc Ha BBoa mnaponsa nonb3oBatensa eToken
BbIBOAUTLCS He byaeT.

0 (orpaHnyeHne No BpeMeHn OTCYTCTBYET)

‘ PROP_SOFTWARESLOTS

MapameTp peecTpa SoftwareSlots

OnucaHue

3HaueHne DWORD

3Ha4YeHue Nno yMOoJ/IHaHUIo

Kak yctaHOBUTb

KonnuectBo nporpamMHbIX Cf0TOB (4759 MOAKIHYEHUSN
eTokeb Virtual).

0-10

0o = nogknoyeHne eToken  Virtual HeBO3MOXHO,
MCMNONb3YIOTCA TOMbKO annapaTHble KIUM U CMapT-KapThbl
eToken.

E

JaHHbIi NapaMeTp MOXHO YCTaHOBWUTb Kak Mpu yCTaHOBKE B
pexuMme KOMaHAHOW CTpOKM, Tak u B yTunute eToken
Properties.

3akpbiTne ceaHca ans paboTbl ¢ BHewHuM MO

CBOMCTBO

MapameTp peecTtpa

OnucaHme

3HaueHne DWORD

3Ha4YeHue No yMOoJIHaHUIo

MpumeuyaHue:

‘ YCcTaHOBKa B peXnMe KOMaHAHOM CTPOKWN He npeaycMoTpeHa

TolerantFinalize

onpeaensaeTca oTaAesibHO AN KaXaoro npouecca.

[aHHbIi napameTp onpegenseT BO3MOXHOCTb Bbl30Ba MYHKLUNMU
C_Finalize wn3 6ubnnotekn DlIMain. [aHHOe CBOWCTBO

C_Finalize.

MOX>XHO 3aKpbITb TOJIbKO NMYTEM OTKJTIOHEHUNA eToken.

1 (MctnHa) - 3akpbiTMe ceaHca paboTbl ¢ eToken CO CTOpPOHBI
BHewHero MO BbINONHSAETCA MNOCPEACTBOM Bbi30Ba KOMaHAbI

0 (Jloxb) - ceaHc paboTbl Mexay eToken u BHewHum 1O

0 (Jloxb)
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MapameTp TolerantFinalize pekomMeHayeTcs Mcnosb3oBaTh TobKO nMpu paboTe ¢ MO Novell Modular
Authentication Service (NMAS).

Mounck obbekToB B eToken

CBOWCTBO YCTaHOBKa B peXMMe KOMaHAHOM CTPOKM He npeAycMoTpeHa

MapameTp peecTpa TolerantFindObjects

Ecnn 3TOT napamMeTp wuMeeT 3HadeHue «WcTuHa», TOo npw
OnucaHune owmnboyHoMm wabnoHe ¢yHkuusa C_Find Bo3BpawaeT MnycToun
cnncok 06beKkToB BMeCTO oWwnbKu.

3HayeHne DWORD 1 (Mctnna) - odyHkuma C_Find Bo3BpawaeT nycToM CnMCcoK
BMeCTOo owmnbkun, ecnun wabnoH nomcka 3ajaH HEBEPHO.

0 (Nloxb) - dyHkums C_Find Bo3BpawaeT owunbky, ecnn B
wabnoHe Noucka coaepxmTcs owmnbka.

3Ha4yeHue No yMo4aHUIo 0 (JToxb)

ATpunbyTbl cepTudunkatos X509

CBOWCTBO YcTaHOBKa B peXMMe KOMaHAHOW CTPOKM He npeaycMoTpeHa

MapameTp peecTpa TolerantX509Attributes

[JaHHbIi napamMeTp onpepensieT AOMyCTUMOCTb pas3inymi
mexay aTtpubytamm CKA_SERIAL_NUMBER (cepwuiiHblii
Homep cepTudmkata) n CKA_SUBIECT (tema) m Temmnm xe
aTtpubytamu BHyTpu aTpubyTta CKA_VALUE.

3HaueHne DWORD 1 (UcTrHa) - aTpubyTbl MOryT He CoBMnaaaThb.
0 (Noxb) — aTpmnbyThbl A0JIKHbI COBMaaaThb.

3Ha4yeHMe No yMOJZIHaHUIo 1 (UcTtnHa)

OnucaHue

MpuMmeuyaHue:

Ons ncnonb3oBaHusa ceptudurkaToB popmaTta x.509 B koanpoBke, oTanyHon ot DER, napameTtp
TolerantX509Attributes gomkeH nMeTb 3HaveHne «McTuHa».

B HekoTopbix 6onee paHHuX Bepcusix eToken PKI Client napameTtp TolerantX509Attributes no ymonyanuto nmen
3HayveHne 0 (Jloxb).

OTkntoyeHune eToken Virtual npu 3aBepluieHnn ceaHca

CBOMCTBO ‘ EtvLogoffUnplug

Ecnu 3TOoT napameTp uMeeT 3HaydyeHue <«UCTuHa», To npwu
OnucaHue 3aKpbITMM ceaHca pabotbl B Windows npowucxoauTt
oTknto4veHme eToken Virtual.

3HayeHne DWORD 1 (MctvHa) - npu  3akpbiTum  ceaHca  Windows
aBTOMaTM4YeCKM MpPOUCXOANT OTKIoUeHne eToken
Virtual.

0 (Jloxb) — npu 3akpbiTun ceaHca Windows oTk/o4YeHue
eToken Virtual He nponcxoauT.

3Ha4YeHue No yMOoJIHaHUIo HeTt

3awmTa CUMMETPUYHbBIX Kito4en
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‘ SensitiveSecret

Ecnun 3ToT napameTp wuMeeT 3HayeHue <«WNcTuHa», TO
CMMMETPUYHbBbIE K/TIOYN SKCMOPTUPOBATb HENb34, AaXe eC/in
3TN KJTIOYN HE UMEKT anVI6YTa 3aKpbITOro Knko4ya.

1 (McTuHa) - CUMMETPUYHbIE K/HOUM 3SKCMOPTUMPOBATb
Henb3s.

0 (JToXb) — CMMMETPUYHbIE KTHOYN MOXHO 3KCNOPTUPOBATb.
3Ha4yeHue No yMoJ4aHUIo 0 (Jloxb)

8.4.2 Paspen SyncPin

Cnepytowmnn napaMeTp XpaHUTCA B peecTpe B pa3saene SyncPin.

CuHXpOoHM3auusa naposs nosb3oBaTtesns eToken ¢ JOMEHHbIM NaposieM

CBOMCTBO

MapameTp peecTtpa

OnucaHue

CTpokoBOe 3Ha4YeHue

3Ha4yeHue No yMOJZIHaHUIO

8.4.3 Paspen Init

YCTaHOBKa B peXuMe KOMaHAHOW CTPOKWM He npeaycMoTpeHa

Domain

Ecnn aTOoT napameTp wWMeeT 3HayeHne «WcTuMHa», TO Naposb
nonb3oBaTtesis eToken CUMHXPOHU3UPYETCS C NaposieM Ans AO0CTyrna B
LOMEH.

MmMa pomeHa (6e3 cyddukca), C KOTOpPbIM  BbINOJIHAETCSH
CMHXPOHU3aLMS.

Ecnu 3HauyeHue napameTpa He yCTaHOBMEHO, TO CUHXPOHU3aAUMA He
BbIMOJTHAETCA.

OTcyTCcTBYET.

Bce nepeuuncneHHble ganee napaMeTpbl COXpaHAKTCA B peecTpe B pasgerne Init.

CBOMCTBO

MapameTp
peectpa

OnucaHue

3HaueHue
DWORD

3HauyeHue no
yMoJi4aHuro

Kak yctaHOBUTb

Moanaepxka anroputma HMAC-SHA1 ans BblpaboTKM 04HOPa30BbIX Naposen

YcTaHoBKa B pexunme KOMaHZAHOM CTPOKK HE NpeayCcMOTpPEHAa

HMAC-SHA1

OtobpaxeHnne onuun TlMopgepxka OTP B napameTpax
nHUUManmsaumn.

1 (MUctnHa) - BbipaboTka 0AHOPA30BbIX Naponern C NoaAepX Kom
HMAC-SHA1 BkntoveHa.

0 (Jloxb) - BblpaboTka 04HOPA30BbLIX MApoOSiel C NoAAEpPKKON
HMAC-SHA1 oTkntodeHa.

1 (WUctmHa) - npu mHuumanusaumm eToken NG-OTP (Java),
eToken Java/OTP u 1.n nogaep>xka HMAC-SHA1 BktoyeHa.

0 (Jloxb) - BCe npouyve MoAenn uHuuManmnanpytotcs 6e3
nopaepxkn anroputma HMAC-SHAL.

B ytunute eToken Properties.

Mopoaepxka 6onee PaHHUX Bepcm7| onepaunoHHbIX CUCTEM

CBOMCTBO

MapameTp

YcTaHoBKa B pexume KOMaHAHOWN CTPOKWN HE NpenyCMOTpPpEHa

Legacy-Format-Version
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peecTtpa

OnucaHue

3HauyeHue
DWORD

3HauyeHue no
yMoJsil4aHuUo

Kak yctaHOBUTb

[eToken PKI Client 5.1 SP1. PykoBoACTBO aAMUHUCTpaTopa]

CoBMecTnMOCTb € 6onee paHHUMKU BepcnsmMm OC.

0 - npu wHuMumanmslaumm obecneumBaeTca obpaTHas
COBMECTUMOCTb C paHHMMK BepcusamMmn CardOS.

4 - npu uHUUMANM3auun obpaTHas COBMECTMMOCTb C 6onee
paHHMMK BepcuaMu OC He obecneunBaeTcs.

5 - BCce creHepupoBaHHble Mo anroputMmy RSA kaoun
COXpaHATCA B oTAenbHbiXx nankax (CardOS 4.2 FIPS w Java
Card).

4

B ytunute eToken Properties.

KawmnpoBaHme 3aKpbITbIX AaHHbIX

CBOMCTBO
MapameTp
peecTtpa

OnucaHue

3HauyeHue
DWORD

3HauyeHue
YMOJIHaAHMUIO

Kak yctaHOBUTb

YcTaHoBKa B pexume KOMaHAHOWN CTPOKWN HE NpenyCcMOTpEHa

PrivateDataCaching

JelictBue paHHOro napameTpa 3aBUCUMT OT  3HauyeHus
napameTtpa EnablePrvCache wn ycTtaHaBnuMBaeT BO3MOXHOCTb
K3LWMPOBAHMSA 3aKpPbITbIX AAHHbIX

0 — 3aKpbITble JaHHblE HE K3LWMPYHOTCS.

1 - 3aKkpbiTble AaHHblE K3WMPYKOTCSA TOSIbKO C TOr0 MOMEHTa,
KaK noJsib30BaTe/lb aBTOPU3yeTcda Co CBOMM naposieMm eToken n
A0 TOro MOMEHTa, NoKa OH HE OTKIKYUT cson eToken.

2 - 3aKpbITble faHHble K3LWUPYIOTCA U COXPAHSAIOTCS.

2

B ytunute eToken Properties.

06beM cBOo60AHOI0 NPOCTPAHCTBA AN XpaHEHUS Kitoyel RSA

CBOMCTBO

MapameTp
peectpa

OnucaHue

3HaueHue
DWORD

3HauyeHue
YMOJIHaAHUIO

YcTaHoBKa B pexunme KOMaHAHOWM CTPOKM HE NpeAYyCMOTPEHA

RSA-Area-Size

O6beM namaTn B 6aKTax, 3ape3epBMPOBAHHbLIN AN XpaHEHUS
knoyern RSA. [laHHbIM napaMeTp NpuUMeHseTcs Ans YCTPOWCTB
eToken nop ynpasneHuem CardOS.

>=0

0 = co3paBaTb kNtouUM RSA Henb3s.

B 3aBucumoctn ot mogenu eToken:

B eToken ¢ namateto 16K6 6yaner BbigeneH obbem,
AOCTaTO4YHbIN ANa XpaHeHUs Tpex knryen RSA.
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B eToken ¢ namateto 32K6 6yper BbligeneH obbeM,
[OCTaTOYHbIV ANS XpaHEeHUs NATU Kntodeln RSA.

B eToken c 6onbwmm o6beMOM namsaTM 6yaeT BblAeNeHO
NPOCTPAHCTBO, AOCTAaTOYHOE A1 XpPaHEHUS ceMU Kntoyen RSA.

MpuMmeuaHue:

MapameTp RSA-Area-Size He UMeeT HMKAKOWM cunbl, ecnu napameTp Legacy-Format-Version nmeet 3HaveHune 5.
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JlononHuTenbHas 3awurta CMMMETPUYHbIX Kitoyen RSA

CBOWCTBO ‘ YCcTaHOBKa B peXMMe KOMaHAHOWM CTPOKM He npeAycMoTpeHa

MapameTp peecTpa RSASecondaryAuthenticationMode

OnucaHume MeToa co3aaHusa knodveinn RSA.

3HayeHne DWORD 0 - ETCK_2NDAUTH_PROMPT_NEVER: Hwukakue HoBble
CreHepupoBaHHble KtouM RSA He 3alneHbl NaposieM.

1 - ETCK_2NDAUTH_PROMPT_CONDITIONAL: Ecnu BHeWHUM
npunoxexnvem anga napamerpa CKA_ALWAYS_AUTHENTICATE
yCTaHOBMEHO 3HayeHune «WcTuHa», TO Npu CO3[4aHMK Kio4a
6yneT npeanoxeHo 3agatb Naposb.

2 - ETCK_2NDAUTH_PROMPT_ALWAYS: lpun co3gaHun Katoua
NOsSIBNSIETCS 3anpoc Ha BBOA Maposis.

3 - ETCK_2NDAUTH_MANDATORY: Bce kntounm RSA pomKHbl
6bITb 3alWMLLEHbI MaposieM.

3Ha4yeHue no ymonvyaHumio [
Kak yctaHOBUTb B ytunute eToken Properties.

CozpaHue kntouen RSA anuHon 2048 6uT

CBOWCTBO ‘ YCTaHOBKa B peXMMe KOMaHAHOW CTPOKM He MpeayCcMoTpeHa

MapameTp peecTtpa ‘ RSA-2048

OnucaHue Bo3MoHOCTb co3aaHusa kntouen RSA annHon 2048 6ant

3HayeHne DWORD 1 (UctnHa) - nyHkT Moadepxka knwden RSA anuHon 2048
6uT oTMeveH.

0 (JToxb) — nyHKT Mopaepxka kntoder RSA anmHon 2048 6ut
HE OTMEeYeH.

0 (JToxb) — nyHKT Moaaepxka kntodern RSA annHon 2048 6ut
3Ha4YeHue Nno yMoJZIHaHUIo HEe OTMEYeH, TO eCTb co3haBaTb kKnw4um RSA pasmepom 2048
6uT Ha MHUUKnanmsmposaHHoM eToken 6yaeT HEBO3MOXHO.

Kak yctaHOBUTb B ytunute eToken Properties.

8.4.4 Paspen peectpa InitApp
Bce nepeuncneHHole ganee napaMeTpbl COXPaHATCA B peecTpe B pasgene InitApp.

[ocTyn K HacTpoiKaM paclIMPeHHOro pexunMa

CBOMCTBO PROP_ADVANCED_VIEW

MapameTp peecTpa AdvancedView

OnucaHune OTob6paxeHne KHonku «MoapobHbI BUA» (3HAYOK CO «3BE3A0M»)

3HaueHne DWORD 1 (UctnHa) — kHoMnka oTobpaxaeTcs.

0 (Jloxxb) — KHOMKa He oTobpaxkaeTcs.

3Ha4yeHue Nno yMOoJIHaHUIo 1 (UctnHa) - kHonka oTobpaxaeTcs.

Kak yctaHoBUTBH ToNbKO N3 KOMaHAHOWM CTPOKM.
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3Ha4vok B obnactn ysenoMmneHum

CBOWCTBO YcTaHoBKa B peXMMe KOMaHAHOW CTPOKW He npeayCMOoTpeHa

MapameTp peecTpa ShowlInTray

OTobpaxkeHne 3Hauyka B 06nacTM yBeAOM/IEHUM BMeCTe C 3arpyskoi
eToken PKI Client.

OnucaHume

3HauyeHune DWORD 1 (McTnHa) - 3Ha4YoK oTobpaxaeTcs.

0 (loxb) — 3HAYOK He oTobparkaeTcs.
3Ha4YyeHMe No yMOJIHaHUIO 1 (MctnHa) - 3Ha4vok oTobpaxkaeTcs.

8.4.5 Pasgen peectpa CAPI

Bce nepeuncneHHole ganee napaMeTpbl COXpaHsaTCA B peecTpe B pasaene CAPI.

lMoBTOpHas aBTOpU3aums

CBOMCTBO YCTaHOBKa B pexnMme KOMaHAHOW CTPOKW He npeayCcMOTpeHa

MapameTp peecTtpa LogoutMode

Oonucanme BbiBOA4 3ampoca Ha BBOA Maposs nonb3oBaTens eToken ans Kaxaon
onepauuun, kotopas TpebyeT aBTopusauunm.

3HaueHne DWORD 1 (WctnHa) - noBTOpHas aBTOpu3aums obasatensHa.
0 (Jloxb) - 3anpoc Ha aBTOpM3auUMUIO NOSb30OBaTeNsl He
nosiBnsieTcs.

3Ha4yeHuMe No yMOoJIHaHUIO ‘ 0 (Nloxb)

Mopauya 3asBOK Ha BbINYCK CepTVIdJMKaTOB OT MMEHM ApYyroro nosnb3oBaTtens

B eToken PKI Client npeaycMoTpeHbl ABa napaMeTpa, KOTOpble ONpeaesnsitoT BO3MOXHOCTb
BblAauuM cepTudukata Anasa Apyroro nonb3osaTtens: 370 napametpbl NoDefaultKeyContainer un
DefEnrollType.

Ons nopaun 3asaBKM Ha Bblgadyy cepTudwukata OT WMEHUM Apyroro nonb3oBatens 6yayTt
MCNonb30BaTbCA ABa ycTponcTea eToken:

e eToken areHTa: eToken, Ha KOTOPOM XpaHUTCA CepTUGMKAT areHTa nogayu 3asBok.
e eToken nonb3Batens: eToken, Ha KOTOPOM COXPaHAETCS 3arpoLLUEHHbI cepTudmKar.

Takum obpasom, napameTp NoDefaultKeyContainer onpeaensietr caMy BO3MOXHOCTb Noja4yn 3asBOK OT
WMEHW APYroro nonb3oBaTtens, B TO BpeMs kak napametp DefEnrollType yctaHaBimBaeT orpaHnuyeHme
Ha Hanuuue apyrux ceptudmkaToB Ha eToken areHTa.

B 3aBMCMMOCTUN OT COYeTaHMs 3Ha4YeHUN 3TUX ABYX NapameTpoB 6yayT BO3MOXHbI ONMUCaHHbIE Aanee
TUNOBbIE CLIEHapUW.

3anpoc Ha Bblaayvy cepTudurKaTos A/a ApYroro nosb3oBartens

CBOWCTBO ‘ PROP_EXPLORER_DEFENROLL

MapameTp peecTpa NoDefaultKeyContainer (B 6onee paHHux Bepcusax — DefEnrollType)

Mo3BonsieT ncnonb3oBaTb OTAENBHO ABa eToken:

1) eToken c cepTudmkaTom areHTa nogadn 3asBoK;

OnucaHume

2) eToken nonb3oBaTtens, rae 6yaer coxpaHeH 3anpawuvBaeMblii
ceptudumkar.
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1 (WcTnHa) — BO3MOXHOCTb BblNycka cepTudukata Ha agpyron eToken
HE ponyckaeTcs.

0 (JToxxb) — BO3MOXHOCTb BblNycka cepTudukata Ha gpyron eToken
AonyckaeTcs.

3HaueHne DWORD

3HayeHue Nno ymonvyaHuio 1 (WctuHa) - B Internet Explorer.

0 (Jloxxb) — B OCTa/IbHbIX Cy4asx.

Kak ycTaHOBUTb TONbKO U3 KOMaHAHOM CTPOKMU.

Hanuuue apyrux ceptudurkatos Ha eToken areHTa

MapameTp peecTpa DefEnrollType

JaHHbIN napaMeTp YyKa3blBa€T Ha BO3MOXHOCTb Haln4yna Ha eToken

OnucaHue
areHTa Apyrux ceptuduKkaTos.

3HayeHne DWORD 1 (WctnHa) - ponyckaeTcs BO3MOXHOCTb BbilyCcKa CepTUdUKaToB A4
Apyroro nonb3oBatens C  UCMNoOJib30BaHWeM oaHoro  eToken,
copepxallero ceptudukat areHTa nodayM 3asBOK M TakKxe Apyrue
cepTuduKkaThl.

0 - HE gonyckaeTcst BO3MOXHOCTb BbIMycka cepTUhUKATOB AN APYroro
nosib3oBaTenss C Wcnonb3oBaHMeM oaHoro eToken, coaepaliero
cepTndUKaT areHTa nogaun 3asBOK M TaKXe Apyrne ceptudunkaTsl.

3HauyeHue

yMONUaHNIO OTtcyTcTBYET

Ytob6bl NMoHMMaTb, kak paboTtatoT napameTpbl NoDefaultKeyContainer n DefEnrollType n kak
BNMSIOT APYr Ha ApYyra UX 3HadeHus, NpMBEAEM ABa TUMOBbLIX CLEeHapus:

CueHapmii 1: Ha eToken xpaHuUTCS TONbKO cepTUdMKAT areHTa nogauyun 3asBOK, NMpu 3TOM
cepTuduUKaT BbIMyCKaeTca Ha Apyron eToken. DTOT cueHapuii BO3MOXEH Mpu Ccleaylolem
couyeTtaHmn napametpos NoDefaultKeyContainer n DefEnrollType.

NoDefaultKeyContainer | DefEnrollType

0 1

0 0

CueHapum 2: Ha eToken xpaHuTCs cepTudMKaT areHTa noAaym 3asiBOK U TaKxe apyrue
cepTudumkaTel (HanpuMep, 45 AOCTyNa B CUCTEMY NO cMapT-kapTe). CepTudumkaT cos3gaeTcs Ha
apyrom eToken. Takon cueHapuii BO3MOXEH TONIbKO MpU CleayloweM COYeTaHMM napaMeTpoB
NoDefaultKeyContainer n DefEnrollType.

NoDefaultKeyContainer DefEnrollType
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ONnTenbHOCTb NOMb30BaTE/IbCKOro ceaHca

CBOWCTBO ‘ YcTaHOBKa B peXXMMe KOMaHAHOW CTPOKM He npeaycMoTpeHa.

MapameTp peecTtpa PasswordTimeout

[aHHbIM napaMeTp ykKasblBaeT Ha ANUTENbHOCTb CeaHCa C MOMeHTa

OnucaHume
BBOZa Naposs nonb3oBaTtens eToken.

3Ha4yeHume DWORD >=0

0 = 6e3 orpaHnyeHumn

3HauyeHue
YMON4aHUIo

0 (Jloxb)

Maponb B koamposke ASCII

eToken PKI Client ucnonb3yer naponu B koaumpoBke ASCII, B TO BpeMs KaK HeKOoTopble
NPUIOXKEHUS, K YNCITY KOTOPbIX OTHOCUTCH cnyxba aBTopu3aumm no cMapT-kaptam Microsoft,
MCNONb3ylT ApyrMe KoampoBku. CuMBOMbI, KOTOpble He BXxoaaT B Habop ASCII,
WHTEPNPETUPYIOTCA NpeAcTaBAeHbl BO BCEX KOAMPOBKAX MO-pasHoMy. [nsa KOppeKTHOM
WHTepnpeTauum Takux naponer HeobxoamMmo, 4yTo6bl AaHHbIN nNapaMeTp MMen WCTUHHOEe
3HauyeHWe, M Toraa Takue Naposu, KoTopble coAep)aT, Hanpumep, 6ykBy «C», 6yayT
MHTEPNPETUPOBATbLCS MPaBUSIbHO.

CBOWCTBO ‘ YCTaHOBKa B peXMMe KOMaHAHOW CTPOKM He npeaycMoTpeHa.

MapameTp peecTtpa AsciiPassword

Moanepxka B napone eToken CMMBOJIOB, KOTOpPbIE HE BXOASAT B Habop

OnucaHue ASCIL

3HayeHne DW 1 (MctuHa) - noaaepXMBatoTCa Ntobble CUMBOSbI.

0 (Jloxxb) — NoAnEep>XMBaAKTCA TOJIbKO CMMBOJIbI U3 KoampoBkn ASCII.

3Ha4yeHue no yMoJIHaHUIo ‘ 0 (JToxb)

8.4.6 Pasgen peectpa CertStore
Bce nepeuncneHHble ganee napaMeTpbl COXPaHAOTCA B peecTpe B pasaene CertStore.

Bbibop eToken ana nmnopTta ceptudmkaTa

CBOMCTBO ‘ YCTaHOBKa B peXuMe KOMaHAHOM CTPOKW He NpeaycMoTpeHa.

MapameTp peecTtpa AddToTokenOnNewCertInStore

3HayeHMe AaHHOro napameTpa onpegenseTr AOCTYN K NYHKTY,
yKasbiBaloweMy Ha Heob6xXoaAMMOCTb MMMOpTa cepTudukaTta He
TONbKO B XpaHunuuwe ceptudukaTtoB, HO Takke U B
yKasaHHbIn eToken.

OnucaHme

3HaueHne DWORD 1 (MctnHa) — nyHKT oTobpaxaeTcs.

0 (JToxb) — NyHKT He oTobpaxaeTcs.

3Ha4YeHue No yMOoJIHaHUIO 1 (UctnHa)
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Cpok A0 yaaneHus ceptuduKkaTa us XpaHunuuwa

CBOWCTBO YcTaHOBKa B peXMMe KOMaHAHOW CTPOKM He MpeaycMoTpeHa.

[aHHblA napaMeTp onpeaensieT nepuoa, B TeyeHuMe KOTOpPOro
eToken PKI Client 6ynetr nbiTatbCa yaanuTb cepTudumkaT C
eToken, ecnn 3T10T eToken He O6bl1 NOAKIKOYEH HA MOMEHT
yAaneHus ceptudurkata U3 xpaHunuwa.

MapameTp peecTtpa CertsToRemoveStorePeriod

[JaHHbIi napameTp uMeeT CuUy TO/bKO B TOM Cliy4dae, ecnum
napameTp RemoveFromTokenOnRemoveFromStore nmeert
3HayeHune 2.

3HauyeHne DWORD ‘ >=0

3Ha4yeHue No yMo4YaHUo ‘ 7

MpumeuyaHue:

[aHHbIli NapaMeTp AEACTBYET Toraa, Koraa yaansembiii ceptudukaTt b1 3KCNOPTUPOBaH B XpaHWUMLLE C
eToken.

2kcnopt ceptudmkartos LC

CBOMCTBO PROP_PROPAGATECACER

MapameTp peecTpa PropagateCACertificates

[aHHbli napaMeTp onpeaensieT Heo6X0AMMOCTb 3KCMOpPTa

OnucaHue
BCcex cepTudmKaToB B XpaHunuuwe gosepeHHoro LIC.

3HayeHne DWORD 1 (UctnHa) - skcnopTupoBaTb cepTuduKaTbl B XpaHunuLie
posepeHHoro LIC.

0 (Jloxb) — HE akcnopTupoBaTb cepTuduKaTbl B XpaHuiuwie
aosepeHHoro LC.

3Ha4yeHue Nno yMoJIHaHUIo 1 (UctnHa)

[aHHbIi napaMeTp MOXHO YCTaHOBWUTb KakK MpW YCTaHOBKe B
Kak yctaHOBUTDb pexume KOMaHAHOM CTpoKM, Tak M B yTuamTte eToken
Properties.

IKCMopT cepTUdMKaTOB NosIb30BaTENS

CBOMCTBO PROP_PROPAGATEUSERCER

MapameTp peecTtpa PropagateUserCertificates
[aHHbli napameTp onpegenser Heob6XoAMMOCTb 3KCMopTa

OnucaHune BCcex cepTuduKaTOB NONb30BaTeNs B MOJb30BaTebCKOe
XpaHunuuie.

3HayeHmne DWORD 1 (WctuHa) - akcnopTupoBaTb cepTudmKaTbl B XpaHunuuie
nosnb3oBaTtens.

0 (Jloxb) -3KCMNOPTMPOBaTb CeEPTUPUKATBI B XpaHWIMLLE
nonb3oBartens.

3Ha4YeHue No yMOoJIHaHUIO 1 (UctnHa)

[aHHbI napaMeTp MOXHO YCTAaHOBWUTb KakK MpW YCTaHOBKE B
peXuMe KOMaHAHOW CTpoOKM, Tak M B ytuwaute eToken

Kak yctaHOBUTb
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YaaneHue ceptudukaTa U3 XpaHunuia npu oTknoueHumn eToken

CBOMCTBO YCTaHOBKa B peXxmnMme KOMaHAHOW CTPOKW He nNpeayCcMOTpeHa.
MapameTp peecTtpa RemoveFromStoreOnRemoveFromToken

[aHHbIi napaMeTp onpeaenser HeobXoAMMOCTb YyAaneHus
OnucaHue cepTudukara n3 XpaHunuiia NnoJib30BaTeNIbCKNX
cepTudukaToB nNpu oTkYeHnn eToken.

3HayeHune DWORD 1 (McTuHa) - yaanatb cepTudukar.

0 (loxb) — He yaanaTb cepTudukar.

3HauyeHue
YyMON4aHUIo

1 (Uctnna)

YpaneHue ceptudukaTta s namatv eToken npu yaaneHnn us XxpaHunuuia

CBOWCTBO ‘ YCTaHOBKa B peXMMe KOMaHAHOW CTPOKM He MpeayCcMOoTpeHa.

MapameTp peecTtpa RemoveFromTokenOnRemoveFromStore

Mpn WCTUHHOM 3HA4YeHWUM 3STOro napaMeTpa MNoNb30BaATEND MNpuU
OnucaHue yoaneHun ceptudukaTta M3 XpaHunuwa npeanaraerca Takxke yaanuTb
3TOT cepTudukaTt n3 namsatu eToken.

3HayeHne DWORD 0 (Hukorga) - 3anpoc Ha ypAaneHuve cepTuduUKaTa HUKOrga He
NnosiBNSETCA.

1 (Bcerga) - 3anpoc Ha yaaneHue ceptudukaTa nosisasercs.

2 - 3anpoc nosiBNseTcs TOJbKO B TOM cnydae, ecan B eToken ecTb
cepTudukaTtbl, AN KOTOPbIX eCTb WabfoHbl, yKa3aHHble B NapaMmeTpe
RemoveFromTokenOnRemoveFromStoreTemplates.

3Ha4yeHue No yMOYaHUIo 0

YnaneHune ceptudunkaTta ns namatu eToken npu yaganeHum wabnoxHa

CBOMCTBO ‘ YcTaHOBKa B peXuMe KOMaHAHOM CTPOKW He npeaycMoTpeHa.

MapameTp peecTpa RemoveFromTokenOnRemoveFromStoreTemplates

Cnucok wabnoHoB, Npu yAaneHUM KOTOpPbIX NPOUCXOAUT yAasieHue
caMux cepTMduKaToOB U3 XpaHwauwa. DTOT MapaMeTp MWMEKT Cuny
TOJIbKO B TOM cnyuvae, Koraa napameTp
RemoveFromTokenOnRemoveFromStore nMeet 3HaveHune 2.

OnucaHue

CrtpokoBoe

MMeHa wabnoHoB
3Ha4YeHue a wabnoHo

3Ha4yeHue Nno yMOoJIHaHUIo OTcyTcTBYET

YpaneHune ceptudurkatoB Npu oTkoueHun eToken

CBoOMCT YCTaHOBKa B peXmnMme KOMaHAHOW CTPOKM He NpeayCcMOTpeHa.

MapameTp peecTtpa RemoveUserCertsOnTokenRemove

MpY WCTUHHOM 3HayYeHWW 3STOro napaMeTpa oOTkN4veHne eToken
NPUBOAUT K yAASIEHNIO CEPTUMMKATOB M3 STOKANIbHOMO XpaHWIMLWa, ecnu
3TN cepTuduKaTbl 6blIM 3KCNopTUpoBaHbl ¢ eToken. [JelcTBME AAHHOIO
napaMeTpa pacnpocTpaHsaeTcs Ha BCce ycTpoiicTBa eToken.

OnucaHme
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1 (MctuHa) - nonb3oBaTesibCkMe cepTuduKaTbl  yaansawnTcs U3
XpaHuauwa npu oTkatodeHnn eToken.

3HaueHne DWORD

0 (Nloxb) - nonb3oBaTenbckme ceptudukatel HE yapanswoTca u3
XpaHunuwa npu oTkatoveHnm eToken.

3Ha4YeHMe No yMOJIHaHUIO 1 (UcTtnHa)

CVHXpOHM3auusa XpaHmnuila

MapameTp peecTtpa SynchronizeStore

CBOMCTBO YcTaHOBKa B pexmnMe KOMaHAHOW CTPOKU He nNpeaycMoTpeHa.

nucaHue CUHXPOHU3aUNs XpaHunuLla.

1 (UcTnHa) — CUHXPOHM3AUMS BbINOJSTHAETCS.
3HayeHne DWORD
0 (Jloxb) — cmHxpoHusaums HE BbinonHAETCS.

3Ha4yeHue No yMOJIHaHUIO 1 (UcTtnHa)

8.4.7 Paspgen peectpa Monitor

B pasmene Monitor MMeeTcsa TONbKO OAMH MapaMeTp, KOTOpbl onpeaenseT Heob6XoAMMOCTb
yBeAoMeHNs Mnofb3oBaTens 06 UCTeUeHMsa cpoka AeWCTBUs ero ceptTudmkara.

YBegomneHune 06 ncreveHum CpOKa AencTeuns napons

CBOMCTBO YCcTaHOBKa B pexmnMe KOMaHAHOW CTPOKU He nNpeaycMoTpeHa.

MapamMeTp peecTpa NotifyPasswordExpiration

OnucaHune NCTEeYEeHNEeM cpoka pAencTBus cepTudwukata B obnactm ysenoMAeHUMN

6yaeT NosBASTLCS COOTBETCTBYOLLEE NpeaynpexaeHme.

1 (UctnHa) — nokasbiBaTb NpeaynpexaeHue.

Ecnm OaHHbIN  MNapaMeTp WMEEeT WUCTMHHOE 3HadeHue, TO nepen
3HaueHne DWORD

0 (JToxb) — HE noka3sbiBaTb NpeaynpexaeHue

3Ha4yeHue No yMOJZIHaHUIO 1 (UcTtnHa)

8.4.8 Paspen peectpa PQ

rlpeﬂ,CTaBJ'IeHHble AdHHblE NapaMeTpbl OTHOCATCA K NMOJINTUKE KadecCTBa naponeﬁ N XpPaHATCA B
peecTtpe B pasaene PQ.

Ob6beM 3anuncern B nctopum

CBOMCTBO PROP_PQ_HISTORYSIZE

MapameTp peecTtpa pgHistorySize

3HayeHMe [aHHOro napaMeTpa onpeaensetr KOMYeCTBO paHee
OnucaHune MCMNONb30BaHHbIX Maposiei, C KOTOPbIMM HEe AOJIXKEeH coBnagaTb HOBbIN
naposib eToken.

>=0
3HayeHne DWORD

10
3Ha4YeHue No yMOoJIHaHUIO 10

[JaHHbIA napaMeTp MOXHO YCTaHOBUTb KakK MNpu YCTaHOBKe B
pexuMme KOMaHAHOM CTPOKM, Tak u B ytunute eToken Properties.

Kak yctaHOBUTb
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Mcrnonb3oBaHMe CMMBOIOB B HMXKHEM perncrpe

CBOWCTBO YcTaHOBKa B peXMMe KOMaHAHOW CTPOKM He MpeaycMoTpeHa.

MapameTp peecTtpa pgLowerCase

BO3MOXHOCTb MCMOJIb30BAHUS CUMBOJIOB HUXXHErO PErncrpa B 3HaYEHUU
napons.

OnucaHue

0 — CMMBOJbI HMXXHErO perncTpa paspeLleHsbl;

1 - CMMBOJIbI HUXHET rmctpa HE LWeHbI;
3HaueHne DWORD ¢ ° €ro pernctpa PaspeLleHbl;
2 - 1CNoSb30BaHMe CUMMBOJIOB  HUXHEro perncrpa saBnsieTca
ob6sa3aTenbHbIM.

3Ha4yeHue No yMo4YaHUo 0

Cpok AeicTens napons

CBOMCT PROP_PQ_MAXAGE

MapameTp peecTtpa pgMaxAge

OnucaHune Cpok gencTena napons B AHAX.

>=0
3HaueHne DWORD
0 = 6e3 orpaHuyeHunn

3Ha4yeHue No yMOoYaHUIo 0

[JaHHbIA napaMeTp MOXHO YCTaHOBUTb KakK MNpu YCTaHOBKE B
pexuMe KOMaHAHOW CTPOKM, Tak u B yTunute eToken Properties.

Kak yctaHOBUTb
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MakcmManbHoe KONM4ecTBO MOBTOPEHMN OAHOr0 CMMBOJIa B 3HAYEHWW Napons

CBOWCTBO YCcTaHOBKa B peXXMMe KOMaHAHOWM CTPOKM He npeaycMoTpeHa.

MapameTp peecTtpa pgMaxRepeated

[aHHbIA napaMeTp onpeaensieT, CKoSIbKO pa3 oAMH M TOT Xe& CUMBOJ
MOXET NOBTOPATLCS B 3HAYEHNN NapoOSIs.

OnucaHue

>=0
3HaueHne DWORD
0 = 6e3 orpaHunyeHum

3Ha4yeHue No yMo4YaHUo 3

OrpaHu4yeHne No 4yacToTe CMEeHbI naponeﬁ

CBOWCTBO PROP_PQ_MINAGE

MapameTp peecTtpa pgMinAge

[aHHbIli NnapamMeTp onpeaensieT MMHUMabHbIA CPOK (KOJIMYECTBO AHEN),

OnucaHue o
yepes KOTopbli MOXXHO CMEHUTb Naposib.

>=0
3HayeHne DWORD
0 = 6e3 orpaHnyeHun

3Ha4yeHue No yMo4aHuUIo 0

JaHHbIl napamMeTp MOXHO YCTaHOBWUTb KaK MpuU YCTaHOBKE B

Kak yctaHOBUTb . .
pexuMe KOMaHAHOM CTPOKMU, Tak U B yTunute eToken Properties.

MunHuManbHas annHa napons

CBOMCTBO PROP_PQ_MINLEN

MapameTp peecTtpa pgMinLen

[aHHbI MapaMeTp YyCTaHaBAMBaeT MWHUMasbHOE OrpaHu4YeHue Mo

OnucaHue
AnvHe napons (Kon-Bo 3HaKoB).

3HauyeHne DWORD >=4

3Ha4YeHMe No yMoJIHaHUIo 6

[aHHbIn NMapaMeTp MOXHO YCTaHOBWUTb Kak MpW YCTaHOBKE B
pexunMe KOMaHAHOM CTPOKK, Tak 1 B yTunute eToken Properties.

Kak yctaHOBUTb
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Mcrnonb3oBaHMe CMMBOIOB pa3HbIX TUMNOB B 3HAYEeHWU Napons

CBOWCTBO PROP_PQ_MIXCHARS

MapameTp peecTtpa pgMixChars

[aHHbIi  napaMeTp onpeaensieT Heo6X0AUMMOCTb WCMOMb30BaHUA B
OonucaHue 3HaYeHUM Napons 3arnaBHbIX WM MPOMUCHbIX 6YKB, UMDP WU
CMeLCcMMBOJIOB.

1 (McTnHa) - B 3HA4YeHUM Naposst AOJHKHbI MCMOJSIb30BATbCS CUMBOJIbI

pasHbIX TUMNOB.
3HayeHne DWORD
0 (Jloxxb) — orpaHuvyeHne Ha MCNosb30BaHWE CMMBOJIOB pa3HbIX TUMOB

OTCYTCTBYET.

3Ha4YyeHue No yMoJiHaHUIo 1

JOaHHbIl napamMeTp MOXHO YCTaHOBWUTb KaK MNpuW YCTaHOBKE B

Kak yctaHOBUTDb " .
pexuMe KOMaHAHON CTPOKMU, Tak U B yTunute eToken Properties.

MNpaBa Ha peaakTUPOBAHWE MOMUTUKM Maposiei

CBOWCTBO ‘ YcTaHOBKa B peXXMMe KOMaHAHOW CTPOKM He npeaycMoTpeHa.

MapameTp peecTpa pgModifiable

[aHHbIA  napaMeTp onpedensieT BO3MOXHOCTb  peaaKTUpOBaHUSA

OnucaHune -
nonnTUKK naponen (cM. pgowner).

1 (WcTMHa) - nonuMTMKa naponei MOXET U3MEHSATbCA  TONbKO
3HaueHne DWORD «BJlaAe/ibLEM>.
0 (JToxb) — «Bnageneu» He MOXET MEHATb MOSIUTMKY Maposei.

1 - anga yctponcTtB eToken, npuHagnexawmx aaMMHUCTpaTopy.

3Ha4YeHue Nno yMOoJ/IHaHUIo

0 - ana ycrponcTte eToken, npMHaanexalwmx noab3oBaTento.

Mcnonb3oBaHue undp B 3HAaUEHMM Napons

CBOMCTBO YcTaHOBKa B peXuMe KOMaHAHOM CTPOKW He npeaycMoTpeHa.

MapameTp peecTtpa pgNumbers

OnucaHue BO3MOXHOCTb UCNOMb30BaHWe LUUdp B 3HAYEHUM Napons.

0 - naponb MOXeT cogepxaTb Undpsbl.
3HayeHne DWORD 1 - naponb He MOXeT coaepxaTtb undpbl.

2 - naposfib 0693aTeNbHO AO0/IXKEH COAepKaTb UUMPHI.

3Ha4YeHue Nno yMOoJIHaHUIo 0
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Bnaaeneu noavtuky naponei

CBOMCTBO

MapameTp peecTtpa

OnucaHue

3HaueHne DWORD

3Ha4yeHue No yMo4YaHUo

[eToken PKI Client 5.1 SP1. PykoBoACTBO aAMUHUCTpaTopa]

YcTaHoBKa B pexunme KOMaHAHOWM CTPOKM HE NpenyCcMOTpeEHa.

pqOwner

[aHHblA naponb onpeaensieT y4YeTHYK 3anucb, ANs KOTopoh 6yaeTt
BO3MOXHO pefaKTUpOoBaHWe MOMUTMKM MOCNe WMHUMUManusaumm eToken
(cMm. pgModifiable).

0 - BnagenbueM ABMSETCA agMUHUCTPATOP.

1 - BnagenbLeM sBNSETCA NoSb30BaTesb.

1 - anga ycTtpoincts eToken ¢ 3agaHHbIM NaponemMm agMuUHUCTpaTopa.

0 - ansa ycTtporicte eToken 6e3 napona agMuUHUCTpaTopa.

Mcnonb3oBaHue CreucnMMBOIOB B 3HAYEHUU NMapons

(of:1]7[1 )

MapameTp peecTtpa

OnucaHue

3HaueHne DWORD

3Ha4YeHue No yMOJZTHaHUIO

YcTaHOBKa B peXume KOMaHAHOW CTPOKM He NMpeaycMOTpeHa.

pgSpecial

[aHHbli  napaMeTp  onpefensieT  BO3MOXHOCTb  WMCMOJIb30BaHMSA
crneumnanbHbiX CUMBOJIOB (HampuMmep: <«@», «!», «&») B 3HauYeHun
napons.

0 - naposb MOXeT coaepxXaTb CneLcUMBOSbI.
1 - naponb HE MOXET coaepxaTb CNeLCUMBOIIbI.

2 - naposb 0b6s3aTenbHO AOIXKEH CoAepXaTb CNeLCUMBObI.

0

Mcnonb3oBaHne CMMBOMIOB BEPXHENO perncrpa

CBOMCTBO

MapameTp peecTtpa

OnucaHume

3HauyeHne DWORD

3Ha4YeHue No yMOoJZIHaHUIo

YcTaHOBKa B peXxuMe KOMaHAHOW CTPOKM HE NMpeayCcMOTpeHa.

pgUpperCase

[aHHbIin NapaMeTp onpeaensier BO3MOXHOCTb UCMO/Ib30BaHWA CUMBOSIOB
BEPXHEro perucrpa.

0 - naponb MOXeT cofepxXaTb CUMBOJIbI BEPXHErO perncrpa.
1 - naposib HE MOXET coAepXaTb CUMBOJIbI BEPXHErO perucrpa.

2 - naponb 0653aTeNbHO [AO/MKEH COAepXaTb CUMBOJIbI BEPXHErO
perucrpa.

0
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YBegomneHue 06 ncreyeHmn cpoka AenNCTBMS Napons

CBOWCTBO ‘ YCcTaHOBKa B peXXMMe KOMaHAHOWM CTPOKM He npeaycMoTpeHa.

MapameTp peecTpa pgWarnPeriod

[aHHbllA NapamMeTp yKas3blBaeT, 3a CKOMIbKO AHEN A0 UCTeYeHus naposs
OnucaHue bynetT oTobpa)kaTbCsi COOTBETCTBYIOLLEE NpeaynpexiaeHue B obnactu
yBeaOoMJIEHNA.

>=0
3HaueHne DWORD
0 = yBeAOM/IEHME He NOoABSETCS

3HayeHMe No yMoN4YaHUIo 0

[aHHbI1 NapaMeTp MOXHO YCTaHOBWTb Kak MpW yCTaHOBKE B
pexunMe KOMaHAHOM CTPOKK, Tak n B yTunute eToken Properties.

Kak yctaHOBUTb

MpoBepka KauecTsa MapoJsiein Npu nHMLMannsaumm

CBoMcT YCTaHOBKa B peXmnMme KOMaHAHOW CTPOKM He NpeaycMOTpeHa.

MapameTp peecTtpa pqCheckInit

MpoBepka W nMpMMEHEHME NapaMeTpoB KayecTBa Naponel npwu
MHMUmManmnsaumm eToken:

e Ecnu pernctpaunsa yctporicte eToken BbINONHAETCSA cpeacTBaMum
TMS, 3TOT pexuM UCnosb30BaTb HE PEKOMEHAYETCS.

e [Ipu nHnumanmusaummn eToken B ytunute eToken Properties, kauectBo
naposiein He NpoBepsieTcs.

OnucaHue

1 (McTnHa) — BbINOMHATL KOHTPOMb MNOMIMTUKM KayecTBa naposnei

3HaueHne DWORD

0 (JToxXb) — He BbIMO/IHATb KOHTPOJIb MOJIUTUKWN KauecTsa naposiei

3Ha4YeHMe No yMoJIHaHUIo 0

8.4.9 Paspen peectpa Ul

Bce npeacraeBneHHble ganee napameTpbl OTHOCATCS K MHTepdency nonb30oBaTesnis U XPaHATCS B
peecTpe B pa3gene UL

OTobpaxeHune cepuitHOro HoMepa B AecATUYHOM cdopMaTe

CBOMCTBO ‘ YcTaHOBKa B peXuMe KOMaHAHOM CTPOKW He npeaycMoTpeHa.

MapameTp peecTpa ShowDecimalSerial

B 3aBMCMMOCTM OT 3HAYEHMSA 3TOr0 NapaMeTpa CepUHbIN HoMep
OnucaHune B yTunute eToken Properties otobpaxaeTcs B 4ECATUYHOM UN B
lwecTHaguaTepuyHoM opmare.

1 (UctnHa) — cepuiiHblli HOMep oTobpaxkaeTcs B gecaTudHoM dopmaTe.

o3HaueHne DWORD 0 (Jloxb) - cepuiiHbIi HOMep oTob6paxaeTcsa B LeCTHaALaTepUYHOM
dopmare.

0 - cepuitHbin HoMep eToken npeacTaBfeH B LWeCTHaALATEPUYHOM
dopmarte.

3Ha4yeHue Nno yMOoJIHaHUIo
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ABTOMOACTAaHOBKA CTaHAAPTHOrO 3HAYEeHUSA B 3arpoce Ha CMeHy napons

CBOWCTBO YCcTaHOBKa B peXXMMe KOMaHAHOWM CTPOKM He npeaycMoTpeHa.

MapameTp peecTpa UseDefaultPassword

Ecnn paHHbI NapaMeTp wuMeeT 3HadyeHune <«UcTuHa», To npu
OnucaHue 3anpoce Ha CMeHy naponsi aBTOMaTMYeCKM MoACTaBAseTCs
CTaHAapTHoe 3HauyeHune («1234567890»)

1 (UctnHa) - B none Ansg BBoAa Napons aBTOMaTUYECKW NOACTaBNseTCA
3HaueHne DWORD 3Ha4yeHune no ymonyaHuto.

0 (JToxb) — none ana BBoAa napons OCTaeTcs NycCTbiM.

3Ha4yeHue Nno yMos4YaHUIo OTcyTcTBYET

8.4.10 OTobGpaxeHune u CKpbiTUe anemeHTOB nHTepcenca eToken PKI Client

Bce npeacTaBneHHble fAanee napaMeTpbl XpaHATcs B peectpe B pasgene AccessControl.
HekoTopble U3 NepeyncieHHbIX 3/IEMEHTOB UMEIOT AY6MpyoWmne KHOMKKU N NMYHKTbl MEHIO.

Bce 3T napameTpbl A0/MKHbI MMeTb TN DWORD. 3HadeHne 0 ykKa3blBaeT Ha TO, YTO AaHHbIN
aneMeHT byaeT HenoCTyneH, a 3HadyeHne 1 — goctyneH. o yMOa4aHUIO BCe 3T MapaMeTpbl He
3a4aHbl U COOTBETCTBYHOLLME MM 3/IEMEHTBI MEHIO ABASKOTCA AOCTYMHbIMU.

MapameTp peecTpa SO OnucaHue
P PP P nHTepdeica
AddeTokenVirtual i MoakntounTb eToken Virtual
ChangeAdministratorPassword (3] ViameruTb naposs
= aAMUHUCTpaTopa

WZHEHHMTE KNHIY

ChangelnitializationKeyDuringInitialize MN3MeHUTb KoY MHUUManm3aumnm

i HHWUHANHZaUKHH
ChangePassword IEJ N3mMeHnTb Naponb (nonb3oBaTtens)
ClearDefaultCert =] ;’ﬂzﬂz;;reopmq)”'(a-r no
CopyCertificateData o3 Konuposatb B bydep obmena

(cBepeHus o ceptudukaTe)

2@

DeleteCertificate Ypanutb ceptudmkaTr

DisconnectVirtual OTkntounTb eToken Virtual

ExportCertificate 2kcnopT ceptudukarta

A
il
:‘I

ImportCertificate MMnopTupoBaTb cepTudukaT

L
=

&

InitializeEToken WMHnumanmanposatb eToken

LaunchNGFlashPartitionApplication 3AMYCTHTE NpHMNoeHHe eToken MGE-FLASH Partition

LoginAsAdministrator @- Bxoa ¢ npaBamun agMuHUCTpaTopa
1

ManageReaders YnpaBneHue cuntbiBaTENAMU
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nemMeHT

- OnucaHue
nHtepdenca

MapameTp peecTtpa

[ononHnTenbHble HaCTPONKM

OpenAdvancedModeOfInitialize AononHUTENEHD |
nHUUManmsaumm
. 3 MNMepexos B pacliMpeHHbIN PeXuM
L0
OpenAdvancedView H"‘t eToken Properties

RenameToken =% MNepenmeHoBaTb eToken
SetUserPassword = 3agaTb naposb Nnosb3oBaTens
Hide @ CKPEITE |

SetCertificateAsAuxilary ¥ETAHOEMTE Kak BCNoMOraTensHEN |

SetCertificateAsDefault YWCTAHOEMTE MO0 YMOAHaHHHD I

OpeneTokenProperties |ﬁ] OTEpRITE EToken Properties |

GenerateOTP Ii_ﬂ CreHepHpoEaTe OTP
SwitcheToken |g| ¥LTPOACTES

SyncDomainAndTokenPass

%) CHHXPOHMSMDOBATE Naponk

TrayIconChangePassword

|E_‘| 1AzMEHNTE Napone eToken

@I ¥ LANHTE CoAepHMoe eTaken

TrayIconClearEToken

CleareToken (|

!/ ¥ aannTe coaepinmoe eToken

UnlockEtoken ba“ Pastinoknposate eToken

ViewTokenInfo 0 MpocMOTR AaHHEIX 0 eToken
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9. Hambonee pacnpocTpaHeHHbIe BONPOChHI

Kakue onepaunoHHble cuctembl noaaep>xusaet eToken PKI Client 5.1 SP1?

eToken PKI Client 5.1 SP1 noaaepxwusaet cneaywowme OC:
Windows XP SP3/SP2 (32-bit and 64-bit)

Windows Vista SP2 (32-bit and 64-bit)

Windows 7 (32-bit and 64-bit)

Windows Server 2003 SP2 (32-bit and 64-bit)
Windows Server 2008 (32-bit and 64-bit)

Windows Server 2008 R2

Yto HoBoOro B eToken PKI Client 5.1 SP1

CM. HoBble Bo3MoxHocTu B eToken PKI Client 5.1 SP1.

Kakue sa3bikm nopaep>kuBatotcs B uHTepceice eToken PKI Client 5.1 SP1?

eToken PKI Client 5.1 SP1 no3BonseT Bbi6bpaTb Npu yCTaHOBKE /110601 U3 cneayowmx s3bIKoB:
Kutanckumn
AHMAMNCKNA
dpaHuUy3CKum
Hemeukunin
UTanbsHCckum
ANOHCKNIM
Kopeickumn
Monbcknin
MopTyranbckum
Pycckuin
McnaHckum
Tanckum

KakoBbl oco6eHHocTn yctaHoBkM eToken PKI Client 5.1 SP1?
YcTaHOBKa COCTOUT M3 ClleAyoWmMX OCHOBHbIX 3TamnoB:

Mpouecc ycTaHOBKM MOXHO 3anycTuTb AByMs cnocobamu: ui danna ¢ gauctpmbytmsom (.msi)
nnn n3 darna c obHoeneHmem (.msp). NocnegHMn MOXET MCNOMb30BaTbCS TONLKO TOrAa, Koraa
y Bac yxe yctaHoBneH eToken PKI Client 5.1 SP1. nsa yctraHoBku eToken PKI Client 5.1 SP1
rnoBepx yxe uMmetowencsa paHHen sepcum eToken PKI Client 4.0 / 4.5 / 4.55 ncnonb3ynte dann
.msi.

B npouecce ycTaHOBKW MpeXHWe napaMeTpbl peecTpa Takxe UMelT cuiy. Npoune napameTpbl
MOXHO 3a4aTb NpPW YCTAaHOBKE B PpeXWMe KOMaHAHON cTpoku. Bonee noapo6Ho cxeMma
YCTaHOBKW OMUCaHa Bbllle B pasaesne YCTaHoBKa.

Kakue owmnbkmn 3 6onee paHHux Bepcun 6biin ycrpaHeHbl B eToken PKI Client 5.1
SP1?

e [pu nogkn4vYeHMn K KoMnbloTepy noa ynpasneHmem Windows Server 2008 yepe3 Remote Desktop
W Npu HaCTpoeHHOM 6/10KMpoBaHMKn pabouyer cTaHumMm No oTKAYeHMIo eToken, OTKPbITb CeaHC
CHOBa NOC/ie NOBTOPHOro noakatoyeHus eToken 66110 HEBO3MOXHO.

e [pwu obpalleHnn K reHepaTopy C/y4YanHbIX YNCes B TO BPEMS KaK K KOMMbloTepy 6bian
NoAKNOYEHbl OAHOBPEMEHHO ABa YCTpoincTBa eToken npoucxoauna owmnbka: The operation
requires a Smart Card, but no Smart Card is currently in the device” («Onepauus TpebyeTt
HasM4nsa cMapT-KapTbl, HO CMapT-KapTbl HE 06HapyXeHO>»).

e [Ipn aBTOpm3auun Yepes RDP nHoraa BO3HUKaNKN 3a4epXKKW.

e [pu nogkn4YeHMn K KomnbloTepy noa ynpasneHmem Windows Server 2008 yepe3 RDP Ha akpaHe
nosiBNsnocb coobueHne 06 owmnbke, a 3Ha4YoOK B 06/1aCTM YBEAOM/IEHMI HE pearnpoBasn HM Ha
Kakune pgencreuns.

e [lpu nonbiTKe co3aaTtb cepTudmrKaT cpeacTBaMn NOAYMHEHHOIO LeHTpa cepTudukaunm MSCA
nepuoamyeckn BosHmkana owmnbka.
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e [ocne obHoBneHnsa eToken PKI Client ceptudmkaT ans aBTopnsaunmm B CUCTEME MO CMapT-KapTe
nepectasan 6biTb cepTMdUKaTOM NO YMOJIYaHMIO. B 3TOM cnyyae NnpMxoansiocb aBTOpM30BaTbCS B
CUCTEMEe NO UMEHM NOoNb30BaTeENS U NAapOJI0 U 3aHOBO yCTaHaBAMBATb CEPTUMMKAT MO YMONYAHMUIO.

e [locne aBTOpU3aunu Ha yaaneHHOM KoMmnbioTepe yepe3 Remote Desktop ¢ ceptudukatom ans
[OCTyna no cMapT-kapTe oTcoeanHeHne eToken He npuBoanno K 6noknpoBaHuto pabouer ctaHuMm
Jaxe Torga, Korga 3ToT napaMeTp 6bi1 SBHO 3a4aH B HAacTpoMKax rpyrnnoBbIX MOAUTUK.

e eToken WSO 3.0 Tpe6oBan n3bbiTo4HOE KOMMYECTBO pecypcos LIMY.

e KoHopnukt Cisco VPN c SBL He paboTtan c eToken PKI Client 5.1, Tak kak He o6HapyXuBancs
cepTudukaT ansg Aocrtyna B CeTb.

e [lpn aBTOpM3auunun Ha cepBepe Citrix ¢ eToken PRO un ¢ yctaHosneHHbIM eToken PKI Client 5.1
NPOUCXOANNO «3aBMCaHWEe» TepMUHANbHOW Ceccuu, a rnocne oTkyeHns eToken oHa
3aKpbliBanachb.

e lIHoraa B napameTpax cepTudukaTta nose KoMy BbigaH ocTaBasiocb NyCcTbiM, ecnu y garina .pfx
6b1J10 CNWKOM ASTMHHOE UMS.

e Ytunuta eToken Properties nog 32-6utHot OC Windows XP nHoraa nepecraBasia oTBe4daTb Ha
cobbiTuS.

e [Ipu nmnopte pfx-danna Ha koMnbtloTep nog ynpasneHmnem Windows Vista npoucxoaun c6oii ¢
coobueHmnem «He yaanocb Nony4mTb KOHTEKCT>.

e ATpubyT TolerantX509Attributes no ymonuaHuio nmen 3HaverHue «1» («NctmHa»).
3anyck ytunntbl certutil.exe nog Windows Vista ¢ napametpom -Scroots npusoaunn k c6oto.

B HekoTOpbIX cy4Yasx npu perncrpauum eToken Bo3HMKana owunbka c ykasaHMeM Ha
HEKOppeKTHble NapamMeTpbl KayecTBa Nnaposs, Aaxke ecnim NpoBepKa CNOXHOCTM naposs 6bina
OTKJIlOYEeHa.

e PaboTass 0OAHOBPEMEHHO C HeckonbknMn PDF-gokyMeHTamMn Bo BpeMs oTKpbiToro ceaHca Citrix ICA
nonbiTKa NoanucaTb oyepeaHor AOKYMEHT NpMBOAUIIA K «3aBUCaHUIO», U TOSIbKO nocse
oTKoYeHns eToken MOXHO 6b1510 NpogonxaTb paboTy.

e WHoraa npw nonbiTKe 3akpbiTb yTMAUTY eToken Properties oHa nepectaBana oTBevaTb, @ Ha 3KpaHe
nosBnanocb coobueHne 06 owmnbke «He yaaeTcsa cumtaTb AaHHbIE U3 NaAMSATU».

e [Ipn oTkntodeHnn eToken Ha CTpaHuue, 3alWuLLeHHON cepTudmkaTom SSL, 1 nogknoveHmnn eToken
nocre 3aBeplUeHns ceaHca SSL Ha akpaHe nosiBNAN0oCk coobuieHne o ToM, UTo Tpebyembin
cepTuduKaT HegoCTyrneH. B TakoM cnyyae nosb3oBaTtento HeobxoammMo 6b1s10 CHOBa BBECTW Naposib
eToken.

e B moayne conpsixeHns PKCS#11 He noaaepxumBanncb atpubyTbl MEXaHU3MOB
CKA_SHA256/SHA384/SHA512.

e  OwnbkM B pyCcCKOA3bIYHON OKanMsaumMm Noab30BaTENbCKOro nHTepderica.

e [loBTOpHas nonbiTka noakntountbcs K Citrix ICA npuBoanna K «3aBMcaHuo». BozobHoBneHue
paboTbl Npoucxoansio TONbKO nocne oTkaoyeHus eToken.

e HekoppekTHble Noka3saHusa obbema cBo60aHOM NaMATU. Takoe NPOUCXOAMII0 MHOrAa Npu
BbINOSIHEHMM onepauuin ¢ eToken nocpeactsoMm APDU-koMaHA, U B 3TOM c/iyyae B yTunute eToken
Properties otobpaxanucbe HeakTyanbHble AaHHbIE.
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10. U3BeCTHbIE NPOGEeMbl U CNOCOOLI UX peLleHus

Ecnn B npouecce pabotbl ¢ eToken PKI Client 5.1 SP1 y Bac BO3HWKIN 3aTpyAHEHUS, npexae
yeM obpawaTtbcs B CNyx6y noaaepxku, nonpobynTe HaWTK peweHne B 3TOM pasaene.

Mpo6nema | PeweHue

Ecnn nonbiTaTbca ycTaHoBUTL eToken WSO 3.0 HaxxmuTe lMponycTnTb M nocne 3aBeplieHns
Ha KOMNbIOTEpPe, FA4e yXe yCTaHOBNEH NnakeT yCTaHOBKW nepe3anycTuTe KOMMbIoTep.
eToken PKI Client 5.0 nnu 6onee no3aHen
BEPCUUN, TO Ha 3KpaHe MosSABUTCA OKHO C
npeanoxeHneM 3akpbiTb npouecc eToken PKI
Monitor, ogHaKo Takon BO3MOXHOCTM HET.

Ecnn Ha koMnbloTepe ¢ ycTaHoBMEeHHbIM eToken Mpn yananeHun eToken WSO oTkaxutecb OT
PKI Client 5.0 (wnn 6onee no3agHen Bepcumn) yAaneHus napaMeTpos.

yaanntb eToken WSO 3.0, He coxpaHuB
napaMeTpbl peecTpa, TO BMecTe C HMMK byayTt
TakXXe yaasieHbl NapamMeTpbl CYUTbIBaTENEN,
mncrnonb3yemble eToken PKI Client.

Mocne o6HoBNEHMS ¢ Bepcumn 4.55 3Hauok B Mepe3anycTnute KOMMbIOTEP.
obnacTtn yBegoMNeHN He NOSBNSETCH, U B
aucneTtyepe 3agay oTcyTcTByeT npouecc PKI

Monotor.

Ecnu BepHyTbCca ¢ Bepcumn eToken PKI Client Mocne yaaneHus 6onee HOBOW BepCcuUn yaanute
5.0/5.1/5.1 SP1 k Bepcun 4.55, ytunuta eToken TaKXXe BpyyHyto dann eTProps.exe u TONbKO
Properties He 6yaeT 3arpyxaTtbcs. nocne atoro yctaHasnmeanTte eToken PKI Client

4.55.

Mocne yonaneHus eToken eToken PKI Client
5.0/5.1/5.1 SP1 noa Windows Vista daiin
eTFS.dll octaetcs B nanke Windows\system32.

Mpu yaaneHun ytunutbl eToken Properties n3
KOMaHAHOWM CTPOKM COOTBETCTBYIOLUMNIA NYHKT HE
yAanseTcs u3 MeHlo, Bbi3biBaeMOM 13 obnacTtu
yBeAOMSIEHUI (NpU LeNYKe Ha 3TOM NyHKTE He
MPONCXOANT HUKAKMX CcObbITMN).

Mocne o6HoBneHns eToken PKI Client 5.0 unn 5.1 | Pewntb 3Ty npobnemMy MOXHO AByMsa criocobamu:
noAaksyeHHble knuun eToken Virtual moryt

OLWKNBOYHO O0TOBpPaXaTbCs KakK 3MYJIMPOBAHHbIE. a) BeinonHuTe 06HOBNEHNE 6€3 COXpaHEHUs

npexHux napametpos (eToken Virtual 6yaet
OTKJIHOYEH).

6) OTkntounte n nogkntounte eToken Virtual.

Ecnn yctaHoBka eToken PKI Client Ha Ecnu 3aKkpbITb Ce€aHC U OTKPbITb CHOBA, 3HAYOK B
KIMEHTCKOM KOMMbloTepe bbinia BbiNOAHEHA Yepe3 | 06nacTu yBeAoMEHUI NoABUTCS.

rpynnosble NOJUTUKK, N B HACTpoMKax
yCTaHaB/MBaeMoro nakera 6bia yctaHoBNEH
napametp Assign (HasHauunTb), 3Ha4OK B
obnactu yBegomneHunii He otobpaxaeTcs gaxe
npu paboTatowem cepsuce paboTaroLlem cepeuce
eToken PKI Monitor.

Takas owmnbka He BO3HMKAET, ecnin B
napameTpax nakerta ycraHoBku B GPO BbibpaTb
Publish (My6nukoBaTtb) BMecTo Assign
(HasHauuTtb).
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Mpo6nema | PeweHue

Mpwn yonaneHnn eToken PKI Client 5.0 Ha Windows
Vista npouecc npepbiBaeTcsa ¢ owmnbkon 1935.

Mepe3anycTnTe KOMMNbLIOTEP U BbINOJIHUTE
YCTaHOBKY CHOBa.

Ecnu Ha koMnbloTepe yctaHoBneH eToken PKI
Client 5.0 (nnn 6onee nosgHen Bepcun), To Npu
nob6aBneHnn Bpy4Hyo NocTaBLUMKA
kpuntorpacdum eToken PKCS$11 Security
Provider B Mozilla Firefox nonyuuTtcsa aBa
aybnmpynowmx obbekTa, Tak Kak NocTaBLUUK
Kpuntorpadum yxe ycTtaHaBMBaeTcs BMecTe C
eToken PKI Client.

Ypanute ay6nmpyowmnin nocTaBLnK
Kpuntorpapuu.

NHorpa npu yctaHoBke eToken PKI Client 5.0 nnn
6onee nosgHen sepcum moaynb PKCS#11 He
nobasnsietcs B Mozilla Firefox.

Mepepn yctaHoBkok eToken PKI Client oTkpoiTe B
Firefox meHlo MIHCcTpyMeHTbI > HacTpoWku. B
OTKPbIBLLUEMCSI OKHE PacKpOWTe BKIaaKy
AONONMHUTENbHO N HAXMUTE KHOMKY
YcTpoicTBa 3aWMThbl. 3aTEM 3aKpPOITE OKHO,
HaxxaB kHonky OK. Takum obpa3som 6yaet
nobasneH dann HacTpoek, 1 Npu yCTaHOBKE
eToken PKI Client moaynb PKCS#11 6yaeTt
nobasnieH aBTOMaTMYeCKM.

CepTtudukat EFS He MoxeT 6bITb co3aaH no
CTaHgapTHoMy wabnoHy Microsoft.

Microsoft BbinycTuna o6HOBNEHNE, YCTpaHsowee
3Ty npobnemy. Ytobbl NonyunTb ero, obpatmtech
B cny>x6y noagaepxkn Aladdin.

He ypaeTtca nogkniountbcs K VPN-ceTn, Korga
OAHOBPEMEHHO NOAKIYEHO ABa unu 6onee
ycTponcte eToken.

Microsoft paboTtaeT Hag peweHneM npobremsl
(onucaHue npobnembli: SRQVO80701600004).

He ypaetcs aBTOpU30BaTbCHA B CUCTEME UK B
VPN-cetn, koraa RSA-knto4d B eToken 3awmuieH
[ONOJTHUTENbHbBIM NapoJieEM.

He ypaeTcsa ycTaHOBUTb NOAKIOUYEHUE C
yAaneHHon pabouen ctaHumen yepes RDP no
cepTudukaTy, KOTopbIt XpaHuTtcsa Ha Flash-
yCTpONCTBE. DTO NPOUCXOAMUT M3-3a TOr0, YTO
TepMuHanbHasa cnyxba Microsoft He pacnosHaeT
Fhash-ycTpoiicTBa Ha KNIMEHTCKOM KOMMbIOTEpE.

Henb3s 3arpy3uTtb ceptudukaT ana asTopusayum
B CUCTEME MM NONb30BaTENbCKUI cepTUdMKAT U3
Mozilla Firefox.

MNMocne nepexoga KOMMNbOTEPA U3 «CMSLLEro»
pexuma nan ns pexuma Hibernation ytunuta
eToken Properties paboTaeT HEKOPPEKTHO.

LLlenkHnTe Ha kHonNke O6HOBUTDL B BEPXHEM
MEHIO0.

B Windows Vista, naxe ecnun napametp
PropagateUserCertificates nmeet 3HaueHne «0»,
TO 3KCMOPT, TEM HE MEHee, NepruoanNYecKmn
BbIMNOJIHAETCA HE3aBMCUMO OT 3HAYEHUs
napaMeTpa.

3akpounTe Cnyx6by PacnpocTtpaHeHus
Ceptudukatos (Certificate Propagation Service).
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Mpo6nema | PeweHue

NHorpa npu nogkntoyeHun Kk VPN-cetn dokyc
YCTaHOB/IEH HE Ha OKHe aBTOpu3aunu, NOSTOMY
npexgae 4YeM BBeCTU CBOM YYeTHble AaHHble,
HeobXxoAMMO YyCTaHOBUTbL Kypcop B nose ans
BBOJAA.

Ecnu B ytunute eToken NG-Flash Partition
MonbITaTbCs OTKPbITb CMPaBKy, HO MpPW 3TOM Ha
KOMMNbloTepe He 6yaeT yCTaHOBNEHO HUKAKNX
npunoXeHun ans npocmoTpa pdf-dgarnos, To
cnpaBKa NpOCTO He OTKPOETCS, NPUYEM
coobuieHne 06 3TOM TakxXe He MNOSABUTCS.

YctaHoBuTe Adobe Reader.

Ecnu Ha 64-6uTtHon nnaTtdopme Windows aBaxabl
WwenkHyTb Ha ¢danne eToken Virtual (.etvp) nnu
eToken Rescue (.etv), nogkntoueHmns eToken He
rnpon3onaert.

B aTOoM cnyuyae, 4tobbl noakntounTL eToken
Virtual nnn eToken Rescue, oTkponTe yTUAUTY
eToken Properties, nepekniouynTtech B
pacLUMpPEHHbIN PEXUM U, LEeNKHYB NpaBom
KHOMKOW MbIWKX Ha y3ne YCTpoucTBea, Bbibepute B
OTKPbIBLUEMCSH KOHTEKCTHOM MEHIO MYHKT
Mopaxnrountb eToken Virtual.

Ecnu nonbiTaTbCa yAanuTb U3 XpaHMAMLLA
cepTudukaTt, KOTOPbIA HEBO3MOXHO yAanuUTb
MHaye KaK YCTaHOBKOW napameTpa
RemoveFromTokenOnRemoveFromStore B «1»,
Ha 3KpaHe NosBUTCHA coobLieHne o0 TOM, 4YTo
cepTudwukaTt yaaneH, B TO BpeMsi Kak Ha cCaMOM
Aene OH He yJaneH.

Mpun pabote c OWA nog Windows Vista npu
nonbiTke 3aWndpoBaTb AaHHbIE NN
creHepupoBaTb NOAMUCH Ha 3aKpPbITOM K/lloue Ha
3KpaHe nosasnsetca coobuweHune “No digital ID
found”, npn ToM 4TO Ha camMoM aene ceptTudukaT
npucyTcTByeT. Takoe noBeaeHMe YCNOBEHO
orpaHuyeHnem OWA.

OTkNounTe 3awmIleHHbln pexunm B Internet
Explorer nobbiM 13 cnepyrwmx cnocobos:

e OtkpoiiTe MeHto CepBuc, Bbibepute CBOICTBA
obo3peBaTens, packpomnTe BKIaaKy
Be3onacHoCTb 1 Bbibepute Apyron pexunm.

e OtkpoiiTe MeHlo CepBuc, Bbibepute
CBoiicTBa o603peBaTens, packpolite
BK/Jlaaky BesonacHOCTb 1 Bbi6epuTe NyHKT
Hape)xHble y3Jibl. 3aTEM HaXXMUTE KHOMKY
Y3nbl 1 B OTKPbLIBLUEMCS OKHE BBEAUTE aapec
OWA.

Ecnn ogHOBpEeMEHHO OTKpPbIThl ABa OKHa —
NHuumanusuposaTte eToken n K3aMeHnTb
naponb,

rnocrnegHee nepecrtaeT pearmposaTtb Ha CobbITUSA.

3akponTe okHO U3MeHUTb Naponb.

Mpwn yananenun eToken PKI Client nog Windows
Server 2008 nnu Windows Vista Ha akpaHe
NosIBNISIETCS! OKHO C NpeanoXeHNeM 3aKpbiTb
3Hayok eToken PKI Client B o6nacTtu
yBEAOMMIEHUIN UNK APYFrO€e NPUSIOXKEHME.

Haxmute MponycTUTb A/15 NPOAOSIKEHUS.
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Mpo6nema | PeweHue

WHoraa B MeH0, Bbi3biIBAEMOM M3 0651aCTu
yBeAoMIeHU, oTobpaxatoTcs He Bce
noAKJloYEHHble ycTpolicTBa eToken.

MonpobyliTe cCHOBa NOAKOUYNTL
Hepacno3HaHHble YCTPONCTBa.

Mpu yctaHoBke eToken PKI Client Ha cepBepe B
TO BpeMs, Korga K Hemy yepe3 RDP nogkntoyeHbl
Apyrve nosb3oBaTesnn, yCTaHOBKa MOXET b6bITb
BbIMNO/IHEHA HEKOPPEKTHO.

Mpexae 4eM HauMHaTb YCTAHOBKY, NpOBepbLTE,
yTOObl B A@HHbI MOMEHT He Obl/I0 HUKaKUX
aKTUBHbIX CceaHCcoB noakntoyeHnsa no RDP.

Ecnn Ha cepsepe Citrix ycTaHOBNEHO coeguHeHune
¢ knmneHToM Citrix ICA, 1 cepsep noaknto4veH
yepe3 RDP k gpyromy komnbtoTepy, eToken He
onpenenseTcs B OKHe aBTopu3aumu.

Bbonee nogpobHasa nHdopmauma no aTon
npobneme npeacrasneHa B 6a3e gaHHbix Citrix
(nocnegHsasa obHoeneHne sxoamTt B HotFix Rollup
Pack 04 ons XenApp 4.5 / XenApp 5.0)

OnuncaHne obHoBneHuns ans Windows Server
2003 npueepneHo B ctatbe CTX119060 (Ha
@HITMIACKOM).

B o6bHoBNeHnn #197595 ectb noaaepxka
HeCKONbKMX A3bIKOB. epes ycTaHOBKOM
nposepbTe, YTO6bI O6HOBIEHME COOTBETCTBOBASIO
OKPYXEHMUIO0.

Mpwn o6HoBneHnn eToken PKI Client 5.1 SP1
nosiBNsieTcs coobueHne o ToM, YTo dakn 3aHaT
APYrUM nNpunoXxeHnem. DTo CTaHAapTHoe
noseaeHne B koHTekcte Windows Installer.

Haxxmute MponycTuUTb A1 NMPOAOSIKEHUS
YCTaHOBKM.

OkHo aBTopu3aumn eToken PKI Client He
oTBeyaeT npu aBTopusaumm B Check Point VPN.

AnbTepHATUBHOE pelleHne nNpobneMbl BbIrnaanT
cneaytowmm o6pasom:

1. OTkpoiTe peaakTop peectpa n B HEM
oTkpounTe pasgen HKEY_LOCAL_MACHINE
> Software > eToken > MIDDLEWARE >
UI.

2. [HobasbTe pa3gen SR_Service.exe.

Job6aBbTe HOBbI NapaMeTp
RunExternalDialog co 3HayeHuem «1»
Tuna DWORD.
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11. N3ameHeHun B API

B cneaywoouwein Tabnuue npuBeaeHbl WM3MEHEHWUS, KOTOpbIE BOLWIWM B HOBbIA MNPUKIaAHON
nHTepdenc eToken PKI Client 5.1 SP1.

N3meHeHUn OnucaHue

CAPI B dyHkumn CryptGetProvParam nopaepxmaetcs

OyHkumnsa CryptgetProvParam HOBBIM nar Crypt_Next:

MoakntoYeHne HECKOIbKMX YCTponcTe eToken

CryptAquireContext c napametpamu: dwflags =
CRYPT_VERIFYCONTEXT, 3biaCwtedwTyk = Trag

MocnepoBaTenbHbIA BbI30B QYHKLNMK
CryptGetProvParam c PP_ENUMCONTAINERS:

e B 6onee paHHUX BepCUAX AaHHble
BO3BpallasiMcb Ha Npou3BOsbHbIN eToken.

e Tenepb MOXHO MONYYUTb BCE KOHTENHepbl CO
BCEX MOAK/YEHHbIX YCTPOMUCTB eToken.

PKCS#11 .

MexaHuambl CKM GENERIC SECRET KEY GEN u CHoBa agobaBrieHbl 3T MeXaHM3Mbl C NOAAEPIKKOMN
CKM RC4. - - - paHHux dopmatos (0 n 4).

PKCS#11 . .

C_GetSlotInfo n C_GetTokenInfo MmMsa npomnssoamTens 3ameHeHo Ha “Aladdin

Knowledge Systems Ltd.”
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