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1. JlmueH3nOHHOEe cornaweHue

B npouecce ycTaHOBKWM pJAaHHOro nporpamMmHoro obecneyenusa (MO) Ha M2BM Bam 6yger
NPeAsioXXeHO O3HAaKOMUTLCA U MpUHATE (NMB0 OTKasaTbCA MPUHATL) YCNOBUS JIMLEH3MOHHOIO
cornaweHmss Ha wucnonb3oBaHue [10. BHuMaTenbHO HpOHMTaVITe ycnosna NUNUEH3NOHHOIO

cornaweHus.

Bbipasnte cBoe cornacve MpuWHATb MOJIHOCTbIO YCNOBWUS JIMLIEH3MOHHOMO corfnaleHusl, BblbpaBs
nyHKT «I accept the license agreement». B cnydae Hecornacus (MOAHOrO WMAWM YacTUYHOMO) C
YCNOBUSIMU JIMLLEEH3MOHHOIO cornalwieHus Bbibepute NyHKT «I don't accept the license agreement»
n HaxmuTte «Cancel».

Bbibop nyHkTa «I accept the license agreement» o3HauaeT, 4TO Bbl NpuHMMaeTe ycCnoBUSA
NMUEH3MOHHOro CornalweHns MnosiHOCTbio. B cnyyae Hecornacus c yCnoBUAMM NIMLEH3WMOHHOMO
cornalweHus He ncnonb3ynte aaHHoe IO.

2011, Aladdin Ctp. 3 13 60
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2. BBepeHue

eToken PKI Client 5.1 - Habop ApaliBepoB 1 AOMOJHUTENbHbIX YTUANT, obecneunBatowmii paboTy C
3NEKTPOHHbIMK KNtovyamMu eToken B onepaumoHHon cucteme Microsoft Windows.

KpaTkoe coaep>xaHue rnasbl:

e (0630p

e HoBble Bo3MoxHocTn B eToken PKI Client 5.1 SP1

2.1. O630p

MHdbpacTpykTypa oTkpbiToro knatoda (MOK, PKI) - cpepa 6e3onacHoro obmeHa pAaHHbIMU C
MCNOSIb30BaHWEM accuMeTpuyHoro wudposaHmsa. OcHoBHas 3agada WMOK - obecneueHwne
3alneHHoro obMeHa AaHHbIMKM C MCMNOJSIb30BaHUEM LWNGPOBAHMUS Ha OTKPbLITOM Kitode. Kaxabli
3aperncTpupoBaHHbIA KOHEYHbIM Nonb3oBaTesb 06/1a4aloT YHUKAIbHOW Napon Kto4Yeln: OTKPbITbIM
M 3aKpbIiTbiM K/HOYOM. ECnu nepBbiii MOXET OTKPbLITO MNepeaaBaTbCsl OT OAHOro MoJsib30BaTesns
ApYromy, TO 3aKpbITbl KNOY AO/DKEH XPAHUTBCS TOJIbKO Yy TOrO MoJfib30BaTesNsl, KOTOPbIN ABASIETCS
ero BflagenbLeM, a COOTBETCTBEHHO A/l 3aKpbITOro K/4da JA0SXKHbl 6biTb  obecrneyeHbl
COOTBETCTBYlOWME Mepbl U cpeactBa obecrneyeHns COXpaHHOCTU. TaKoBbIMM  ABAAKOTCS
3N1IeKTPOHHbIE K/IOYM U CcMapT-KapTbl eToken, KOTOpble MCNOMb3YIOTCA A9 FreHepaumm U XpaHeHus
3aKpbITbIX K/OYEN, a TakKXXe BbINOJIHEHMS ornepauui, Tpebylwmx Haanums 3aKpbiTOro KJkuya.
leHepaums, XpaHeHMe U WCMOJSIb30BaHMe 3aKpbITbiX Kaoden RSA npoucxoauT B 3alUULLEHHOM
pexuMe Ha MUKPOCXEME CMapT-KapTbl eToken - creHepuMpoBaHHbIA 3aKpPbITblA K/KOY HUKOrAa He
nokuaaeT namsTb YycTponcTtBa. [Ans noaaepxku eToken B nporpaMmmHoMm obecneueHun WMOK
Tpebyetcs naketr eToken PKI Client, koTopbii BKNlO4YaeT B cebs Heobxoaummble ApanBepbl U
YTUANTbI Ansa paboTbl € ycTponcTBamMun eToken.

eToken PKI Client uMeeT LWMPOKUI CNeKTp NpUMeHeHUs B cepe MHpopMaLMoHHOM 6e30nacHoCTH.
OTOoT nakeT obecneuvMBaeT B3aMMOAENCTBME YCTPOMCTB eToken ¢ nporpaMMHbiM obecrnevyeHunem
Aladdin 1 CTOpOHHMX pa3paboTuMkKoB AN peanu3aumnm CaMblX PasUUHbIX  peLleHnn
MHdOpMaUMOHHOM 6e3onacHOCTU. K unciy Takmx pelleHunii MoXHO oTHecTu PKI-peweHus Ha 6ase
nHTepderncos PKCS#11 nnun CAPI, NO ansa pabotel c eToken, (Hanpumep eToken Single Sign-On),
eToken Network Logon, cuctemy ueHTpanusoBaHHoro ynpasneHus eToken (Token Management
System).

eToken PKI Client ucnonb3yetca B npouecce MNOCTPOEHUS CUCTEMbl CTPOroM ABYX(aKTOPHOWN
ayTeHTUdMKaumm Ha 6as3e un@PpoBbIX CePTUPMKATOB, a TaKXe peanusaunn WwudpoBaHUS WU
3NeKTpoHHoOW uundposon noanucu (SUM). Kpome Toro, eToken PKI Client obecneuusaer
BO3MOXHOCTb MCMNO/Ib30BaHUA TakMX CTaHAapTHbIX MHTepdencos kak Microsoft CAPI n PKCS#11
ONa J0CTyna BHELWHMX MNPUIoXeHUi K ycTpoinctBam eToken. Bnarogaps sTtomy eToken MoxeTt
npumeHaTbcs Ansa 6esonacHoro pgoctyna B WHTepHeT, VPN-ceTn, pocTyna K J/OKanbHOW ceTw,
3aWmMTbl AaHHbIX, 6e3onacHoro obMeHa 3neKTPOHHbIMKM COObLEHUAMKN, a Takxe Ana paboTbl C
OAPYTUMU MPUITOXKEHUSAMMU,

2011, Aladdin Ctp. 4 n3 60
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2.2. Hosble Bo3amoxHocTu B eToken PKI Client 5.1 SP1

eToken PKI Client 5.1 SP1 obnapgaet no cpaBHeHUO C 6oniee paHHUMU BEPCUSIMU CNenYHOLWMMHN
npenmyLecTBamu:

PacwmpeHHas nopaepykka nnatdopm Microsoft: pob6asvnace nopaepxka Windows 7 u
Windows Server 2008 R2. Kpome Toro, Tenepb Takxe nogaepxmpaetcsa 6paysep Internet Explorer
8.0

Moapnep>xka HOBbIX Mopenei eToken: B HbiHewHel Bepcun yTunutel eToken uMeeTcs
BO3MOXHOCTb paboTtaTb c ycTtpoictBamMn eToken NG-Flash 4.50 CardOS, eToken NG-Flash 5.30
Java u eToken NG-Flash 5.30 Java Anywhere.

Moaaep>kka HOBbIX aJ/IFCOPUTMOB X3LWMPOBAHUSA: NoaJAepXXKa BCeN cepum anropmtmos SHA-2.

Moapnep>kka No yMonyaHuw ceptudhuUKaToB B KOAUMPOBKe, OT/AMYHOW ot DER: aTtpubyt
TolerantX509Attribute Tenepb nMeeT 3HaueHne «NCTMHa» NoO yMonyaHuio.

Mpu paboTe Haa 3ToW BepcMein MOMUMO MEpPeUYUCIEHHbIX YCOBEPLUEHCTBOBAHUI 6blN YyUTEHbI
OT3bIBbl M TPe60BAHMA KIMEHTOB, MOJIyYEHHbIE C MOMEHTA BbiMyCcKa NpeablayLux BepCcui.

2011, Aladdin Ctp. 513 60
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3. WUHTepdenc nonb3oBarTens

JaHHasa rnaBa NOMOXET BaM Jlyylle opueHTUpoBaTbcs B MHTepdence eToken PKI Client.

Bce dyHkumn eToken PKI Client goctynHbl M3 OCHOBHOro uHTepdelica, a Haubonee u4acrto
MCMOJIb3yEMblE — U3 MEHIO, BbI3bIBAEMOIO M3 0611aCTN yBEAOMNEHUIA.

KpaTkoe cogep)kaHue rnasbi:

e (0630p nonb3oBaTenbckoro nHTepdeinca eToken PKI Client
e 3Hauvok eToken PKI Client B obnactn yBegoMneHunii naHenu 3agad

e [naBHoe okHO yTunnTbl PKI Properties

3.1. O630p nonb3oBartenbckoro nHtepdenca eToken PKI Client

Ytunuta CsolictBa eToken npegocTtaBnseT aAMUHUCTPATOPY WHCTPYMEHTbl Ans pabotel C
ycTporicteamn  eToken, a Takxe Ans 3agaHuMsa  MNOAUTUK  MCMOJSIb30BaHUs  YCTPOWCTB
nonb3oBatensMu. lMonb3oBaTtenn MOryT MCNONb30BaTb 3Ty YTWIUTY ANA BbINOAHEHUS 6a30BblX
onepaumin ¢ eToken, Taknx Kak: CMeHa Mapons, NpPocMOTp CcepTUdMKATOB, XPaHSLWNXCS B MNaMATH
yctpoinctea. Kpome Toro, ytunuta CsonctBa eToken no3BosseT nNo/jb3oBaTensaMm u
aAMUMHUCTpaTopaM Jlerko 3KCMopTMpOoBaTb M MMNOPTUPOBATb cepTudukatbl Mmexay eToken wu
KOMMbIOTEPOM.

OTO nNpuoXeHMe TakxXe JAaeT BO3MOXHOCTb aAMWHMUCTpaTOpaM WHuuManu3mpoBaTb eToken B
COOTBETCTBMU C onpeaeneHHOM KOprnopaTUMBHOM MONMTUKOM 6e30MacHOCTM — yTuauTa MNO3BONSET
3ajaBaTb rMbkue HacTpolkm TpeboBaHMn K KayecTBy yCTaHaBIMBaeMOro napons.

MpumeyaHne:

Bo BpeMs BbIMOAHEHMS onepauui ¢ yCTPOMCTBOM eToken HM B KOEM c/lydyae He OTCcoeauHsInTe ero
oT USB-nopTa. 3T0 MOXET NpMBECTM K NoTepe AaHHbIX Ha eToken.

eToken PKI Client Properties npenocrtaBnset nHdopmMauuto o eToken, BKloYas CEpUNHbIN HOMeEp
yCTpOMCTBA W [AOMNOJIHUTENbHbIE MNapaMeTpbl. JTa yTuWiMTa WMMeeT JAO0CTyn K MHdopMmauumm,
XpaHswencs Ha eToken, TakohW Kak: KIO4UM W cepTudwuKkaTbl, U MO3BONAET YNpaBNATb
nHdopmMauurern o napone etToken.

3.2. MeHIo GbICTpOro gocrtyna

B obnactn yBegoMmneHuit Haxoamtcss 3Hauyok eToken PKI Client, KOTopbin OTKpbIBAaeT AOCTYN K
Haunbosee 4acTo UCnosb3yeMbiM DYHKLUSM.

YT06bI OTKPbITb MEHIO 6bICTpOFO 3anycCKka, WenKHUTe ABaXabl Ha 3Hauyke 9—— B obnactu
YBeﬂOMHeHMVI, M NoaBUTCA MEHIO cneayruwero snaa.

2011, Aladdin Ctp. 6 n3 60
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|ﬂ OTEpeITE eToken Properties

|E_‘| [3MEHTE Naponk eToken

@l ¥ 8anKTe cogepxkmoe eToken

|g| YeTpoHcTES 3

|IJ O NpOrpatdde
@ CKpBITE

3.3. PyHKUMKN, AOCTYNHbIE B MeHI0 bbicTporo 3anycka eToken PKI Client

Cnepytouwime yHKLUMM AOCTYMHbI B MeHto 6bicTporo 3anycka eToken PKI Client:
OTkpbITb eToken Properties: oTkpbiBaeT rnaBHoe okHo eToken PKI Client Properties

CreHepupoBaTb OAHOPA30BbIM MApPOJiIb: CreHepMpoBaTb OAHOPA30BbIM Maponb Ans eToken
Virtual. JaHHas dyHKUMS AocTynHa, ecnu kKoHdurypaums eToken Virtual nopaepxuBaeTr 3Ty
dYHKUMIO.

N3mMeHnTb Naponb eToken
Yananutb eToken: yaansert gaHHble c eToken

YcrpoiicTtBa eToken: BbI6GOp aKTUBHOIO YCTPOMCTBA M3 CMMCKA BCEX MOAK/HOUEHHbIX B AAHHbIN
MOMEHT ycTponcTe eToken

O nporpammMme: otobpaxaeTt nHbOpMaLMIO O NPoAYyKTe

CKpbITb: CKpbiBaeT nkoHKy eToken PKI Client n3 naHenu 3agau

3.4. Ckpbitue u oto6paxeHue ukoHku eToken PKI Client B naHenu 3apay

YTobbl CKpbITb MKOHKY eToken PKI Client 13 naHenu 3agad, BbibepnTe B MeHIO BbICTPOro 3anycka
NyHKT CKpbITb.

3Ha4dok B obnactu yBegoMNEHWUI NOABASETCSH CHOBA MOCne NoAk4veHus ycTporcTea eToken mnm
npv nepesarpyske KOMMbloTepa.

3.5. 'maBHoe okHO yTunutbl eToken PKI Properties

Ytunuta eToken PKI Properties MoxeT paboTaTb B ABYX pexumax:

CraHaapTHbIA — B 3TOM pexuMme AOCTYMHbl TONbKO 6a3o0Bble YHKUMM yTUAUTBI, CM. QDyHKUMWK
CTaHAapTHOro pexmma.

PaclwinpeHHbIt — B 3TOM pexume paocTynHbl Bce ¢yHkumm PKI Client n eToken, cM. ®yHKuUMK
pacLIMpeHHOro pexmma.

He3aBucMMO OT pexumMa pa60TbI, rmaBHOE OKHO YTUINUTbI pa3geneHo Ha ABE 4YacCTu:

B neBon yactn okHa npeacTaBsieH CNMCOK AOCTYynHbiX eToken (CTaHaapTHbIN peXuM) n yCTpOMUCTB
(PaclwMpeHHbIN pexuMm)

B npaBoi naHenu npeacraBfieHbl Te€ AENCTBUS, KOTOpble AOCTYMNHbI Ansa BbibpaHHoro eToken

[MaHenb WHCTPYMEHTOB BBEPXY OKHAa MO3BOJIAET BbINOMHATb OnNpenefieHHble aencremna B o6oumx
pexunmax.
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4. MaHenb uHctpymeHToB eToken PKI Client Properties

MaHenb MHCTpyMeHTOB rnaBHoro okHa eToken PKI Client Properties oTobpaxaeTtcs B cTaHAAPTHOM
M B paclMpeHHOM pexume. MNMaHenb MHCTPYMEHTOB COAEPXKMUT CAeayloLlme NKOHKN:

3HauokK | DencrBne

y .
5 '?} Moapo6HbIA BMA - nepexos OT CTaHAAPTHOrO BUAA K pacClUMPEHHOMY.
‘-‘:’ MpocToi BuA — nepexos oT CTaHAApPTHOMO BMAa K CTaHAApTHOMY.
£~
‘x O6HOBUTb — 06HOBIEHNE AAHHbIX BCEX NOAKHOYEHHbIX eToken
.
u O nporpaMmme — otobpaxaeT uHgopmaumto o sepcum eToken PKI Client
'y
8) CnpaBka - OTKpblBaeT CnpaBKy
l";- § AOomawHsasa ctpaHuua eToken - oTkpbiBaeT Web-cant eToken

2011, Aladdin Ctp. 8 n3 60
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4.1. CtaHpapTHbLIA peXum

[eToken PKI Client 5.1 SP1. PykoBoacCTBO nosib3oBaTens]

Mpu 3anycke eToken PKI Properties okHo eToken PKI Properties oTKpblBaeTca B CTaHAAPTHOM

pexume.

i—FeToken PKI Client Properties

eToken

E efken

\’ DS Admin

YOWR KEY TO eSECURITY

@1 O i 2 | g

=1l

oEaTE eToken

apone eToken

GnokMposate eToken

epsHroe sTaken

HHEL: 0 EToken

NHHKTE EToken Virkual

Mpy noakaoyeHnn annapaTtHoro eToken nnu eToken Virtual, B 1eBoi naHenun okHa otobpakaercs

COOTBETCTBYIOLLMIA 3HAYOK.

Mms kaxaoro eToken oTobpa)kaeTcs cnpaBa OT 3Hayka. Ecnv MMsa ycTpoiicTBa He 6bi10 3aAaHo
npuM MHALUMANM3aUMM UMM Mo3AHEEe, TO ANA AAHHOr0 yCTpoicTBa 6yaeT oTob6paxaTbCs UMsS Mo

yMon4daHuto - eToken.

3HaYyoK BbIOBPAHHOIO B AAHHbIA MOMEHT YCTPOWCTBA OTMEUEH 3aTEHEHHbIM NMPSMOYTrO/IbHUKOM.

2011, Aladdin
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4.2. 3Hauku yctpoucTtB eToken

3HayKku, COOTBETCTBYIOLNE PA3/IUMYHOMY TUMY NOAKIIOYAEMbIX YCTPOCTB:

3Hau4ok Tun ycTpoucTBa
\'./’ eToken PRO

eToken Virtual

o0
oY
3 i
L
A
-

A

i

eToken Virtual (Emulated)

eToken Rescue

]
[ oY
|
E i

=

'\.
.:I-
]

eToken Rescue (Emulated)

eToken NG-OTP

-
#

Theahy

eToken NG-FLASH

CMapT-KapT puaep 6es CMapT-KapTbl

cMapT-KapT puaep € NoAKOUYEeHHOW CMapT-KapToi

eToken nnun eToken Virtual c HapyLweHHOM CTPYKTYypOM
OAHHbIX

——
al

HensBecTHoOe yCTpONCTBO
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4.3. PYyHKUUM CTaHOAPTHOrO pexmnma

B npaBoli yacTu OKHa Bbl MoOXeTe BblbpaTb /06y M3 cneayrowmx KHOMOK AN BbINOSHEHUS
OMUCAHHbIX HUXE AENCTBUN.

DyHKUMNA KHonka

WsmeHeHne MMEHN o MNepenmeHosaTs €Token
eToken ¢

N3MeHeHMe  napons A\

nosib3oBaTens Fesetan) W3MeHuTL naponk Token
eToken

Cépoc napons

nosab3oBaTens C

MOMOLIbI0 MeXaHW3Ma
«3anpoc-oTBeT».

JaHHas onepauus hﬂ

AOCTyNa TONbKO B TOM R oo cloken
cnyyae, ecnaum  npwu

MHULUMANM3aummn

eToken 6bIn

yCTaHOB/IEH Maposib

aaAMUHMCTpaTopa

yAaneHne AaHHbIX C !/ ¥aanuTe cogepimumoe eToken
eToken

MpocMOTp AaHHLIX O

eToken - npocMoTp

noapobHom O MpocMoTp AaHHbIX 0 eToken
nHdopmaunm 06

eToken

OTtkntoyeHmne eToken
Virtual wnn eToken

Rescue. Mocne

oTcoeaAnHEHUNAa MOXHO OTrnounTb eToken Virtual
yAanunTb danin

eToken MOXHO

yOoanuTb.
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4.4. PaclIMpEeHHbIN PeXUm

PacliMpeHHbIN pexuMm  yTuanTbl
dyHKUMAM ynpaBneHus eToken.

[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTtens]

CsorictBa eToken OTKpbIBA€T A0CTYNn K AO0MNOJHUTENTbHbIM

{3
Ona poctyna K paclUMpEHHOMY PEeXUMY LeNKHUTe NIeBOM KHOMKOW MbIWN Ha 3Hayke "‘} - OKHO

YTUNUTbI 6yaeT UMeTb Cieayowmin Bua:

=2: eToken PKI Client Properties

¢Token

[=}- €Token PKI Client
B- £ Ycrpoiictsa

& . CepTudUKaTbI NOo...
?\. HacTpoiiku
1¥ HacTpoiiku eToken PKI Client

b B R E
Wms

KaTeropua €Token

Mg YCTPONCTBaE CHMTBIBaHUS
CepuitHbiit HoMep

Obuwit obbem namsTi

CeoboaHoe MecTo Ha cMapT-kapTe eToken
Bepcusa obopyaosarna

Bepaus scTpoerHoro MO

ID cMapT-KapTbi

HassaHue npoaykTa

Mogenb

Tun cMapT-KapTbl

Bepcus OC

Mask version

LiseT

MoaaepXusaembliit pasMep Kno4a

e =

CA
=
2

ETENE]

€Token -
Dusiyeckoe

AKS ifdh 0

0x56598314

32768

24361

1.2

0.4

27 1cf30127 14

€Token PRO

Token P0514F4.2.5.4

Card OS

CardOS/M4.01 (C) Siemens AG 1994-2001
HenpumMerimMo

HenssecTHbit

1024 3

m

Aladdin

B neBolt YacT OKHa PacrosioXeHo AepeBo, rAe CrpynnMpoBaHbl PasfiMyHblie 06bEKTbI YNpaBieHus.
Ecnn packpbiTb BCe BETBM [AEpPEBa, MOXHO YBMAETb WHbOpMaLMio 060 BCeX MOAKIOYEHHbIX

ycTponctBax eToken.

Ooctyn K yHKUMAM BbI6paHHOrO 06beKkTa MOXHO MNOMYYUTb, LWENKHYB Ha WKOHKe YCTPOMCTBa
eToken B npaBOM 4acTu OKHa, AMBO HaxaTb MNPaBOK KHOMKOW Mblwn Ha obbekTe M BbibpaTb

HeobX0aAMMY0 DYHKLMIO U3 MEHIO.

2011, Aladdin
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4.5. ®YHKUUU pacLUMPEHHOro pexunma

[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTtens]

JdocTyn K dyHKUMSAM paclIMPEHHOrO peXuMa MOXHO MoyyuTb, Bbi6paB HEO6X0AMMbI 0O6BLEKT B

NleBON 4acTu OKHa.

45.1 Y3en Yctponctea eToken

Mpwu BbIGOPE y3na YCTpOWCTBaA, CMINCOK AOCTYMHbIX YCTpOoNCcTB eToken 6yaeT oTobpa)keH B NpaBoi

4aCTun OKHa.

%=2: eToken PKI Client Properties

eToken

&=: eToken

=+ €Token PKI Client
=8 &% VorpolicTsa

-] %= eToken
= l[_{l CepTuduKaTe! NO...
E‘] user01
i\ Hacrpoiikn
_:\_ HacTpoiiku €Token PKI Client

o) e @S

MoakntoyeHHbie eToken: 1

1“ xladdin

Cneayowume dyHKUNM AOCTYMNHbI Npy Bbibope y3na YcTpoucrea:

DyHKUMA ‘ 3HauvyokK

ynpaBneHme CUHUTbIBATENAMU

&

CM. YnpaBiieHve CYMTbIBATENSAMMU

‘ MyHKT MeHIo

YnpasrieHne cynuTbiBaTENAMMU

MoakntounTtb eToken Virtual
CMm. [MNoakntodeHue eToken Virtual 'EF
nnu eToken Rescue

Moakntountb eToken Virtual

2011, Aladdin
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4.5.2 TpocmoTp AaHHbIX 06 ycTponcTBe eToken

YcTponctBa eToken oTobpaxalTcs B N1€BOW YacTu okHa. MIHdopmMaums o BbiIbpaHHOM YCTPONCTBeE
eToken focTynHa B NpaBoi 4YacTu OKHa.

= eToken PKI Client Properties o] =@ |-
eloke |
£ g = i
@1 ©® 19
@ B R E % B D8 E TN
_ MmA eToken -
= eToken PKI Client KaTteropus eToken DUIMYECKDE
B Q YcTpoiicTea WMA YCTPOMCTES CHATEIBEHMA AKS ifdh 0
= J CepritHEI Homep 0x565988 14
%] CEpTUDMKATEI N0, OB ofibem namsTi 32768
.‘\‘ HacTpoiiku CeobogHoe MecTo Ha cMapT-«kapTe eToken 24361 =
- LF HacTpolin eToken PKI Client  Bepous ofiopynosanis 1.2 T
Bepaoua scTpoerHoro MO 0.4
ID cMapT-KapThl 27 1cf30127 14
HaseaHue npoaykTa eToken PRO
Monens Token PO514 F4.2.5.4
TuN cMapPT KapTel Card 05
Bepoua OC Card05/M4.01 (C) Siemens AG 1994-2001
Mask version HernpumeHumMo
LigeT HeusBecTHENR
MoaAepHMBAEMEI PA3MED KKOYa 1024 -
Aladdin
Monb3oBaTento AOCTYNHbI cneaywwmne beH KUuunun:
DYyHKLUMA ’ MkoHka ‘ MyHKT MeHI0
MHnumnanmsmnposatb eToken
MHVILI,VIaﬂ n3npoBaTb
CM. UHnumnanmsaumsa eToken —
ABTOpuM3aumns
CM. pasgen ABTOpu3auus C npasamu IE Bxon
noJsib30BaTens
MMI'IOpT CepTVId)VIKaTa —

MMnopT ceptudmkata

+;
=i

CM. UMnopT ceptudmkaTa

M3MeHUTbL Naponb

i

M3MeHnTb naponb

CM. CMeHa napons eToken

MNepenmeHoBaTb eToken

B

MepeumeHoBaTb
CM. NepeumeHoBaHue eToken
OTtkntountb eToken Virtual
(Tonbko ans eToken Virtual unu eToken '% OTkntouNTL

Rescue)
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[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTtens]

DyHKUMA | NkoHKa

CM. OTkA4YeHne nnn yananeHue eToken
Virtual unmn eToken Rescue

‘ MyHKT MeHIo

KonunpoBaTb B 6ydep obmMeHa

CwM. MNpocMoTp cBegeHunii 06 eToken

~

HekoTopble M3 (YyHKUMIA AOCTYMHbI TOMbKO MOCNAe aBToOpM3auMW C naponeM agMUHUCTPaTopa
eToken. 3Hauku 3TUX YHKUMIA BblAeNEHbl B OTAENbHYIO Fpynny crpasa.

A= T

DyHKUMNA
Bxopa c npaBamun agMnHUCTpaTopa

CMm. ABTOpuM3aums C npaBamm

aaMUHNCTPATopa

NKOoHKa

MyHKT MeHIo

Bxoa c npaBamun agMUHUCTpaTopa

MN3MeHUTb Naposib aAMUHUCTpaTopa

CM. CMeHa napons eToken

N3MeHnTb Napoib agMUHUCTpaATopa

PazbnokunpoBatb eToken

CMm. Paz3bnokunpoBaHmne eToken, ncnonab3ys

MEXaHN3M «3alfnpoCc-0TBET»

PasbnokunposaTb

YcTaHoBUTb na ponb nonb3oBaTens

(aKTUBHO TONIbKO B TOM Cilydae ecnu, 6bin
BbIMOMHEH BXo4 Ha eToken ¢ npaBamu
aAMUHUCTpaTopa)

YcTaHoBUTb napoJsib nonb3oBaTens

2011, Aladdin
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[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTtens]

4.5.3 Y3en Ceptuchmukatbl nonb3oBarenemn

Ecnn eToken copepxut ceptudukatbl, To y3en CepTugukatsl rnosb3oBatesneii otobpaxaertcs B
NeBON 4acTu OKHa noA y3noMm eToken. WHdopmauma o cepTudukaTtax nonb3osaTenen eToken

oTobpaxaeTcs B NpaBoi 4YacTu OKHa.

=2: eToken PKI Client Properties

eToken

Ea

CeeaeHns o cepTudmkate

& i

(=} €Token PKI Client

5. £ Yarpoiictsa CepuitHbiit HoMep

[=)- == €Token Komy
=] E] CepTudmkaTeino... OT KOro
[eficTauTeneH
1\, HacTporiku [eiicTeuTeneH no

1 Hactpoiiku eToken PKI Client  HasHaderua

CBeneHns 0 3aKpbITOM KNoye

Pasmep knto4a

Mg KOHTEIHEPa AaHHBIX
Moaynb

CrewibukaLms Knoya

le] & s

6105 26 aa 00 00 00 00 00 29

user01

EntRootCA

03/17/2008

09/17/2009

3alMLeHHas 3NeKTPOHHaA NoYTa, MaeHTUOUKALMA KnueHTa, Ma

1024 bits

bf19cb71-36da-4141-8947-991285f0867b

c7cf 12 5700 2b 0d f5 bc b6 7a 84 7a 4c 28 15b6 53 38 28 3b 9!
AT_KEYEXCHANGE

KoHTelHep AaHHbIX KNKoYa no yMonqasmio  [a
BcnoMoraTentHbli KOHTEMHep AaHHbIX K...  [a
Aladdin
B AaHHOM OKHe AOCTYMHbI cneaytowme CbYH KUunn:
DyHKUMA ’ 3Ha4yokK ‘ MyHKT MeH10

MMnopT ceptndukata

CM. WMnopT ceptnudukatos B
eToken

naMaTb

.I’:‘El

NMnopT ceptudmkaTta

IKcnopT cepTudukaTa

CM. DKCNopT cepTUdUKATOB M3 NaMaTU
eToken

Yaanutb cepTuduKaT Mo yMOYaHUIO

CM. YoanerHune atpubyTta «no yMoOa4YaHUw>»

;g JKcnopT cepTudmkaTa
| = | Ypanutb ceptudmukart no
T yMOJI4aHUIO

Ypanutb ceptndukar

CM. YoaneHue ceptudukaTta

Yaanutb cepTudmkaT

>:E|

4.5.4 Y3en Hactpouku

HacTpoikn nogknto4eHHbIX yCTponcTB eToken npeactaBneHbl B MpaBoi 4YacTu OKHa:
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[eToken PKI Client 5.1 SP1. PykoBoACTBO nosib3oBaTens]

=: eToken PKI Client Properties

CTO‘I(E_G n

(=} eToken PKI Client
E- &' Ycrpoiictsa
[=)- === eToken
& @ CepTMdMKaTLI MO...
E'E] user01

- L HacTpoiiki eToken PKI Client

Bxog He BbinOAHEH

E=mEn )

y F - O\ g
@ © i1 ?
KayecTso napons W
MuHuManbHas AnuHa napons (MMBonos) 4 5
MaKcMansHbIi NepUoa MCronb3oBaHna {(aHe) 30 o
MuHMMaNEHBI NEPUOA MCNoNb30BaHus (aHel) 0 :
Mepuoa yseaomneHus 06 ucTeueHM cpoka AeicTena napons (aHei) 0 o
Pasmep ucTopuu naponeit 15 C
YWCNo NOBTOPOB 0 =
Maponb AomKkeH oTBE4aTh TPeBoBaHUAM K CNOXHOCTH Napons AKTUBHBIN -
--——--— YCTaHOBKa CNOHOCTH BPYHHYIO
Undpei PaspewnTs
MponmcHble Bykesl PaspewnTs
CTpouHbie Bykesi PaspewnTtb
CrielmanbHble CUMBONbI PazpewmTs
nzc;nac:'?usagbro CoxpaHuTh C6poc
Aladdin

OKHO y3na HacTpoiKkun CoaepXuT ABE BKNAAKK:

KauectBo napons (cM. HacTponka kayecTtBa naponen eToken).

JononHnTenbHO, CM. PeXnM K3LWMPOBaHUA JIMYHBIX AaHHbLIXU Pexum BTOPUYHOW naeHTudmKaumm c

Kar4yom RSA.

455 Y3en Hactponku eToken PKI Client

HacTtpoitkn eToken PKI Client oTHoOcATCS KO BCceM ycTpoihcTtBaM eToken, MHUUWMANU3UPOBAHHbLIM
rnocne 3aBeplleHnss KOHUrypupoBaHUs HACTpoeK.

OkHOo vy3na Hactponkn eToken PKI Client copepXuT paBe BKIagKu:

JdononHuntenpHo.

CM. Hactpownku eToken PKI Client.

KayectBo napong u

2011, Aladdin
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5. UHvumanusauma eToken

Mpoueaypa vHMumnanmnsaumm eToken nogpasyMeBaeT GopMaTMpOBaHNE NaMsTU YCTPOMCTBa. B xoae
3TOro npouecca BCe co3haHHble Ha eToken 06beKkTbl C MOMEHTa ero BbifycKa YyAansooTcs,
ocBoboxpaaeTcs namaTb, cbpacbiBaeTcsi 3Ha4YeHWe napons.

MHuumanmsaums 6yaet uenecoobpasHoi, Hanpumep, B TOM C/yyae, Koraa YBOJIbHSETCA
COTPYAOHUK, YTOBbI 3TOT eToken MOXHO 6bIN10 NepeaaTtb APYroMy COTPYAHUKY.

NMpumeyaHue:

Bbl He MoxeTe nHnumanusmnposaTb eToken Virtual ¢ nomouwbo eToken PKI Client

KpaTkoe cogep)kaHue rnasbl:

e (Obwwne ceeaeHns o6 MHMUMANM3aLUUKU
e  Hunumanusaumsa eToken

5.1. O6wue cBegeHnst 06 MHULMaANU3auumn

Onuusa NHnumanusaums eToken BoccTaHaBnMBaeT 3HadeHus eToken K ucxogHomy Buay. B xope
3TOro npouecca BCe co3daHHble Ha eToken o06bekTbl C MOMeHTa ero Bbiycka yAanawTcs,
ocsoboxpaeTrcs namaTb, cbpacbiBaeTcs 3HavyeHuMe napons, 4YTO NO3BOJsSeT aAMUMHUCTpATOpPy
MHUuManmsmpoBsatb eToken B COOTBETCTBMW CO CrneunmduKon opraHmsauum Wan pexvmmom
6e3onacHocTU.

NHMUManm3aums MOXET NPUMEHATbCS, HanpuMmep, B TOM Cllyyae, Koraa YBOJIbHSETCS COTPYAHMK.
UYTOo no3BONSIeT YyAanuTb CepTUdUKAT M JIMUHble [aHHble paboTHMKa u3 namatu eToken,
noarotaenmBasi eToken Asa MCNOSb30BaHUSA APYrMM COTPYAHUKOM.

Mpu MHUUMANU3aLMKN MOTYT MEHSITLCS CrieAyoLlue napameTpsbl:

e lMsa ycTpoiictBa eToken

e [aponb nonb3osaTtens

e [laponb agaMMHUCTpaTopa

e MakcMManbHOE YNCIO0 NOMbITOK OWMB60YHOrO BBOAA Napoisi Nosb30BaTeNS U aagMUHUCTpaTopa
e TpeboBaHue M3MeHUTb Mapofib NpU NEPBOM CeaHCe aBTOpM3aLnn

e KoY nHMumManusaumm

B npouecce wuHuumanusaumm darinoeas cuctema Aladdin eToken 3arpyxaetcs Ha eToken.
Ncnonb3ya HacTpavBaembie napameTpbl, Bbl MoxeTe BblbpaTb napameTpbl, KoTopble 6yayT
OTHOCUTBbCS K KOHKPETHOMY YCTpoWCTBY eToken. [aHHble nmapaMeTpbl MOryT 6biTb Heo6XxoauMbl,
ecnn Bbl xoTuTe wucnonb3oBatb eToken Ans KOHKPETHbIX MPUIOXKEHUn Wan, ecnu napoib
aAMUHUCTpaTopa A0/XeH 6bITb YCTaHOBJ/IEH Ha BCe ycTponcTea eToken.
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5.2. UHnumanusaumsa eToken

Ona nHnumanusaumm eToken BbINOMHUTE cneayolmne oencTems

1. Haxmute kHonky WHuumanusumposatb eToken Ha naHenn WHCTPYMEHTOB WM LUENKHUTE
NnpaBoli KHOMKOW MbIllM Ha WMEHW ycTpoicTBa eToken B neBOM 4acTu OKHa W Bbibepute
dyHKUMio MHMUManusaumsa 13 MeHIo.

OTKpoeTcs OKHO UHUUManusauum eToken.

=: Mnuynanusnpoeate eToken (=3
NapaMeT pel HHHLWanZaww eToken

Wma eToken: | eToken

MaKCMMENEHOE YMCND oLUMBoK npK
BX0AE:

15

E1Ld

Mapone NONL30BATENA: | eeesssssss

MoATEEPHAEHWE: ssssssssss

D Mapons anMHMCTPaToPa: MaKCHMMENEHOE WCND owKBoK NpK

BX04e:

15
MoaTEEpHAEHME:

MpuMEYaHKWE: ANA PasGnoKMpoBKK YCTPOIMCTBa BEEAMTE NEPONe AMMHUCTDATOPE.

[LOnoAHATENEHEIE HECTROMHKK

Mp NepBoM EX0AE HeobXOAMME MSMEHHTE Napans

LononHWTENEHD

Terywmia Asbik: R

3anycx | 38KpEITH

2. Beegute wumMmsa ycTtporctea eToken B none Wma eToken. Ecnm octaButb 370 none 6e3
M3MEHEHUI, TO YCTPONCTBY 6YyAEeT NpUCBOEHO CTaHAaapTHoe nMs —eToken.

3. OtMmeTbTe Maponb nonb3oBatensa Ans8 uHuMunanusaumm eToken c maponeMm nonb3oBaTens.
NHaue eToken 6yaeT wmHuuymanusmposaH 6e3 napons, 4TO NpuBeAeT K HEeBO3MOXHOCTU ero
MCMNOJSIb30BaHMA NpunoxeHuamm eToken.

4. Ecnu none Maponb noJsib3oBaTesiA 3ano/IHEHO aBTOMaTU4YeCKW, BBEAUTE HOBbIM Maposib
nons3oBatens eToken B nose Hanpotve Maponb nonb3oBaTtens, NMoarBep>xaeHue.

NMpumeyaHue:

Mo ymonuyaHuio ansa HoBoro eToken ycTtaHoBneH naponb 1234567890. Ecnu Bbl xOTUTE MCNOMb30BaTh
rnapoflb M Ka4yecTBO Maposis Mofib30oBaTeNns Mo YMOJNYaHWUIO, TO CHMMUTE OTMETKY HanpoTuB mnyHkTa Mpwm
nepBoM BxoAe Heo6xoAMMO M3MEHMTb Naponb. MHauye uHuumanusaums eToken He yaacTcs, Tak Kak
rnapofib Nosib3oBaTeNs YyCTAHOBJ/IEHHbIV MO YMONYaHUIO He byaeT yaoBneTBopsaTb TpeboBaHMSAM K KayecTBy
napons (cM. HacTpoika kadectBa naponen). Ecnm otmeueH nyHkT Mpu nepBoM Bxoae Heob6xoaumo
M3MEHUTb NMapoJsb, TO MOMb30BaTE/b CMOXET BBECTW CBOM Mapofb Mpw creayloweM Bxoae Ha eToken. B
3TOM C/lyyae nosib30oBaTento HeobxoAMMO BBECTWM Maposib, YAOBNETBOPSOWMIA TpeboBaHMSIM K KayecTBy
napons (cMm. rnaeBy Hactpownkn eToken)

5. Ana wuvHuumanmsauum eToken ¢ naponeM aaMWMHUCTpaTopa, OTMeTbTe nNyHKT [Maponb
agMUMHMCTpaTopa, W BBeauTe B Mofe HanpoTUB Naposib agMuMHUCTpaTopa. Ewe pa3 BeBeaute
naponb agMuHucTpatopa B none MoparBepikaeHue (Naponb AO/MKEH coAepXaTb He MeHee
yeTblpex CUMBOJIOB).

MpuMmeuyaHue:

Co3naHne naponsi aAMMHMCTpaTopa MO3BOJISET BbIMOMHATL OMpeaeneHHble dyHKuMM Ha eToken: cbpoc
napons nosb3oBaTens Ha 3abnoknMposaHHoM eToken.
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6. B none MakcumMmasnbHoe uMcno owmnbok Npu Bxoae BBeauTe noboe 3HaveHne B npegenax
Mexay 1 n 15. 3To none nokasbiBaeT, CKOJIbKO pa3 noapsia MOXHO BBOAWTb HEBEPHbIN Maposb
nonb3oBaTtens WM aaMuHuUcTpatopa. [py AOCTMXKEHMM YKa3aHHOr0 3HAuyeHUs CcYeT4ymKka
eToken 6nokunpyetcs. Kaxablli pa3 nocne BBoOAa KOPPEKTHOrO 3HAaYeHUS CHETUYMK 0BbHynseTcs.
Mo ymMonyaHuio MakcumasibHOe YMCNo NOMbITOK HEBEPHOrO BBOAA Napons pasHo 15.

7. Tpn Heob6xoaMMoCTM OTMeTbTE NyHKT Mpu NnepBoM Bxoae He06X0AMMO U3MEHUTb Naponb.
DTOT MYHKT OTMEYEH MO YMONYaHUIO.

NMpumeyaHue:

Ecnn eToken PKI Client 6bin ckOoHbUrypupoBaH TakuMm 06pa3oM, 4TO Maposib MO YMOMYaHWUIO BBOAMTCSA
aBTOMaTM4yeCcKu MNpu NepBoM BXOAE B CUCTEMY, TO MoJSib30BaTeNnto TpebyeTcs TONbKO BBECTU U NOATBEPAUTL
HOBbIM Maposb, He BBOASA MPU 3TOM Naposib CO34aHHbIN MO YMOAYaHUIO.

8. Ecnu  Bbl  XOTUTE HACTPOUTb [AOMOSMHUTENbHbIE MapaMeTpbl, MNPOAC/KUTE npoueaypy
MHMUMANM3aLUMM B COOTBETCTBUN C YKa3aHUAMU cneayloulero pasaena (cM. pasgen Hacrtpoiika
OONOJIHUTENbHbIX MapaMeTpPoB MHUUMANU3ALUMN), 3aTEM HaXMUTe KHonky OK ana Bo3BpaTta B
OKHO MHUUManusaumu eToken.

9. [nsa Hayana npouecca MHMLMANM3aUNKN HAXMUTE KHOMKY 3anyck.

Ha skpaHe NosBUTCHA OKHO C MOBTOPHbLIM 3aNpOCOM Ha 3anycK MHULManmM3auumn.

@Haqann HHMLHanK3auq4 eToken El

3Ta ONepauka NPHEEAET K ¥ AANEHHHD BCEY AaHHBIX Ha eToken.

OF OTHEHS

10. Haxxmute OK.

Ha skpaHe nosaBUTCA WKana, nokasbiBaloLwasa CTeNeHb BbIMOJHEHMSA Npouecca.

eToken

CT T T T T T T T TT] 0%

Mo 3aBepleHntio MHMUnann3aumm Ha saKpaHe NoaBUTCA OKHO C MOATBEPXAEHUEM.

@Iﬂlﬂnunanmaunﬂ eToken El

MHHMuMankzauma eToken BEINONHEHA YCMELWHD

I

11. 3akpoiiTe OKHO HaxaTueM kHonky OK. Ha 3ToM nHuumanusaums eToken 3aBeplieHa.

5.3. HacTtpoika gononHuTesnbHbIX NapamMeTpPoB MHMULMaNM3auum

ansa HaCTpOl‘/‘1KM AONONHUTENbHbLIX NapaMeTpPOB BbINONHUTE cnegyowme AencTeus:

1. B okHe nHuumanusauum eToken HaxmuTte KHOMKY [lOMOJIHUTENIbHO.
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OTKpoeTCs OKHO A0MONHUTENbHbIX HAacTpoek eToken.

. PykoBoacTBO nonb3oBatens]

=: lonoAHWTENEHEIE HACTPOKN

|:| P'esM COBMECTMMOCTH C Bepcuel 3,65
CoXpaHWTb NONMTKKY Naponei Ha eToken

[ Pesum FIPS

[7] oarodarkTopHsI Bxon

7] Nopaep#ka knioqeli RSA AnMHol 2048 GuT

[ Mopaepsia OTP

M3MEHWTD KoY
HHULMENNZ3LHA

[OonoNHATENbHBIE HACT poilkn eToken

PiEiM KIWMPOBSHHA NMHYHEIX DEHHEX
Beeraa (BeicTpei) El

PEMM BTOPMYHOM MAEHTUDMKELAM C Kniodom RSA

Hukoraa

[7] 3anaTb KonwdecTBo KNKoYEl RSA

u Kooy anuHon 1024 biata

0K | OTmeHa |

2. YcTaHoOBUTE HEO6XOANMbIE HACTPOMKU:
Hactpoika OonucaHue

PeXxnM coBMecTMMOCTU C
Bepcuen 3.65

BbibepuTte  3TOT  NYHKT  A14 obecneyeHuns
BO3MOXHOCTH paboTbl WHULMANU3NPOBAHHOIO
ycTpouncTtBa c eToken RTE 3.65

CoxpaHuTb NONTUKY
naposien Ha eToken

BbibepuTe 3TOT MYHKT, €CAN Bbl XOTUTE XPaHUTb
HaCTpOMKM KadecTBa Naposien B namatu eToken

Pexxum FIPS

Bbibepute 3TOT NYHKT AN8  WMHUMUMaNu3aumm
YCTPOWCTB B pexXuMe COOTBETCTBUSA CTaHAapTy
FIPS.

FIPS (Federal Information Processing Standards) -
yTBEPXAEHHbIM  npasBuTenbctBoMm CLUA  Habop
CTaHgapToB, HamMpaBfeHHbIX Ha  yaydlweHue
yrnpasneHnss M WCMoab30BaHUS KOMIMbIOTEPHbLIX W
TENEKOMMYHMKAUNOHHbLIX CUCTEM CBS3KU. eToken
PRO MOXeT 6bITb CKOHMUrypupoBaH B
COOTBETCTBUM CO CTaHaapTom FIPS.

OnHoaKTOpHbIN BBOA,

Mo yMonyaHuio: OTK/IKOYEHO.

Mpn  BKAKOYEHHOW  QYHKUMM  O0AHOMDAKTOPHOrO
BBOAA, ANA BXoda B cucTeMy TpebyeTcsa TONbKO
Hann4dune yctporictea eToken. Maponb npu 3TOM He
TpebyeTcs.

MpumeyaHwne:

Mo coobpaxeHusM 6e3onacHOCTN, 0AHOMAKTOPHbIN
BXo4 He wucnonb3yetca B eToken PKI Client
Properties

Mopaepxka KJtoyen
RSA anunHon 2048 6ut

BbibepuTe 3TOT NYHKT Ana noaaepxku 2048-
6uTHbIX Kaodyen RSA (pexuMm [OCTyneH He Ang
Bcex mogenen eToken)

Mopnepxka OTP

Bbibepute 3TOT NYHKT AN BK/IOUYEHUS NOALEPKKMU
OTP (pexuM p[ocTyneH He Ans BCex Moaenemn
eToken)

Pexxnm KaWnpoBaHuaA

B PKI Client B uensx 6onee addekTmBHOM paboThl
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Hactpoika | OonucaHue

NpeaycMOTPEHO  K3WWMPOBaHWE AaHHbIX. [aHHas
HacTpoika onpepensert, Korga nnyHas
nHpopMauuns (kpome 3aKpbITbIX KJTOYENn,
annapaTHO creHepupoBaHHbIX Ha eToken PRO/ NG
OTP/ Smartcard) MoxeT 6biTb K3WKWPOBaAHUS BHE
naMsaTu yctporictea eToken

Bbl6epVITe OAUH U3 cnegyrwmnx BapMaHTOB!

Bcerga (6bICTpbIA): pexuM MO YMOMYaHMUIO.
JInyHble  AaHHble Bceraa K3LWunpytoTcs B
NpuUIoXeHun. IDTUM yckopsieTcs ero paboTa, Tak
Kak 4acTb JAaHHbIX COXPaHSAETCS Ha JiIOKasbHOM
KOMMNbIOTEPE, OAHAKO TakOW MexaHu3M MeHee
6e3onaceH, Hexenu Koraa AaHHbIE He K3LWMPYTCH

Mpu Bxoae nonb3oBaTens: AaHHble OCTalTCH B
K3Lle ¢ MoMeHTa aBTopu3auum c nomoLbio eToken
M 0O MOMeHTa, NoKa CeaHC aBTopu3auunm He byaeTt
3aKpbIT. ocne 3Toro BCe 3aKpbiTble AaHHble 6yayT
yAaneHbl n3 Kolla

Hukorpa: B 3TOM c/nyyae AaHHble He K3LWNPYTCS

naeHTndunkaymm
Kntoyom RSA

Pexxunm BTOPUYHOMN

C

[JaHHaa HacTpolika MO3BONSET YCTAaHOBUTb PEXUM
3ajaHnsa [OMOSHUTENbHOMO Napona Ans KA4en
RSA. Ecnu naponb 3agaH, To noMnumo obnapaHus
cobctBeHHO eToken wu naponeMm, Bam Tak xe
Heobxoanmo 6ydeT 3HaTb Maposib AAHHOrO Kito4a
PSA.

JaHHas HacTpolika onpepenser NONNUTUKY
NCMNONb30BaHUA BTOPUYHON ayTeHTUdUKaUMM C
Kno4yom RSA.

Bcerpa: npu co3gaHum knw4da RSA, Bam 6yaer
npeasioXeHo 3a4aTb AOMNOSHUTENbHbLIA Maposib AN
goctyna Kk kawody. [Npu Haxatum KHonkn OK
reHepupyetcs KoM, BBE/AEHHbIN naposb
MCNOSIb3YEeTC B KayecTBe  AOMOSIHUTENbHOro
napons RSA gnsa atoro kntwo4a. Ecnn B oTaenbHOM
cnyyae Bbl 3TOro genatb He XOTUTe, AOCTATOYHO
HaxaTb KHOMNKYy OTMeHa

Bcerga sanpawmBatb Yy nMnoJsib3oBaTens: npu
reHepaumm RSA K/to4a, KaXkabl pas
3anpalwmBaeTcs AONONHUTENbHbIN Naponb RSA ans
[ocTtyna K 3aTtoMy kady. OagHako nofnb3oBaTtesib
MOXET W He 3ajaBaTb AOMOJHWUTENbHbIA Naposib
(HaxaB KHonky OTMeHa), npu 3TOM reHepauus
Kto4a MpoAOIKUTCSA 6e3 MCMNob30BaHUA
[ONoNHMTENbHOro napons RSA

3anpawmBaTtb No TPe60BaHMIO NMPUIOIKEHUSA: B
3TOM pexuMe MpUIoXKEHUss MOryT 3anpawunsaTtb
naponb Angd  KJwouya RSA, ecnmn B  HUX
npenycMoTpeHa Takas BO3MOXHOCTb (npmn
reHepaummn knw4da vepes Crypto API ¢ donarom User
protected

Hukorpa: B aToM pexuMe naposnb Ansa kawo4va RSA
3apaTb Henb34, ans nocTtyna K K4y
ncnonb3yeTtcs naponb eToken

Kntouen RSA

3apaTb KO/INYEeCTBO

[JaHHaa HacTpolika Nno3BOMSIET 3ape3epBMpOBaThb
obnactb namatu eToken noa kntoum RSA. Hukakue
Apyrne AaHHble He CMOryT 6biTb MOMELUEHbl B 3Ty
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Hactpoika | OonucaHue

obnactb

N3MeHnTb
MHUUMann3aunm

KoYy

Knwoy unHuymManusaumm 3awuuiaetr oT I'IOBTOpHOVI
MHUUmnannsaumnm u Tpe6yeT 3a4aHnAa OTAENbHOIo
napons Ao 3aBepleHnda nHnumnannsaunm

3. Ecnu Bbl

XO0TUTE WU3MEHUTb KNKOY WHULUMaNn3aunm eToken,

BbINOHUTE HeobxoanMble

,Cl,el‘/lICTBVIﬂ, OMNUCaHHbIEe B rNase M3aMeHeHne Ka4ya HMUnanm3aumm.

4. 3a|<p017|Te OKHO, HaxaB KHonky OK, n BbINOJIHUTE OCTallbHble OEeNCTBUA TaK, Kak OMuMcaHo B

npeablaywem naparpade.

6. U3meHeHMe Kn4va MHULManu3auum

YT06bl M3MEHUTH K/HOY MHULMANU3aummn eToken BbINMOSHUTE Cleaylolumne AeNCTBUSA:

1. B OKHe [OononHUTENbHbIX HacTpoek eToken HaxmuTe KHOMKY W3MeHUTb KoY
MHUUYManunsaumm.
OTKpoOEeTCs OKHO K/toua uHuumanmsaumnm eToken
=: Kntou nHuymranuzaunm eToken @

Knroy nHuunanuzaumn eToken

eToken

Mnonb30BaTe KNKKY MHMUMANMEaLmMM No YMON4EHH

McnonesoBaTe }'KE3EHHbIF‘I KDY MHMUManM3aLin

[ M3MErUTE KoY MHMLMENMEELIM Ha:
3 Mo ymonyaH
CRyyaiHeIi
3T0 ZHAYEHHE:

MoaTEepKAEHWE:

TeryLMi Asbi: RLU

0K | OTMeEHa |

2. YcTaHOBUTE HEO6XOANMbIE HACTPOKMN:
Mone ‘ OnucaHue

Mcnonb3oBaTb KUY MHUUMaANu3aumm no | cnonb3oBaHmMe  CTaHOApPTHOrNO  3HAYeHMs  KJllo4a
YMOYaHUo MHULUMaANM3aummn

Mcnonb3oBaTb yKasaHHbIN KoY | BBeante TO 3HadeHume, KOTopoe 6bII0 YCTaHOB/IEHO B
MHULUMann3auum none 310 3HaAYeHue

M3MeHUTb KoY MHUUMann3auum Ha:

Mo yMoN4YaHMUIO: BOCCTAaHOBUTb 3HAYeHWEe Mo
YMONYaHUIO
Cny4yamHbIiA: B 3TOM cnydae NOBTOpHas

MHUumManmsaumsa eToken HEBO3MOXHA

3TO 3HaYeHue: BBeamTe U noagreepanTe HOBbIN KJTHOY

3. HaxmuTe kHonky OK 4151 Bo3BpaTa K OKHY LOMOSHUTENIbHbLIX HacTpoek eToken.
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4. 3akpoWTe OKHO, HaxaB KHomnky OK, M BbINO/NHUTE OCTasjibHble AEWCTBUA TaK, KaKk OMMCaHo B
rnaese MHunuuanmnsaumsa eToken.
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7. YnpaBneHue yctpouctBamu eToken

JaHHbI pa3gen nocesilweH onMcaHuio MyHKUMN U HacTpoek eToken.

KpaTtkoe coaep>xaHue pa3gena:

e Bbibop akTuBHoro eToken

e (CwMeHa napong nonb3osatens eToken

e PasbnokupoBaHue eToken

e YpaneHue coaepxumoro eToken

e [lpocMoTp AaHHbIX 06 ycTporcTBe eToken

e KonuposaHue nHdpopmauum 06 eToken B 6ycdep obmeHa
e [lepenmeHoBaHue eToken

e ABTOpu3aumsa B eToken

e  WmnopT ceptudmkaTa B namatb eToken

e Bblibop AONOMHUTENBLHOrO cepTudmKaTa n ceptudurkarta, MCNnosib3yemMoro no yMoa4aHuio
e YnpaBneHue cymnTbiBaTenamm

e  CUHXpOHM3auMa naponei

7.1. Bblbop aktuBHOro eToken

Koraa noakntoyeH He oauH eToken, a 0AHOBPEMEHHO HECKOJIbKO, HYXXHO BbIbpaTbh M3 HUX TOT, C
KOTOPbIM ByAYT BbINOJHSATLCS BCE ornepaumn. [1ns 3TOro BbINO/IHUTE C/IeAyoLWmMe 4eUCTBUS:

1. LllenkHuTe npaBoi KHOMKOM MbIM Ha 3Ha4yke B obnactm yBegoMmneHuii. Ha akpaHe oTkpoeTcs
meHto eToken PKI Client.

|@ OTEpRITE eToken Propetties

|Ej M=MEHKTE Naponke eToken

@I ¥ NANHTE CoOAEpHMMOE EToken

il

a eToken
505 Adrin

|IJ O Nporpaste
@ CEpEITE

2. BblbepuTe nNyHKT YCTPOMCTBA W B OTKPbIBLIEMCS AOMNOSHUTENbHOM MeEHIO BblbepuTe TO
YCTPOWMCTBO, C KOTOPbIM Bbl cObupaeTechb paboTaThb.

7.2. CmeHa naponsa eToken

Kaxpoe ycTtponctBo eToken BbiMyCKaeTcs CO CTaHAAPTHbIM naponemM - 1234567890. B uensax
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6€30MacHOCTM PEKOMEHAYETCS U3MEHUTb CTaHAAPTHbLIV Naposib cpasy nocne noslydeHus eToken.
OTBETCTBEHHOCTb 3a COXPaHHOCTb MapoJsis BCELENO JIEXMUT Ha Bnagenbue eToken.

Ecnv npu wmHMumanusaumm eToken ykasaTb Maposb aAMUHUCTpaTopa, To, B C/lydyae 3abbiToro
WAN YTEPSIHHOIO Maposisi, MOXHO 6yAeT YCTaHOBMTb HOBbIM Maposib 6€3 NoTepu AaHHbIX, XPaHSLWMXCS
B namsaTn eToken. Mcxoas M3 3TUX COOBpaxeHuii, peKOMEHAYETCA UHULMANU3MPOBaTL BCe YCTPOICTBA
eToken ¢ ykasaHueM Naposis agMUHMCTpaTopa.

Mpn cMeHe napons, HOBOE 3HayeHuWe [OJIKHO COOTBETCTBOBATb YCTAHOBJIEHHbIM aAMWHUCTPATOPOM
TpeboBaHMsaM K KayecTBy naponei. bBbonee noapobHble cBeAeHWs O  NOAMTMKAX KayecTBa
napoJsien u3sioxeHsbl fanee.

MpuMmeuyaHue

OT YCTOMYMBOCTM W COXPAHHOCTM Ballero Maposs 3aBMCUMT 6e30MacHOCTb [JaHHbIX Ballell KoMMaHuu.
MIMEHHO MO3TOMY BaXXHO, 4YTO6bl NMaposib 6bla Kak MOXHO 6osiee HaaexHbIM. B naeane PIN-koA A0SXKeH
6blTb KaK MWHUMYM BOCbMW3HAYHbIM W MpPEACTaBAsATb CO6OW MOCNeA0BaTeNIbHOCTL M3 CUMBOJSIOB B
BEPXHEM W HWKHEM perucTpax, 3HakoB MpenuHaHus u umdp. Maponb AoNXKeEH 6bITb MaKCUManbHO
Clly4yaiHbIM M He coAepaTb MHMOPMaLMio, KOTOPYH 3/10YMbIWIEHHWK MOXET 3HaTb — UM
nosib3oBaTensl, AaTy POXAeHWUsi, Homep TenedoHa 1 T.A4.

Ans uaMeHeHUs naposis nosib3oBartena eToken BbINOJIHUTE ceaylollMe AeNCTBUA:

1. 3anyctute ytunuty «CBolicTBa eToken» M B NpaBoi 4aCTU OKHa HaXmute KHonky CMeHuTb
naponb.

2. B OTKpbIBLIEMCA OKHe BBeauUTe Tekyllee 3HayeHne PIN-koga B nosie Tekywui naponb Ansa
eToken.

@Hmﬂ&ﬂmb napone: eToken il

1
M3MEHKTE Naponb eTC;-l( e n

TerywrA napone ana eToken: I

HoEeIF napone And eToken: I

MoATEEQ¥ ABHHE! I I— 0%

g Mapone A0MKEH 0T 6EYaTE TREGOEAHMAM K COMHOCTI NAR0NA, Sa8aHHE
J]» LA YCTROWCTES.

TeRYILHA Aski; RL

0], OTHEHS

HeobxoaMmo 08A3STENEHD 3aN0NHMTE NONA ANA BE0AS naponAa,

3. BBeaute HoBoe 3HayeHue PIN-koga B nonssx HoBbii naponb pana eToken u
MoaTBep)xaeHue.

NMpumeuvaHue

Mo Mepe TOoro, Kak Bbl BBOAWUTE CUMBOJIbI B Mojsie And HOBOMoO naponsd, cnpaBa Bbl yBMAUTE LWKany,
KOTOpas noka3sbliBaeT, HAaCKOJIbKO BBEeAEHHbIN NMnaposib COOTBETCTBYET YCTAHOBJIEHHbLIM KPUTEPUAM Ka4yeCTBa.

4. Haxmute OK. lNMocne aToro naponb nosnb3osaTens eToken 6yaet o6HOBMEH.

2011, Aladdin Ctp. 26 u3 60



08.06.2011 [eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTtens]

Ana nameHeHns napons agMmHUcTpatopa eToken BbINnoNHUTE cnepylolmne AelcTBUS:

1. TMepeiianTe B paclUMpEeHHbI peXMM, HaxaB KHOMKY et B MMIaBHOM OKHe.

2

2. B naHenu MeHI CBEpXY HaXmuTe KHomky — . OHa 6yaeT AOCTYMNHOW TONbKO B TOM ciy4ae,
€cnu Npu nHuumanmsaumm eToken ana Hero 6bin1 3aiaH Naponb aAMUHUCTpaTopa.

Ha skpaHe OTKpoeTcs crefyolee OKHO.

EEM3HeHUTL Naponb aAMHHHCTPAaTOPa: Saliid x|

WM3MEHHTE NaponN: aAMMHHCTPaTOopa ETOAL(E n

TeryLwHA Naponk: I

HoERIF Naponk: I

MNoATEEpW ABHHE NApONaA: I

TekYILIHA AzkIK: EN

(0,4 OTHEHS

BeBeaute Tekywuin naponb aAMMHUCTpaTopa B nose TeKywmin naposb.
4. B nonsx Hosbi naponb 1 MoaTBep>kAeHMe Naponst BBeanTe HOBbI Naposib.

[Mocne TOro Kak naponb 6y,EI,€T M3MEHEH, Ha 3KpaHe NoABUTCA OKHO C noATBEPXAEHUEM.

x

napl:l.l'lb WCNEWHD H3MEHEH

Ik

5. 3akpownTe okHO, HaxaB kKHonky OK.

7.3. PasbnokupoBaHue eToken

Ecnu npu uHuumanmsaumm yctpoinctea eToken 6bin ykasaH napofib agMUHUCTpPATOpa, 3TO
[aeT BO3MOXHOCTb pasbnokupoBate eToken. Takas HeobxoAMMOCTb BO3HWKAET B TeX
cny4dasix, ecnu nosib3oBaTeflb HECKO/IbKO pas noaps BBeAET HenpaBWMibHbIA Maposb.

CywecTByeT aBa cnocoba paszbnokmpoBaHusa eToken: pasbnoknpoBaHue eToken ¢ NCNOIb30BaHMEM
napons aaAMMHUCTpaTopa M pa3bioKMpoBaHME MO CXEME «3anpoC-OTBET».

7.3.1 Paso6nokupoBaHue ycTtpouctBa eToken ¢ wucnonb3oBaHWeM napons
agMuHUCTpaTopa

1. ABTOpu3yWTeCb C npaBaMu aAMUHUCTpPATOpPa W LWENKHUTE MNpPaBOM KHOMKOW MbIUW Ha WMEHU
ycTponctea eToken.

2. BbibepuTe HazHauMTb Naposib. Ha aKkpaHe OTKPOETCA Ceaylolee oOKHO.
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= Beepyte naponb: eToken

YCTaHOBHT € Naponk nonb3osaTenn eToke eTOJKe n

HoBkili napons: | |
MoATEEPHAEHHE:

MakcuMansHoe KonveecTeo none |0 £

TeKywmii Aseik: EN

OK OTmeHa

3. BBeauTe HOBbIW Naposib B Nofsix HoBbik naponb 1 MoaTBep>kAeHue:

4. YcTaHOBUTE MaKCUMMasibHOE 4uUCNo nocrenoBaTeNibHbIX BBOAOB HeBepHoro PIN-koga, nocne
koToporo eToken 61okupyetcs, B nosie MakcuMasibHOe KOJINYEeCTBO NOMNbITOK.

5. Haxmute kHonky OK. Tenepb eToken pa3bnokupoBaH, M Nosb3oBaTe/lb MOXET WUCMOJIb30BaTh A
aBTopM3auuMm HOBbIM NMaposb.

7.4. PasbnokupoBaHue eToken no cxeme «3arnpoc-oTBeT»

Ona  wncnonb3oBaHMS  [AHHOW  CXeMbl  Ha  Npeanpusatum  JomkHa  6biTb  BHeAgpeHa  cuctema
LeHTpanu3oBaHHoOro ynpasneHuns eToken TMS Bepcun 2.0 mnu Bbiwe. 3abnokMpoBaHHOE YCTPOMCTBO
eToken foO/mMKHO 6bITb 3apernCTpUpoBaHO M BbiMYLEHO CPeACTBaMN CUCTEMBI.

Mpn wncnonb3oBaHMKM [AaHHOW CxeMbl pa3bnokMpoBaHuMe YCTPONCTBA MPOUCXOAWUT YyAaSleHHO U He
TpebyeT dusmyeckoro noaknoyeHuss eToken Kk pabouel cTaHuMn agMmHUcTpaTopa. lonb3oBaTtenb C
nomowibto ytunmtel «CBonctBa eToken» reHepupyeT 3awundpoBaHHbIN 3anpoc, cogepXawmMin AaHHble O
3abnokmposaHHoM eToken, n oTnpaBnsieT ero agMMHUCTPATOpy. AAMWHUCTPATOP C MOMOLbI CUCTEMBbI
eToken TMS reHepupyeT 3awundpoBaHHbLIN OTBET Ha 6a3e 3ampoca u OTNpaBAseT ero nosib30BaTento.
Monb3oBaTenb BBOAMT MOJIyYEHHbIA OTBET B yTunute «CBoictBa eToken». B cnyyae BBOAA KOPPEKTHbIX
baHHbIX 6nokmpoBka eToken cHuMaeTcs.

BaxHO OTMeTUTb, UTO A9 annapaTHbIX katoden eToken, Takxe kak ans eToken Virtual, MoXHO 3aaaTtb
orpaHmM4yeHme No KoOJIM4YeCTBY NOMNbITOK BBOAA HEBEPHOIo 3Ha4YeHUA Napond, B TO BpeMA KakK aAns eToken
Rescue Takast BO3MOXHOCTb UCKJTHOYEHa.

Ona pas6bnoknpoBaHunsa eToken no AaHHON cxeMe HeO6XOANMO BbIMOMHUTL Cleaylolmne AeNCTBUA:

1. B npaBoW 4yacTu rMaBHOrO OKHa HaxmuTe KHOMKy Pas6nokupoBatb eToken. Ha skpaHe nosasuTtcs
cnepylouiee OKHO:
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=3PasbnokvposaTth eToken: eToken x|

PazbtnokupoeaTe eToken ETO‘:[(E n

Bx0A © MpaBamk 3AMHMHHCTPATORS

3anpoc: |73 34 04 AB 7C 74 16 CC

OTEET: I
AnHMHa OTEETa A0N#HA COCTAENATE POEHD 16 CHMEONOE

HoBRIH Napone
1

I_ [MpH NEpEOM EXO4E HEDBX0AMMO MEMEHMTL naponke

MNaponk: I

MoATEED® AEHHE! I

TekywrA Asei: ER

|:] | (8],4 OTMEHA

2. CBsbkMTecb C aAMMHUCTPAToOpa 1 cooblumTe eMy Koa M3 rnoas 3anpoc.

3. Ha Baw 3anpoc agMMHUCTpATOp COOBWUT BaM OTBETHYI KOMOWHaUWMIO, KOTOPYK HYXHO BBECTU B
none OTBer.

NMpumeyaHue:

lFeHepauMss  OTBETHOMO  KOAA  OCYLIECTB/SIETCS  aAMUHWUCTPATOPOM  C  TMOMOWbK  CUCTEMBI
LieHTpanm3oBaHHoro ynpasnexus eToken TMS. Mpoueaypa onucaHa B AOKYMEHTALMUKN K CUCTEME.

4. BeguTe HOBbIN Naponb B nonsa Maponb 1 NMoarBep)xaeHue.

5. TMocne HaxaTtmsa kHonkn OK B cnyyae BBoAa KoppekTHoro oteeta eToken 6yper paszbnokupoBaH u
Ha Hero 6yaeT ycTtaHoBfeH HOoBbI PIN-koa:

=% Pazfinokupoeate eToken @

eToken ycnewHo
pazbnokupoeaH

NMpumeyaHue:

Mocne 3anpoca k agMuHuctpatopy HE CJNIEAYET BbINONHATE HUKaKMX AEUCTBUI C yCTponcTBoM eToken
[0 Tex nop, noka Bbl HE MOSy4YnTe OTBETHbLIN KoA U He pa3bnokupyete eToken.

HecobniopeHue 3Toro npaBuia MOXET HapywunTb YyCI0BUA BbIMO/JIHEHUA CXEMbl <«3arfpoc — OTBET», WU
B pe3ysibTate HOﬂyHEHHbIVI BaMM KO/ OKaXeTCs HeAeNCTBUTENbHbIM.
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7.5. YpaneHue copgepxumoro eToken

JaHHas pyHKuMsa no3sonsieT ocBoboanTb NamMsaTb eToken OT BCeX coaepKalunxcs B HEN 0O6BbEKTOB:
06BEKTOB AaHHbIX, KpunTorpaduyeckmx Ka4yYen u cepTUPUKATOB — KaK KOPHEBbIX, TaK MU
nonb3oBaTesibCKUX. [JaHHas onepauusi ogHaKo He 3aTparmBaeT 06bekTbl, B aTpMbyTax KOTOPbIX
YCT@HOBJIEH 3anpeT Ha yaaneHue. [ns cpaBHEHMs, npoueaypa MHULManmMsauum Takxe yaansiet
BCe 06beKTbl B NamMaTu eToken, ogHako nNpu 3TOM yAansaTca cpasy Bce 6e3 ucknoveHns o6bekTbl,
M MpU 3TOM TakXe NpouMcxoamT cbpoc 3HauYeHUst Napons NoAb30BaTeNs M TakXke yaaneHue napons
aAMUHUCTpaTopa, eCc/in 3TOT Naposib He 3aaH SIBHO MPU MHMUMANU3aLmu.

NMpumeuvaHue

[laHHas onepaumsa He 3aTparMBaeT AaHHbIX, COXpaHeHHbIX Bo Flash-namatu eToken.

YT106bl OUNCTUTL NaMATb eToken, BbINOMHUTE Crieayolmne AencTBuUs:
1. BblbepuTe B MeHI0 6bICTPOro 3anycka YCTPOMCTBO, C KOTOPOro Bbl XOTUTE yAaNNTb AAHHbIE.

2. OTKpoliTe MeHlo 6bICTPOro BbiI30Ba M BblbepuTe B HEM MNYHKT YAaAuUTb coAaeprkumoe
eToken.

|ﬂ OTEpeITE eToken Properties

|E_‘| [3MEHTE Naponk eToken

¥ A3NKTE COAEPHHMOE &

|EI YCTpoOHCTES 3

O Nporparte

CKpbITE

Ha sKkpaHe nosABUTCA OKHO C MpeanoXeHWeM MOoATBEpAMTb YyAaleHME [AaHHbIX W3 NaMsATH
eToken.

Onsa npogomkeHnsa HaxMute kHonky OK.
7. B oTKpblBLWIEMCS OKHE BBEAUTE Naposib nosb3oBaTtens eToken n Haxmute OK.

Mocne TOoro Kak AaHHble M3 namatu eToken 6yayT ypaneHbl, Ha 3KpaHe MOSABUTCH
COOTBETCTBYHOLWME COObLEeHNS.

Evaanute copepumoe eToken x|

¥ aaneHue eToken BEINDNHEHD WCMELWHO

OK |

8. 3akpoiTe 0KHO, HaxaB kKHonky OK.

7.6. lMpocmoTp cBegeHmum ob eToken

Ecnn Bam HeobxoanmMo npocMoTpeTb NoapobHbie cBeaeHUs O MOAKAIYEHHOM ycTponcTtee eToken,
TO Bbl MX MOXETe MpocMOTpeTb B yTunamte eToken Properties. Cambin npocTor cnocob nonyymtb
noAapobHYy0 CBOAKY MO MHTEPeCYoLeMy YCTPOUCTBY BbIFNSAUT cleayowmM obpasom:

1. BbibepuTe B rnaBHoM MeHto eToken Properties yCTpoCTBO B KOJIOHKE CrpaBa.

2. HaxmuTe cnpaBa Ha kHonky MpocMoTp AaHHbIX 0 eToken.
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Ha skpaHe nNosaBUTCHA OKHO criegylowero Buaa.

x|
1
Mudopraywa o eToken eTOk e n
1mA i eToken Flash -
KaTeropua eloken DPHIHYECKOE )
A YETPOMCTEA CHHTHIEAHHA AkS ifdh 1
CEPHAHEIM HOMER Ox0018F9dF
QAWK 08 EEM NaMATH BE536
_EofinAHOE MECTO Ha cMapT-kapTe eloken 43135
Bepcya obopy A0BaHKA 4,27
Eepcua scTpoeHHoro Mo 2.6
ID cHapT-KapTEI 25ch 3706 1615
HazeaHHe npoaykTa eToken NG-FLASH 512M C054.20
Mogent Token 4.27.1.1 2.6.189
THN CMapT-KapTel Card 0%
Beprya OiC CardDs W4, 2 (i) Siemens &G 1994-2003
Mask version HenpHMeHHMO
LeeT _HHMA
Mo Aep#HEAEMEIR PA3MED KNHHa 2048 —
Mapone NonezoEaTENA MpHCy TCTEYET
MonkeIToK NapanA NONES0EATENA - OCTaANock 15
MoneIToK Napona NoNE30EaTend - Makc, 15
Maoone 3AMMHHCTDATODS MoMcwTCTEVET LI
Copy Ok |

Ecnn Bbl XOTUTE CKONMpOBaTb BCe AaHHble MO YCTPONCTBY B 6ydep obMeHa, HaXXMuTe KHOMKY
Copy.

9. [Mocne npocMoTpa 3aKkponTe OKHO, HaxxaB KHonky OK.

Te e cBefeHUs Bbl MOXeTe NpOCMOTpeTb M ckonuposaTb B 6ydep obmeHa, BbibpaB Heobxoammoe

YCTPOWCTBO B PaCLUMPEHHOM PEXMME U HAXaB KHOMKY

7.7. TNMepeumeHoBaHue eToken

Onsa ynobctBa pasnuumsa yCTpPOWCTB MeXxAy Ccobol MMeeT CMbICST CMEeHWTb CTaHAapTHoe UMS
(«eToken») Ha gpyroe. Hanpumep, Bbl MOXETe yKa3aTb B MMEHW WMHULMAAblI NOAb30BaTens uimn
KpaTKO yKa3aTb 06nacTb npuMmeHeHus aaHHoro eToken.

YT10o6bl 3a4aTb HOBOE UMSA Ans eToken, BbINOMHUTE Cneayowme AeNCTBUS:

1. B rnaBHOM MeHI0 BblibepuTEe TO YCTPONCTBO, KOTOPOE Bbl XOTUTE MEPENMEHOBATb.

2. B npaBoun 4actu okHa HaxmuTe kHonky NMepeunMeHoBaTb eToken. Ha skpaHe NOSABUTCSA OKHO
aBTopu3aunn,

2011, Aladdin Ctp. 31 n3 60



08.06.2011 [eToken PKI Client 5.1 SP1. PykoBoACTBO nosib3oBaTens]

x
Bxona Ha eToken ETOJKE n

BeeAHTe Naponke eTaken
.

MmA eTaken: IETDk,EI‘I Flash

MNaponk: I |

TekyILHA AzkIE: RL

(0,3 OTHEHS

3. B oTKpbiBLIEMCSH OKHE BBeAuTe naposib eToken n Haxmute OK.

Ha skpaHe nNosaBUTCSA HOBOE OKHO Cneaylollero smaa:

Ei¥Nepevmenosatk eToken x|

MepevreHoeaTe eToken ETC}i(e n

Hoeoe vMA eToken:

Menone30EaTE 3T0 MMA ANA H.u'J.EHTHEI:IHKEILI.HH eToken

Ok CTHMEHS |

4. Bseaute HoOBOe mMmsa eToken, ucrnonb3ys nwobbie KoMbuHaummn 6ykB, UMdp M cneunanbHbIX
CUMBON0B, N HaxxMute OK.

BBeneHHoe nMsa cpasy NosIBUTCA pAAOM CO 3HAYKOM eToken B neBOWN KOJIOHKE.

-

OaHako B MeHK ObICTpOro 3amycka OHO WM3MEHWUTCS TOSIbKO MOC/e MOBTOPHOrO MNOAK/HYEHMUS
yCTpOWCTBa.

7.8. Pexumbl paboTtbl eToken

eToken npegycmatpmBaeT paboTy B ABYX pexXuMmax: B pexXuMe nonb3oBaTens U B pexume
aAMUHUCTpaTOopa. OCHOBHbIM PEXMMOM SABNAETCA PEXWUM MOJIb30BATENA, a PEXNM aAMUHUCTPATOpa
ABNSETCA BTOPOCTEMNEHHbIM U BO3MOXEH TOSIbKO B TOM C/lyyae, ecnu npu unHuuynanmsaumm eToken
6b11 3a4aH Napofib agMuUHUCTpaTopa. AAMUHUCTPATUBHbIE MOTHOMOYMUS OrPaHNYEHbl A0 U3MEHEHUS
napons agMUHUCTpaTopa, 3ajaHua 3HayeHus napons nonb3osaTtens eToken, pas3bnoknposaHus
eToken no cxeme «3anpoc-oTBET» U U3MeHeHMeM TpeboBaHMIi K KayecTBy naposen.

Be3 aBTOpM3aunM eaMHCTBEHHOM (yHKUMEN, AOCTYNHOM B eToken Properties, octaeTcs npocMoTp
cBeneHun o6 eToken.
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7.9. ABTOpM3auus B peXxume nosibsoBartens

Mpn BbIMoSHeHMN 6GonbwKHCTBaA QYHKUMA B eToken Properties Tpebyetca aBTopm3auus
nonb3oBartens. TaknMu dyHKUMSMKN, Hanpumep, aBnatoTcs MNMepenmeHoBaHue eToken, M3MeHeHMe
rnapons nonb3oBaTens, yaaneHue coaepXxumoro n3 namsatn eToken, MMnopT cepTudmKaToB U Ap.

Bmecto TOro u4tobbl BBOAMTH naposnb A4ns KaXgon Takom onepauunn, y.q06Hee BbINOTHNTb
aBTopu3auuio oauH pas. lNMpoueaypa BbIrNaAnT Tak:

e )
Mepenante B paclUMPEHHbIA PEXNM, HaXaB KHOMKY ""‘} B FMIaBHOM OKHe.

2. LlenkHWTe npaBoM KHOMKOW MbIWXW Ha YCTPOWCTBE B JepeBe CfieBa W B OTKpbIBLUEMCS
KOHTEKCTHOM MeHIo Bbibepute NyHKT Bxopa.

MHHUHANKEHPOESTE

MrMnopT cepTHdMEaTa

MZMEHHTE Napone

Bix0a C Npagark agMHHHCTPaTopa
ZMEHHTE Naponk aAMHHHCTRATORA
Paz0nokHpoEaTE

MeperMEHOEATE

3. B OTKpbIBLUEMCS OKHE BBeAMTE Naposib nosib3oBaTens n Haxmute OK.

x|

Bxona Ha eToken ETOJL(e n

BeeAHTe Naponke eTaken

Mma eToken: I,L L

MNaponk: I |

TekyILIHA AzkIK: EN

(0,3 OTHEHS

NMpumeyaHue:

OnvTenbHOCTb AENCTBMSA Napons C MOMeHTa aBTopm3auum MoXeT 6biTb orpaHuyeHa B HacTpoikax eToken
PKI Client. B TakoM cily4ae No UCTEYEHUIO OMpeaesieHHOro NpoMeXxyTka BpeMeHu BaM byaeT npeasoxeHo
BBECTW Maposib CHOBA MpPU BbIMOIHEHUN TOW UM MHOW onepauun, Tpebytolern asTopm3aunn nonb3osBaTens.

E

Ons BbixoAa M3 pexuMma MoNb30BaTeNd HaXMUTE B PacCWMPEHHOM pexuMe KHOMKY nnun
oTkntouuTe eToken.

7.10. ABTOpM3aLuMsa B peXxume agMUHUCTpaTopa

[Ona poctyna K agMUHUCTPATUBHbBIM q)YHKLI,Mf-IM BbIMOJTHUTE Ccneaywuwne OencTeums.
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i)
Mepeinante B paclUMPEHHbIA PEXNM, HaXaB KHOMKY wett B FMIaBHOM OKHe.

2. Bbl6epMTe B AepeBeE cieBa TO YCTpOVICTBO, Ha KOTOPOM Bbl XOTUTE BbIMNOJIHUTb aBTOPU3aLUIO.

3. HaxmuTe KHOmMKy m' OTa kHonka 6yaeT AOCTYynHa TOJMIbKO B TOM Cllyyae, ecnu npu
WHUUManusaumm eToken 6bi1 3a4aH Naposib aAMUHUCTPATOpa.

4. B OTKpbIBLIEMCA OKHEe BBeAUTE naposb agMUHUCTpaTopa u Haxmute OK.

x|
Bxoja C npagaMyi aaMWHMCTpaTopa Ha eToken C I Odke n
BEeAKMTE Naponk aAMHHHCTRaTORa eToken
.
Mma eToken: I,L L
MNaponk: I
TekyILIHA AzkIK: EN
e
K CITHMEHS

E

5. [Onsa BbIXxoAa M3 pexmma Nosib30BaTesid HaXMUTE B pacClUMPeHHOM peXuMe KHOMKY
cnpasa wian oTknouuTe eToken.

7.11. AMnopT cepTucdpmukatoB B namAaTb eToken

B eToken PKI Client 5.1 SP1 nmeeTtcsa nogaepxka crnegyoowmx dopMatos Gannos cepTndunkKaTos.

o PFX.
e Pi12.
e CER.

Ecnu Bbl Bbibpann dann PFX, TO 3aKpbITbiA K104, COOTBETCTBYOWMUNA cepTuduKaT U ceptudukatbl
YU (ecnn TakoBble uMetoTcs) 6yayT ckonupoBaHbl Ha eToken. Ecnn dann PFX 3awuuweH
naposieM, Bam byaeT npensioxXeHO BBECTU ero.

B cnyuae c ¢annom CER (koTopbin cogepxut ceptudukatbl X.509), nporpamma nposepseT, ecTb
nn Ha eToken 3aKkpbITbIN KJII04, COOTBETCTBYIOLWNI LaHHOMY cepTudukaTy.

Ecnn  3akpbITbil K04 AEeNCTBUTENbHO eCTb, MMMNOPTUPYEMbI cepTudukaT byaet cBsizaH C
OaHHbIM KNOYOM. Ecnm 3akpbiThi KAKOY He HangeH, BaM 6yaeT npeanoXeHO COXpaHuTb
ceptudumkat kak ceptudukaTt YL. OTBETMB Ha 3anpocC MOSIOXKUTENbHO, Bbl TEM CaMblM CMOXETe
COXpaHuUTb cepTUdUKaT.

Ons wndpoBaHMs M UCNOMb30BaHUS UUGPPOBOIM MOAMUCUM B 3/IEKTPOHHbIX COObWeEeHMsaX nocne
3arpy3sku ceptudukata Ha KOMMNbOTEp M  WUMNOpPTMpOBaHWA ero Ha eToken, Heobxoanmo
CHavyana yaanuTb cepTuduUKaT M3 NOKaANbHOMO XpaHwauwa, a 3aTeM MNOBTOPHO MNOAK/IIYUTb
eToken. CobntogeHue 3TOro ycnoBus rapaHTUpyeT, 4To Bbl byaeTe uCMNOnb30BaTb WMMEHHO Te
ceptuduKatbl W KAKOYKW, KOTOpble XpaHATCA Ha eToken, a He B J/IOKaNbHOM XpaHuauLie
KOMMbtoTEpa.
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YT106bI MnMnopTupoBaTb CepTMdJMKaT, BbIMOJIHUTE cieayowume AencTBuA:

=)
1. MMepelianTe B pacClIMPEHHbI PeXUM, Haxas KHOMKY et B M1aBHOM OKHe.

2. B pepese cneBa LWeNKHUTE NpaBoW KHOMKOW Ha YCTPOWCTBE, KyAa Bbl XOTUTE MMMNOPTUPOBATL
cepTudunKaT U B OTKPbIBLLEMCS KOHTEKCTHOM MeHIo Bbibepute nyHKT UMnopT cepTtudmkara.

MHHULHANKEHPOEATE

Exoa

MMNopT cepTHkE

M=EMEHHTE Naponk

Ex04 C NpaEamH aAMHHHCTRATORa
M=MEHMTE NaponE 3AMHHHCTPATORS
PazfnokHpoEaTE

[MeperMEHOESTE

3. B OTKpbIBLIEMCSA OKHe BblbepuTe MecTo, rae XpaHuTcs cepTudukaT — ANYHOEe XpaHUuLLE Uan
dann - n Haxmute OK.

=viMnopT cepTudmkaTa: S35 x|

WMnopT cepTudrkaTa ETOJl(e I

£ MMNOpT CEpTHEMIKATE M3 MMUHOND XPaHMIMILE CEpTHEMESTOE

£ MmnopT cepTHdwMicaTa Ks akina

Ik | CITMEHS |

Ecnn Bbl ykasanu B OKHE Bbille JIMYHOE XpaHWNULIE cepTUDUKATOB, Ha 3KpaHE OTKPOETCH
cneayroulee OKHO CO CMUCKOM  CepTUdUKATOB, [AOCTYMHbIX AN UMMAOpPTa W3  JIMYHOrMO
XpaHunuuia. TakMmu ceptTudurkaTaMm MoryT 6biThb:

¢+ Ceptudukartbl, KOTOpPbIM COOTBETCTBYET KJ/iloueBas napa B namatn eToken. Takas
cuTyauMss BO3MOXHA B Cnyyae, ecnu Ansa Bblgaum ceptudukata Ha LC Tpebyetcs
NoATBEpPXAeHWe aaMMHUCTpaTopa. Toraa ecnm Ha eToken creHepupoBaHa KJ4YeBas napa,
COOTBETCTBYOWMA €l cepTUduKat MOXHO MMNOPTMPOBaTb Mo3gHee, BblbpaB MyHKT
«MnopT cepTudmkaTa U3 JIMYHOro XpaHuUanLa».

¢+ CepTudukaTbl, KOTOpble U3Ha4YaNbHO 6bI/IM CcO3AaHbl BMecCTe C K/II0UeBOW napoi
He Ha eToken, n nMmerowne Heo6xoanMMbIe aTpUBYThbI AN SKCNoOpTa.

Ecnu ceptudmkat xpaHUTCS BO BHewHeM dairne, To ganee rnocne Haxatus kHonku OK Bam
6yneT npeanoxeHo ykasaTb NyTb K 3TOMY daiiny.

Ecnu cepTuduKaT 3almLEH NaposieM, NoSIBUTCA COOTBETCTBYHOLLEE OKHO:

4. BseawuTe naposib U Haxmute OK.

[anee Bam 6yaeTt npeanoXeHo coxpaHuTb Bce cepTudukatol gaHHoro LIC B namaTtu eToken.
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Ecnu paHHoOMy cepTudukaTy He 6yAeT HaWAeHO COOTBETCTBYIOLLEro 3aKpbITOro K/wo4ya, Ha
SKpaHe MosIBUTCS crieaytollee cooblieHme.

x

F.NHoY, COOTEETCTEVHILMA 4aHHOMY CERTHRMEATY, HE HAHAEH,
MIMNOpTHPOBATE £M0 Kak cepTHMaT LC?

i Aa | | HeT

5. Haxmute OQa vnn Hert.

6. lMocne Toro kak ceptudukaT (UNM Bce cepTUdMUKATbl LEemnoykn) 6yayT MMMNOPTUPOBAHLI, Ha
3KpaHe NOoSIBUTCA OKHO C COOTBETCTBYIOLMM MOATBEPXKAEHUNEM.

=¥ 3kcnopT cepTudmkaTa x|

SKCNOPT CEPTHMIKATE BEIMOAHEH YCNEWHD

ok

7.12. 3kcnopT cepTtudukarta c eToken

B cnyyae c annapaTHbiM eToken 3KcnopTupyeTcs TONbKO cepTudumkaTt, Torga Kak B ciy4dae C
eToken Virtual akcnoptupyetca ceptudurkat BMeCTe C 3aKpbITbIM K/THOYOM.,

=)
1. TMepeliguMTe B pacClUMPEHHbIN PEXUM, HaXaB KHOMKY ""} B MT@BHOM OKHe.

2. B pepeBe cneBa pa3sBepHUTE BETBb YCTPOWCTBA, Ha KOTOPOM COAEPXMUTCS cepTudukat, u
LeNKHUTE NpaBon KHOMKOW Ha cepTudukaTte, KOTOPbIA Bbl XOTUTE SKCNOPTUPOBATb.
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=10l x|

o

CEEAEHHMA O CEPTHRMEATE

29 f7 30 72 00 00 00 00 Da &4

Q HacTpokkk elTaken PEI Client

FPazMep knmoda

A KOHTERHEPa AaHHEIX

Maayne

CneurbHEauHa KnoYa

= = eToken Koy BblaaH Yias Trunoy
E| E‘_‘ CepThdmikaTe no...  [SEM BEILEH Aladdin 55RD Private Rook
I AeFACTEMTENEH © 04012010
: 7l Wlas ¥ AANHTE CEpTHEMKEET 040172011
: f\. HacTpofikk SKCMOpT cepThdHcaTa FABHTHEHKALKA N0 CMAPT-KapTe, MAEHTHEMKALMA KNMEHTA, Sall
=l F 35S WLTAHOEMTE KA BCNOMOr aTENEHEIR
.'\, Har Tk

CESAEHHA O 3AKPLITOM KNHIHE

1024 bits

056769050-04de-443d-307c-7620b1 ecaas

dd 9b 60 2c a5 1c &9 ee bl 6F 55 1d 3= 53 6c F2 a7 34 c0 dZ 44 3
AT_KEYEXCHAMNGE

KOHTERHEP AaHHEI: KAHYE N0 YHONYaHH | da

3. B OTKpbIBLIEMCA KOHTEKCTHOM MEHI0 BblbepuTe MyHKT KcnopTt ceptudmkata. Bol ysBuaute

cnefgyruee OKHO:!

X
Bropa Ha eToken ETOi(e I'l

BEeavTe naponke eToken
.

MmA eToken: I eToken

Mapone: I

TerywWwriA A3k U

(0,4 OTHEHA

4. BbINONHUTE aBTOpU3aUMIO, YKa3aB Nnaposb nosb3oBaTtens eToken n Haxas OK.

Ha sKkpaHe nosiBUTCSA MeHI0 cneayrowero smaa.
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Look, in: I@ Ciydocuments and settingsvirunovimon gokymeHTel j (&) Q J @ |E]
Mame 4 Size Type Date Modified
I3 Downloads File Folder 25.06,2010 19:02:15
I3 My HelpandManual Projects File Folder 12.05,2010 12:52:30
[T My Received Files File Folder 27.05.2010 14:56:14
[ M Wirtual Machines File: Folder 18.05.2010 14:32:26
I3 Snagit File: Folder 20.05.2010 18:25:35
I3 Sarpyskw File: Folder 12.05,2010 13:48:57
[C3) anmMcHelE KHMwIGH Cnellote File: Folder 24.06,2010 14:27:52
[ Mok pHcyHIEK File: Folder 11.05.2010 14:24:14
I3 Moa mysbika File: Folder 11.05.2010 14:24:14
File name: || Save
Files of kype: Id:uaﬁnbl cer [*.0er) j Cancel
4

5. Ykaxute mMma U nyTb, NO KOTOpOMY OyAeT COXpaHEH 3KCNOPTUPOBaHHbIA cepTudukaTt, u
HaXXMuTe Save.

B noaTeBepxaeHwe yCnewHoro 3aBeplUeHUs onepauum MNosBUTCA  COOTBETCTBYHOLLEE
coobleHune.

ﬂﬂucnupT cepTHipHKaTa El

SKCNOPT CEPTHRMIKATE BRIMONHEH YCNEWHD

Ik

6. 3akpownTe OKHO, HaxaB KHonky OK.

NMpuMmeuaHue:

CepTtudukar gomkeH 6biTb NpeactasneH B kognposke DER nnu B Base64 (Ho He B popmaTe PKCS #7).

7.13. OnpepgeneHue ans ceptucurkaTta CBOMCTB KOCHOBHOW» UMK
«BCMoMoraTtesibHbIN»

B HeKOoTOopbIX MNPUNOXEHUSAX, UCronb3ywwmx npotokon CAPI, B 9BHOM Buae He yKasblBaeTcH,
Kakoln mmeHHo TpebyeTca ceptudwukat (Hanpumep, B knneHTe ansa Microsoft VPN). MNpu 3aToM
MCNOMb3yeTCs cepTuduKaTt, 3adaHHbl MO yMONYaHuoo. NS yKasaHus O4HOMo M3 XpaHALWMXCH
B namatn eToken cepTudurKaTos, KaK ceptudukarta no YMOSTYAHUIO,  HaXMmute
MpaBON KHOMKOW MbIWKN Ha COOTBETCTBYOWEM Yy3ne u Bblbepute Mo ymonuanuwo. Ecnn
cepTudukat NO YMOAYAHMIO $SBHO He 3afaH, TO TaKOBbIM CYMTaeTCA MepBbli  cepTudumkar,
3anucaHHbln B NamMatb eToken nocne nHuunanmsaumu.

YcTtaHoBKa TOro vnam Apyroro anM6YTa MOXeT b6bITb HEAOCTYNHa ANA KOHKPETHOro CepTMd)MKaTa
nnn Knr4a.

MosicHeHWe K aTpubyTam NpeacTaBfeHo B ceaylolein Tabnuue.
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ATpuéyT ‘ OonucaHue ‘ TunoBOW cueHapui

Mo ymonuanuio Mpwn aBTOpU3aUumM B CUCTEME MO CMapT- Ha Bawem eToken ecTb ABa
KapTe No yMOSYaHUK UCMNOJSIb3yeTcs TOT ceptudukaTa: oaMH Ans AOCTyna B
e cepTuduKaT, KOTOPbIA CMOb30Bancs | AoOMeH A, a apyron — B fomeH b. B
B Npeablaywmn pas. Ecnm BMecTo Hero NpOoLW/bIA pa3 Bbl aBTOPU30BaSINCh B
HYXeH Apyroin ceptudukaTt, To ANs TaKOro | AOMeHe A, TO eCTb B AaHHbIN MOMEHT
cepTudukata Heo6xoaMMO YCTaHOBUTL y Bac Mo yMOJI4YaHUIO UCMOoNb3yeTcs
aTpmbyT «MNO YMOJIYaHMIO». nepsbli cepTndukaT — 419 4OCTyna B

aomeH A. Ecnun xe Bbl XOTUTE nocne
3TOro BOMTK B AoMeH b ¢ gpyroro
KoMMbloTepa, ayTeHTUdMKaumsa 6yaet
3aBeplleHa C OWmnBKON, NOCKONbKY
Mo YMOJIYAHUIO NCMNOJb3YETCS UMEHHO
cepTudukaTt Ans 4OCTyna K LOMEHY
A. MNMoaToMmy, uTobbl BOWTN B AOMEH B,
BaM HY>XHO 6yaeT yCTaHOBUTb ANs
BTOpPOro ceptudgukaTta aTpnbyT «no

YMOTHaHUIO».

BcnoMoraTtenbHbIi | Bo MHOrMX npunoxeHusax Microsoft Ha Bawem eToken ecTb cepTudumkart,

NCMNOJb3YyEeTCH MEXAHU3M KOTOPbIM UCNOMb3yeTCs ANs A0CTyna

ayTeHTUdUKaLMM No cMapT-KapTe. K VPN-ceTu, HO KpOMe Hero ecTb elle

OaHaKo eCcTb HEKOTOPbLIE NMPUSIOXEHUS, OAWNH cepTuduKaT, ANs KOTOpPOro rnpwu

KOTOpbIE NUCMOMb3YIOT MEXaHU3M BblNycke 6bl/1a 3a4aHa BO3MOXHOCTb

ayTeHTUdMKaunm cnnenTta. OH NCNoNb30BaHUA Ans

npepocrtasnseT 6onee orpaHNYEHHbIN ayTeHTUduKauum KnneHTa. B atom

[OCTyn K pecypcaM, Hexenun Smart Card Cnyyae Ans nepBoro cepTudukaTa

Logon. Cpean BO3MOXHbIX NMPUMEHEHUN HY>XHO YCTaHOBWUTb aTpmnbyT

3TOro MexaHusMma — goctyn K VPN-ceTaMm, | «BcrniomoraTenbHbIi», U Toraa

n eToken PKI Client paet Takyto ayTeHTudukauusa B VPN-cetn byaet

BO3MOXHOCTb, HO ecnun B eToken BbINOSIHATLCSA KOPPEKTHO.

XPaHATCA HE OAWH, @ HECKOJIbKO
ceptTudunKaToB, NpeaHa3HAYEHHbIX AN
ayTeHTMdMKaUUM KINEeHTa, TO U3 HUX
HY>XHO BblbpaTb TONILKO OAMH, 3a4aB AN
Hero aTpubyT «BCnoMoraTenbHbIN>.

Y106bI YyCTaHOBUTL AnAa cepTudukata aTpubyT «no  yMOAYaHUIO» nnm
«BCNoMoOraTesbHbIi >, BbINONHUTE C/legylolMe AencTBUN:

=)
1. TMepeianTe B paclUMpPEHHbIN PEXUM, HAXaB KHOMKY oot B FM1aBHOM OKHe.

2. B pepeBe cneBa pa3BepHUTE BeTBb YCTPOMCTBA, Ha KOTOPOM coAepXutcs ceptudukart, u
LeNKHUTE Ha HEM NPaBOM KHOMKOM MbILWN.

3. B OTKpbIBLLEMCA KOHTEKCTHOM MEHI0 Bbl6epMTe NYHKT YCTAaHOBUTb Kak BCNOMOraTtesibHbIi
MM YCTaHOBUTb MO YMOJIYAHMIO.

EanHoBpeMeHHO Nto6oi M3 3TUxX aTpubyToB MOXET MMETb TOMbKO OAMH cepTudukaT Ha eToken.
COOTBETCTBEHHO, €C/M CEePTUGMKAT YXEe YCTAHOBNEH KaK WCMOJib3yeMblit MO YMOMYAHWUIO, TO
COOTBETCTBYIOLINIA MYHKT KOHTEKCTHOrO MeHl0 6y[eT OTCYyTCTBOBaTb. TO e CrnpaBeanvBo U ANs
aTpmbyTa «BCMOMOraTeNbHbIN».

7.14. YpaneHue aTpmbyTa «No yMOsn4aHUIO»

Ecnu B eToken ecTb cepTudukaT, AN KOTOPOro Bbl paHee 3a4anun aTpubyT «MO YMOMYaHUIO», U
BMECTO Hero Bbl XOTUTE MUCMONb30BaTb APYron ceptudukaT, AOCTAaTOYHO BbINOMHUTb A5 HEro Te
Xe AeliCcTBUS, KOTopble 6bI/IM ONUcaHbl B NpeablayleM nyHKTe. Ecnu e Bbl MPOCTO XOTUTE CHSATb
aTpMBYT «MO YMOJIYaHWUIO», BbINOJIHUTE Crieayowme AencTBus.

=)
1. MMepeianTe B paclUMPEHHbIN PEXMM, HAXKAB KHOMKY oett B FMIaBHOM OKHe.

2. B pepese cneBa pa3BepHUTE BeTBb YCTPOMCTBA M 3aTeM Bbibepute HEO6X0ANUMOE YCTPOMCTBO,
Ha KOTOPOM HaxoauTcs cepTudukar.
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Bblaenute nyHkT CepTudukaTbl Nosib3oBaTesIen.

=} eToken PKI Client Properties

KeM BbIaaH

Aladdin SSRD Private ...

Was

CpoK AeACTBMA

04012011
04401/2015

=101

HazHaueHua

MAEHTHBHKEUMA NO CHAPT-KAPT...
FEWHWEHHSA INEKTPOHHSA NOYTa

BbibepuTe cnpasa ceptudukaTt ¢ aTpmbyToOM «MO YMOSTHAHUIO».

5. Haxmute KHOnKy

Ha akpaHe nNosiBUTCS OKHO CO CAeayowmM coobLieHmnemM.

£l
=% BBepxy.

=S} vaanite cepTUhUKaT No YMONYaHMH

CEpTHRHEAT MO YMONYaHHHD YCOOEWHD ¥ A3neH

Ik

X

6. 3akpownTe OKHO, HaxaB KHonky OK.

7.15. YpaneHue ceptudukara

YT10o6bl yaannTtb ceptndukaT U3 namatm eToken, BbINOSIHUTE Cneayowme 4enCTBUS.

2

1. TMeperguTte B pacClUMPEHHbIN PEXUM, HAXaB KHOMKY

B rMMaBHOM OKHeE.

2. B pepeBe cneBa pa3BepHuUTe BETBb YCTPOMCTBA 1 3aTeM BblbepuTe yCTPOMCTBO, coAaepxallee
cepTudukaTt, KOTOpbI Bbl XOTUTE yaanuTb.

3. LlenkHuTe NpaBoil KHOMKOM MbIWKM Ha Yyane,
1 BbibepuTe Yaanutb cepTudmkar. ocne 3Toro Ha aKpaHe NosSiBUTCA CrieayloLlee OKHO.

COOTBETCTBYOLWEM HYXHOMY CepTM(bM KaTy,

2011, Aladdin
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@?nanmh cepTHipHKaT El

CepTHHMEAT By AeT yaaned, MpoAomeHTE?

Ha HeT

4. Haxmute Aa.

Mocne Toro Kak cemechKaT 6y,D,ET yAaneH, Ha 3KpaHe NosABUTCA OKHO C NoATBEPXAEHUNEM.

@vganmb cepTvduraT il

CEpTHHMKAT WCNELWHD v 4aneH

Ik

5. 3akpownTe okHO, HaxaB kKHonky OK.

7.16. YnpaBneHue cYuTbiBaTensiMmu

B ucxogHon KoHpurypauum ytunutbl eToken Properties npeaycMoTpeHbl ABa BUPTyasbHbIX
cunTbiBaTENA ANA annapaTtHbIX YCTponcTs eToken n oanH — ansa eToken Virtual.

KonunuyecTtBo 3aHsATbIX CUUTbIBaTENEN YMeHbLUAeTCs KaXabl pa3 npu NoAKIt0UYEeHUN NOAKIIOYEHNN
USB-kntoua nnu cMapT-kapTtbl eToken nnu npu nogkntoyeHmun eToken Virtual.

Mpu HanMumMM nMpaB JOKaJbHOMO aAMUHMUCTPATOpa, MO/SIb30BATElb MOXET BPYYHYH 3ajaTb
Heo6Xx0AMMOe YMCII0 BUPTYasibHbIX CYUTbIBATENEN.

Ana n3MeHeHUs KoJimvyecrtsa cunTbiBaTesNie BbINOJIHUTE cnepyouwime AEeNCTBUA:

=)
1. TMeperante B paclUMpEHHbIA PEXUM, HaXaB KHOMKY “'J B r1aBHOM OKHe.
2. B pepeBe cneBa LWeNKHUTE NPaBOi KHOMKOW MbIWKM B MYHKTE YCTPOMCTBA.

3. B OTKpbIBLIEMCS KOHTEKCTHOM MeHI0 BblibepuTe MNYHKT YnpaBneHue YCTPOMCTBaAMMU
CUUTBLIBAHUA.
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éToken

¥ | &
_ &= eToken
(=} eToken PKI Client = i

=3 TROACTES

= &= eToken ¥MNPAENEHHME YCTPOACTEAMH CHMTRIBAHHA
- E] CepTHHE MoaknkouKTe eToken Virtual
© b N HacTpoied
[ == 4558
,'\, HacTpofikm
Q HacTpokkk elTaken PEI Client

4., Bblbepute NyHKT CuMTbIBAaTE€NM Ha NaHeNM  MHCTPYMEHTOB WM

AepeBe KOHCOMM. Ha akpaHe NosiBUTCA clnefytoliee OKHO:

@‘ﬂ'npaﬂnenne CYMTBIEATENAMH il

YNpagneHWe CYUMTEIBATERAMH EToi(e n

I - I
FOnHYeCTED aNNapaTHEE: CHMTEIEATENEH! t

- I - I
Honm4ecTeo EMpPTYanbHblx CHHMTERIEATENEH! 2

Ok OTMEHA |

COOTBETCTBYHOLWMNX NONAX.
Mo yMonyaHuio 3TK NoNSg UMEIKOT ceaytolme 3Ha4YeHns :

. KonnuecTtso annapaTtHbIX cunTbiBaTenen: 2

. Konnyectso BUpPTYanbHbIX cunTbiBaTenen: 1

6. 3akponTe OKHO, HaxaB kKHonky OK. Tlocne u3MeHeHuMs KOonu4yecTBa CuuTbIBaTeNEn
HeobxoaAMMO nepe3anyCcTuTb KOMMbIOTEP, 4YTOObI M3MeHeHus BCTynuam B cuny. O6 3ToM

6y.qu AOMOJSTHUTENbHO COObLLEHO B OTAE/IbHOM OKHE:

=} vnpaeneHve cCUMTLIBATENAMA x|

HacTpokkk wCTPOACTE CHMTEIEaHMA 0DHOENEHE,
M3MEHEHMA BCTYOAT B CHY NOCNE MEPE3arpyskH,

Ik

YnpaBneHue
CHUTbIBaTeNsAMMN 4epe3 KOHTEKCTHOE MEeHK, KOTOopoe OTKpbIBAeTCA MpaBbiM WeENYKOM B

YCTaHOBUTE KOJIMYECTBO CYMTbIBATENEN AN MPOrpaMMHbIX W annapaTHbiX YCTPOWCTB B

=10l x|
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7.17. CuHxpoHusauma naponsi eToken v napona ana goctyna K AOMEHY

B eToken PKI Client npeaycmoTpeHa BO3MOXHOCTb CMHXPOHM3auMn Napons nosnb3oBaTtens eToken
M naponda ansa AoCtyna K AOMEHY. COOTBGTCTBYI’OLLI.MVI MYHKT MEHKO AOCTYNEH TOJIbKO B TOM Cny4yae,
ecnn oH 6bin 3agaH B HacTpolikax eToken PKI Client.

CunHXpoHM3aumsl npeanosiaraeT U3MEeHeHMe Nnapons Ans AoCTyna K AOMeHYy B COOTBETCTBUMM C
3aflaHHbIM naponeMm nonb3oBaTtens eToken. lNpu 3TOM TakXe KOHTPONMpyeTcs, 4Tobbl Maposnb
rnonb3oBaTens yAoBNEeTBOpsisi TpeboBaHUSAM K KAyeCcTBY Maposien — Kak Ansa AOMEHa, Tak U Ans
eToken.

Ons cnMHXpoHu3auum naponen Heobxoammo, 4Ttobbl AOMeEH 3adaHHbIM B HacTpolikax eToken PKI
Client 6b1n goctyneH.

YT06bl CMHXPOHN30BaTb Naposin eToken 1 JOMeHa, BbINOSIHUTE cleayolme AencTBus:

1. OrtkporiTe MeH 6bICTPOro 3anycka, LWesKHYB Ha 3Hayke = B obnactu yBeZOMJ/IEHUN.

2. B oTkpbiBWEMCS MeHIO BbibepuTe NMYHKT CMHXPOHM30BaTb MApPOJib TaK, Kak MOKasaHo Ha
CNneayoLLeM PUCYHKE.

|ﬂ OTEpEITE EToken Properties

|Ej M3MEHHTE Naponk eToken

@l ¥ aanKTe cogepxkmoe eToken

CHH] POH POEATE Napone

|g| YeTpoHcTES 3

CKpBITE

|Lj O NpOrpatdde
——
-

Ha skpaHe OTKpoeTcs crefyollee OKHO.

=3 CUHHPOHW3MPOBATE NAaponk: =445 -0 x|

1
CHHXPOHW3MPOBATH NAponb ETO‘K cn

TekylWMA napone AnA eToken: |

TEKYLLHA Napone AOMEHS: |
"

Hoeei napone ana eToken: I

nD,ﬂ,TBEpH{,ﬂ,EHHE: I I— 0%

g Maponk Aon#eH oTEeYaTE TREGOESHMAM K CROKHOC T NSpoNa, 380aHHBIR
H AnA YCoTPOACTES.

TerywrA Ase: ER

IR

CBAzaTENEHD BESAMTE NAPONL B NONe «CTapeId Naponks,

B nepBoM nose ceBepxy BBeAMTe TeKyLUMIA Naposb nonb3osaTtens eToken.
4. B none Tekywmi naposb JOMEHa BBeAUTE Napons Ass AOCTyNa K AOMEHY.

B nonsx HoBbiii naponb ansi eToken u MoarBep>kaeHue BBeauTe Naposb, KOTOPbI 6yaeT
MCMoJSIb30BaTbCS ANA A0CTYNa K eToken u AOMEeHY.
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NMpumeuvaHue

[lo Mepe TOro, Kak Bbl BBOAWTE CUMBOJIbI B MNOJie 478 HOBOro naposs, cnpaBa Bbl yBUAUTE LKAy,
KOTOpasa NnokKa3bliBaeT, HAaCKOJIbKO BBEeAEHHbIN naposib COOTBETCTBYET YCTAHOBJ/IEHHbIM KPUTEPUAM Ka4deCTBa.

6. Haxmnte OK. MNocne 3Toro naponb nonb3oBatens eToken 6yaet o6HOBNEH.

8. PaboTta c eToken Virtual

eToken PKI Client, nogaepxuBaeT BcCe TuMbl BUPTYasbHbIX aHanoros eToken, a uMeHHo eToken
Virtual, eToken Virtual Temp n eToken Rescue. OHM MOryT XpaHUTbCS Ha XXECTKOM AUCKE WU Ha
BHewHeM HocuTene. OCHOBHOE MpegHasHadeHue BMPTyanbHOro eToken — 3aMeHa YyTepsHHOro
USB-knto4ya unan cMapT-KapTbl B Cly4ae, Koraa nosfib3oBaTeslb HaxoaAuTcs BHe odwuca, T.e. Toraa,
Koraa BblAaTb €My HOBOE arnnapaTHOe YCTPONCTBO HE NpeacTaBAseTcs BO3MOXHbIM.

8.1. Obwwme cBegeHusa ob eToken Virtual n eToken Rescue

CyulectByeT Tpu Tuna eToken, KOTopble 3aMeHAT coboit annapaTHble USB-kounM 1 cMapT-KapThbl.

e eToken Rescue: 3TOT K04 Npu3BaH pewunTb Npobnembl, cBA3aHHble C yTepelh eToken mnu
BbIXOAOM M3 €ro CTpos B TO BpeMs, noka COTPYAHUK HaxoamMTcs 3a npedenamu odwuca. eToken
Rescue npeaHa3HayeH TOAbKO A/ YTEHUS, TO eCTb B OT/INYME OT CBOEro arnnapaTHOro aHanora
B HEro HUKakux cepTuduKaToB 3anucaTb Henb3s. KpoMme TOro, AaHHbIA TUM KMKO4Ya OT/IM4YaeT
OrpaHNYEHHbIN CPOK AENCTBUS.

e eToken Virtual: umeet 10T Xe dpyHKUnoHan, yto n eToken NG-OTP. B HEM MOXHO XpaHUTb Te
»Xe AaHHble, B T.4. npodunm eToken Single Sign-On, knto4eBble napbl U cepTudukatol. eToken
Virtual nmeet npmBs3Ky K onpeaenieHHOMY KOMMbOTEPY WMAN HOCUTEND, TO eCTb 3TO 3HauwuT,
YTO ero Henb3s KONMpoBaTb U MCMOMb30BaTh Ha KAaKOM-NM60 APYroM KOMMbloTepe.

MpuMmeuyaHue

B03MOXHOCTb BblpaboTKM OAHOPA30BbIX NMaposien MoxeT 6biTb orpaHnyeHa HacTporikamm eToken PKI Client.

e eToken Virtual Temp: 310T TMN KNto4Ya oTnm4daetca ot eToken Virtual Tem, 4TO comepxuT
cepTudmKaTbl C OrpaHNYEHHbIM CPOKOM AENCTBUS.

8.2. NMopknroyeHue eToken Virtual nnn eToken Rescue

Ytobbl noakntountb eToken Virtual mnn eToken Rescue, 3anyctute dann cC paclwimpeHmem .etv.
Mocne 3Toro Ha 3KpaHe AO0/IKHO MNOSIBUTLCS COOTBETCTBYIOLLEE NOATBEPXKAEHME.

®7, Connect eToken Yirtual =

i Zi\Documents and SetkingstybrunoviMon gokvmeHTeMy Received
\\J) Filesi003583d2_11_23 2009_18_30,ety connected successfully,

5]4

Mpn sTOM Bbl yBmauTe MMSA eToken B rnaBHOM OKHe yTunumTbl eToken Properties n B MeHto
6bicTporo 3anycka.
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\-’_’ eToken

Iﬂ OTEpeITE eToken Properties

Ej zMEHNTE Napone eToken

@l ¥ aanTe cogepxmmoe eToken \‘ 538

@ CHHXPOHHEMPOEATE Naponk

~s
%; Clone of 003583d2

8.3. OTknioyeHue unu yaaneHue eToken Virtual unu eToken Rescue

Ecnn Bbl He cobupaetecb nonb3oBaTbcs eToken Virtual B TeyeHMe HEKOTOPOro BpPeMEHW, Bbl
MOXeTe OTK/OUYNTL ero U NoAKAIYUTb No34Hee, BbIMNONHMB AENCTBUS, ONUCAHHbIE B NpeablayLem
nyHkTe. Ecnnm >xe Bbl coBceM He cobupaeTecb MOMb30BaTbCS AaHHbLIM KKOYOM WU CPOK €ro
OenCTBUA UCTeK, Bbl MOXETE Takxe yaanuTb caMm gann. Kpome Toro, B Tex cnydasax korga etoken
Rescue 6bl1 BbiNylWeH Kak 3aMeHa YyTpadeHHOMY annapaTtHoMy eToken, nocne Bblayn
nonb3oaTtento HoBoro USB-kno4va unm cMmapT-kapTbl HEOEXOAMMO HE TOJIbKO OTK/IYUTb, HO U
yaanntb eToken Rescue.

YT1obbl OTKNOUMTL U/MNn yaanutb eToken Virtual, BbiInonHUTe cneayowme 4eNCTBUS:

1. B rnaBHOM okHe yTunuTtbl eToken Properties Bbibepute B KoSIOHKe crieBa TOT eToken, KoToOpbIi
Bbl XOTUTE OTK/OUYUTD.

2. HaxmuTte kHonky OTkounTb eToken Rescue.

% OTKNHOYMTE eToken Rescue

Ha SKpaHe NoABUTCA OKHO C NMpeasioXXeHMEM OTKTIOYNUTb UIN yaalnnTb eToken.

=} 0TknrounTh eToken Yirtual

Yrofel oTenHUMTE eToken Yirtual W CoxpaHKTE BOSMOMHOCTE NOAKNHIYEHKA B LanEHERWEM, BRGEDHTE
#0TKAHYMTES, HToDEl OKOHYaTENEHD v aankTe eToken Yirkual, BcibepuTe «¥ aanuTes:.,

OTEAHYKTE ¥AANHTE OTHMEHA

3. Bbibepute HeobxoauMoe AENCTBME, Ha)XXaB COOTBETCTBEHHO KHOMKY OTKAUYUTD WIN
Ypanuro.

Mocne Toro kak eToken 6yAeT OTKAOYEH WM yAaneH, Ha 3KpaHe MOoSIBUTCS COOTBETCTBYloLLee
noATBeEpXAeHMe.
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= orkmounte eToken Yirtual x|

eToken Wirkual oTkEAHYEH.

Ik

4. 3aKkpoKTe OKHO, HaxxaB KHonky OK.

8.4. Bbinyck eToken Virtual/eToken Virtual B kKa4yecTBe 3aMeHbl yTpayeHHOMY
annapatHomy eToken

Ons Bbinycka eToken Virtual n eToken Rescue B opraHusaummn gosixkHa 6biTb YCTaHOBJ/IEHA CUCTEMA
eToken TMS. 06wy MHPOPMaUMIO U AOKYMEHTALMIO MO 3TON CMCTEME Bbl MOXeTe HauTu Paspen
TMS Ha cavite Aladdin.

8.5. Pas6nokupoBaHue eToken Virtual

Mpn AOCTUMXXEHUM OMpeAeneHHOro OrpaHuM4YeHus MO KOMMYECTBY MoC/efoBaTe/lbHO BBEAEHHbIX
OWMBOYHBLIX 3HAYeHWM napons  nonb3oBaTens, eToken Virtual 6nokunpyetca. YTobbl
pa3bnoknpoBaTb €ro, BbINOJIHUTE OENCTBUSA, OMNUCaHHble B rnaese PasbnokumpoBaHue eToken no
CXeMe «3anpoc-oTBeT».

BaxxHO OTMeTUTb, UTO A1 annapaTHbIX KAto4ven eToken, Takxe kak ans eToken Virtual, MoXHo 3aaaTtb
orpaHmn4yeHmne nNo KoJIM4eCTBy NOMNbITOK BBOAA HEBEPHOIo 3Ha4YeHUA Napond, B TO BpeMda KakK ans eToken
Rescue Takast BO3MOXHOCTb UCKJTHOYEHa.

8.6. BbipaboTka ogHOpa30BbLIX Naponen

[aHHbIM NYHKT OTHOCUTCS TONbkKO K kJtodam eToken Virtual n eToken Rescue, Ans KOTOpbiX Npu
BbiNycke 6bl1a 3agaHa BO3MOXHOCTb BblpaboTKM 0AHOPa30BbIX Naposei.

Ans Bblpa6OTKVI O4HOPAa30BOro Naposa BbINONTHUTE Ccneayowne nencrensa:

1. LUenkHnTe NpaBoi KHOMKOW Ha 3Hauyke = B o6nactu yBeAOMJIEHUN.

2. Bbibepute nyHkT CreHepupoBaTtb OTP.

|ﬂ OTEpEITE EToken Properties

|i_}] CreHepHpoEate OTP

|E_‘| [3MEHTE Naponk eToken

@l ¥ aanuTe cogepxkmoe eToken

@ ZHMH:pOHMEHMPOEATE Napob

|IJ O NpOrpatdde
@ CKpBITE

Ha 3kpaHe NosBUTCA OKHO C €AMHCTBEHHbIM NOJIEM A9 BblBOAA O4HOPA30BbIX HapOHEVI.
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Ecnn Bbl nogkntounnmn eToken Virtual / eToken Rescue nepBblit pa3, TO Ha 3KpaHe MOXeT
NnosIBUTLCS OKHO, rae BaM byaeT MpeanoXeHO CMEHWUTb YCTAHOBMIEHHbIA MO YMOMYaHUIO
naposib Nosab3oBaTens.

5. Haxmute kHonky CreHepupoBaTb OTP, n Bbl yBUANTE 3HaYeHMe O4HOPA30BOro Naposs.

Z3creneprposar OHRET

|6983?5

iCrEHepHpnBaTb OTF‘|

2011, Aladdin Ctp. 47 n3 60



08.06.2011 [eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTtens]

9. Ytunuta NG-Flash Partition

B coctaB eToken PKI Client Bxoant ytunuta NG-Flash Partition, koTopas npegHasHauyeHa ans
ynpaBneHus pasgenamu namMatu ycrtpoincte eToken NG-FLASH mn eToken NG-FLASH (Java). Ons
Bbl30Ba YTUINTbLI B pacliMpeHHoM pexume eToken Properties wenkHMTeE NpaBol KHOMKOM MbIWK B
nyHkTe Hactpoliku eToken PKI Client B aepeBe cneBa v BbibepuTe NYHKT 3anyCTUTb MPUNOXEHUE
eToken NG-FLASH Partition.

=1 eToken PET Client

=8 L3 weTpoiicTea
) & 505 Admin
-- E] CepTHHMEATEI NO....
T\. HacTpofkk

= %% Clone of 00358342

" E] CepTHiHKaTel No...
= HacTpoFikm
43 Hactporike eTok

3aMyCTHTE NpHNo#EHKe eToken ME-FLASH Partition

CAHOBHTE BCE

Bce onepauunmn BbINONHAKTCA U3 M1aBHOMO OKHAa YTUIUTI.

P2 eToken NG-FLASH Partition Application 2 -0 x|

File Action Help

— Connected eT oken MNG-FLASH Infarmation
Serial Mumnber: 00000018F9DF
Tatal Flash Memaomy Size: 492.0 MB

ROk: E:\ [2.0 ME)
Mazz Storage: F:\ [490.0 MB]

— Partition Detailz
£+ Copy Folder Content " CopyalD " Copy |50 File

I'I—
[ ROM 1.0 ME
B tass Storage 491.0 ME

Selected BOM Size:

L

Copy Files fram:

Configuration File:

Fun Partition

E xit

f
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9.1. MamATb aNeKTpPOoHHbIX kNtoyen eToken NG-FLASH / eToken NG-FLASH
(Java)

Mpexae 4yeM roBopuTb 0 BO3MOXHOCTAX eToken NG-FLASH n eToken NG-FLASH (Java), BaxHo
MMeTb NpeacTaBfieHne 0 TOM, Kak OpraHu3oBaHa MX NamsTb.

KonTponnep
Mapone poctyna R EE IR ETVEST
k Flash-obnactu = »
(naponkb aocrtyna) O — Knioy wucposaHus

AanHbIX (AES-256)

Flash-namaTte no 16 I'é

O6nacTtb, AoCTYNHas
TONLKO ANS YTEHUA
(CD-obnacrs)

3awmuweHHan obnacrs,
Q_
[OCTYNHasA ans

YyTeHus/3anucu
(Flash-obnactsb)

B Ha3BaHHbIX Mogensax eToken nmeetcs BCTpOEHHbIM Moaynb Flash-namsatn, B KOTOpO NOMMMO
cobCcTBEHHO nepe3anucbiBaeMoin 06nactu Ana XxpaHeHus Nobbix AaHHbIX MOXET 6biTb BblaefieHa
ROM-o06nacTtb Ans aBToMaTM4ecKoro 3amnycka nporpamm npu nogkatoyeHnn eToken. Ana pasmeTku
Flash-namatu ncnonb3syetcsa ytunuta eToken NG-FLASH Partition.

JaHHble B obnactn Ans YteHuns 1 3anucm MoryT 6biTb 3awmndpoBaHbl. Onepaumn WndposaHns
(3awmndpoBaHme gaHHbIX NpWU UX 3anucK, pacwmdpoBaHUe Npu CHUTbIBAHUN) BbIMOAHAIOTCS
KOHTposnepoM Flash-namsaTn, pacnonoXeHHbIM BHYTPU ycTpoicTea. Knoy wndpoBaHns AaHHbIX
TaKkxe xpaHuTCcs B KoHTponnepe Flash-namaTtu. Ans 3awmTbl 4OCTYNa K KAO4y WndpoBaHUa
AAHHbIX UCNOJIb3YeTCs Naposb AOoCTyna.

Ecnn naponb AocTyna He yCTaHOBJEH, KoY WndpoBaHNSA AaHHbIX XPAHUTCS B NaMaTu
KOHTpoNnepa B OTKPbLITOM BUAE. ECv naponb yCTaHOBAEH, TO KNOY WNHPOBAHNA AaHHbIX
XPaHUTCS B NaMATU KOHTpO/epa B 3aWwmndpoBaHHOM Buae (419 WndpoBaHUa KaYa WndpoBaHms
OAHHbIX TaKXXe UCMoab3yeTcs anroputM wndposaHmsa AES, B KayecTBe KJtoYa BbICTynaeT naposib
Aoctyna).
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9.2. ®YyHKUMOHaANbHbIe BO3MOXHOCTU U OrpaHUYeHUsA pasfindHbIX Moaernen
3NeKTPOHHLIX Knro4en eToken

Bepcus ucnonb3yemoro MO wn Mopenu eToken HaknaabiBaeT onpeaeneHHble dyHKUMOHaNbHble
orpaHuyeHus. TpeboBaHus k MO 1 AocTynHble yHKUMU ANS pasHbiX Mogenel eToken cBefeHbl B
cneayrowein Tabnvue Mo KPUTEPUIO YCTAHOBJSIEHHOW B 3JIEKTPOHHOM KJ/oUe onepaunoHHOM
CUCTEMBI.

Bepcua Bepcua eToken Co3paHue
P Makc. 06bem | LndposaHue | eToken - .
annapartHoro NG-Flash 3arpy3o4yHoi
Flash-namatu | Flash-o6nactu | NG-FLASH .
obecneueHus .rs Secure Drive | ROM-o6nactu
Partition
Siemens 1.0.15 -
4.27 CardOS ATB - 2.0 -
4.2b 21 +
2.0
5.01 0S755 ATB AES-128 1 1.0 +
5.30 0S755 16 b AES-256 2.1 2.1 +

9.3. YnpaBneHue pasgenamm eToken NG-FLASH / eToken NG-FLASH (Java)

Ons pemMoHcTpaumu paboTbl yTUNMTBLI NpeanaraeM BaM TUMOBOM CLEHapuil, B KOTOpPOM BaM
HeobxoanMO NoAroToBuTb HOBbIM USB-kntoy eToken NG-FLASH ans aBTo3arpysku NpuUioXeHUs u3
ROM-namsaTh yctponctBa. [Ans 3Toro BbINOJIHUTE Cneaylowme AeACTBUS.

1. B rpynne nepekntoyatenen Partition Details BbibepuTe HE06X0AMMbIN MYHKT

e Copy Folder Content - konupoBaTb AaHHble M3 nanku (KonvpoBaHWe OTAeNbHbIX ¢danios
HEBO3MOXHO).

e Copy a CD - konmpoBaTb AaHHbIe C gMUCKa.

e Copy ISO file - konnpoBaTtb 06pa3 ISO-daiina.

B 3aBuMcmMMocTn oT BbibpaHHOro Bhiwe nyHkTa B nosie Copy Files from 6yaet gocrtyneH Boibop
danna wan nutepbl gucKa, otkyaa 6yayT KonmpoBaTbCs AaHHble B eToken.

2. Bblbepute dann nnm nutepy AWCKa, WENKHYB Ha KHOMKe _I cnpasa oT nona Copy Files
from.

Mocne storo B none Selected ROM Size Bbl yBuaute, Kakon obbem ROM-namsatn 6yaet
BblAeNeH ANs 3anucy ykasaHHbIX AaHHbIX. B kpyroBoli avarpamme 3TOT o6beM GyaeT Takxe
BbleNneH KpaCHbIM CEKTOPOM.

3. Ecnu Bo Flash-namaTtn eToken ectb kakume-nnbo AaHHble U B 3alMLEHHOW MNaMATU XPaHATCH
ceptudukaTtbl, Npexae Bcero nosaborbTecb 0 TOM, YTobbl Y Bac bblia coxpaHeHa pesepBHas
KOMMS 3TUX A@HHbIX Ha Cclyyan nx HeobxoammocTtu B byayLuem.

4. Haxmute kHonky Run Partition.

Ha HekoTOpoe BpeMsa B OKHe nosBuTcsl coobuieHne Please Wait (MogoxanTe, noxanyncra), u
3aTeM NMosiBUTCA cooblieHne C npeasioXXeHNeM nepenoaknoumnTe eToken.

OTkntounTe 1 cHoBa nogknaounte eToken k USB-nopTy.

Mocne TOro Kak MHMuManmlauusa 6yaer 3aBepluieHa, Ha 3KpaHe MOSIBUTCS COOTBETCTBYyHOLLEE
noareepXxgaruiee coobuieHue.

5. 3akpownTe okHO, HaxaB KHonky OK.

OnuncaHHaa npoueaypa no3sonseTr 3arpy3ute B ROM-namMaTb nNpunoXeHus, ynpasnsolwue
aoctynom K Flash-namatn. NMogpobHee 06 3TOM unTaliTe B CneaytoweM NyHKTe.
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9.4. bnokupoBaHue pgoctyna K Flash-namaTtu yctpouctB eToken NG-Flash
(Java)

B anctpmnbytmne eToken PKI Client Bxoaut ytunuta eToken NG-Flash Secure Drive gnsa ynpasneHus
poctynom Kk namsaAtn eToken NG-FLASH (Java). Mcnonb3ys onuvcaHHYl Bblile nApoueaypy, Bbl
MOXeTe 3anucaTtb 3Ty yTunuTty B ROM-namsTb ycCTpoicTBa C TeM, 4To6bl 3agaTb Napojb M
3abnokmMpoBaTtb A[OCTYyn K cogepxummoMmy Flash-namatn. [Ona 3Toro BbINOAHMTE creayowue
LencTBus.

1. Ortkpovite ytunuty eToken NG-Flash u BbinonHuMTE MHUUManNM3auumio, ykasaB B HacTpomkax
nyte kK ddannam eToken NG-Flash Secure Drive (no ymonuyauumiwo - c:\Program
Files\Aladdin\eToken\PKIClient\NG-FLASH Partition\NG-FLASH_Secure_Sample, rge c: - auck,
Kyaa 6bin yctaHoBrieH eToken PKI Client).

B aToli nanke Bbl HavgeTe Tpu danna:

e Lock.exe - ucnonHsiembi dpann ytunutbl eToken NG-Flash Secure Drive.
e eTFlash - 3Havok eToken NG-Flash Secure Drive B 06nactu yBefoMeHUA.

e autorun.inf — KOHMUrypaUWOHHbIN (ann ans aBToOMaTMYecKoro 3anycka ytunutbl eToken NG-
Flash Secure Drive.

MHnumanusnposaHHbli eToken 6yaetr oTobpaxaTbca Kak paBa ycTpoictea: CD-ROM wu
CbeMHbIN AUCK.

2. Ortkpoitte ROM-guck u 3anyctute ytunuty lock.exe. Ha skpaHe NosiBUTCS CrieayioLlee OKHO.
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3. HaxXMuTe KHOMKY C K/AK4YOM B NMpaBOM BEPXHEM Yyrny okHa. Ha akpaHe nosBUTCA cneaywoulee
OKHO.

4. BseawuTe HoBbIV naponb B nonsx New Password 1 Retype Password. Ha cnyuali, ecnu Bbl
3abyaeTte naposib, Bbl MOXeTe BBeCTM noackasky B none Password Hint (Heob6s3aTenbHoe
none). OTMeTbTe nNyHKT Show Password, ecnn Bbl XO0TUTe, 4YTOObl 3HayeHWe napons
oTo6paxanocb B OTKPbITOM BUAe.

5. CoxpaHuTe HOBbI Naposib, HAXas KHOMKY @

Tenepb Ansa Apoctyna K copaepxumoMmy Flash-namatn Bam Heobxoammo 6yaeT BbINOAHUTL
aBTOpPU3aLMIO C MOMOLbIO TOM Xe yTunntbl eToken NG-Flash Secure Drive. Ecnn B Ballel cucreme
BK/IIOYEH aBTO3anyCK CbeMHbIX HOCUTEenewn, TO yTuauTa 3anyCcTUTCA Cpasy Mnpu MOAKIIOYEHUU
eToken.

OrpaHuyeHne BCTYNUT B CUNY Cpasy Mocse OTK/YEHUS eToken mnu nocne HaxaTusi KHOMKMU

9.5. PasbnokupoBaHue poctyna Kk Flash-namsatmn yctponctB eToken NG-Flash
(Java)

Y106kl pazbnokuposaTtb AocTyn K Flash-namsaTn ycTponcTBa, BbINOMHUTE cneaytowme 4eNcTBuUS.

1. 3anyctute ytunuty eToken NG-Flash Secure Drive (ecnu oHa He 3anyCKaeTcs aBTOMaTUUYECKU
npu nogkntoveHnn eToken).

2. Haxmute KHOMNKy . . Ha akpaHe nosBuTCa crneayollee MeHio.
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3. Beeagute naponb B none Enter Password. Ecnn Bbl 3a6biin naposb, M Npu yCTaHOBKE napons
6bina 3agaHa noackaska, Bbl MOXeTe BOCMOJ/Ib30BaTbCH €M, WeNKHYB Ha 3Hayke CO 3HakoM
Bonpoca cnpasa oT nona Enter Password.

4. HaxXmute KHOMNKY \-)‘ Ecnn naponb 6bin1 BBeAeH nNpaBWIbHO, Ha 3KpaHe MOsBUTCA
coobLieHne 0 TOM, YTO YCTPOMUCTBO pa3b/ioKMpoBaHo.

LUSEB DISkK Pro is now Accessible

N

@

3aKpoiTe OKHO, HaXaB KHOMKY \-)

9.6. CHaTme napons ana gocrtyna K Flash-namatu yctponcts eToken NG-
FLASH (Java)

Ecnu Bbl xotute caenatb Flash-namsaTts eToken NG-FLASH (Java) moctynHoi 6e3 orpaHuyeHun,
BbINOSIHUTE Cllieaylolme AencTBus.

1. 3anyctute ytmnuty eToken NG-Flash Secure Drive (ecnu oHa He 3anyckKaeTcs aBTOMaTUYECKMU
npu noaknto4yeHmn eToken).

2. Haxmute KHOMKY J Ha 3kpaHe nosaBuTCS crieayroliee MeHo.

X
\

Enter Password:

i

[~ Show Password

3. BseaguTte naponb B none Enter Password. Ecnin Bbl 3abbiiv Naposb, 1 Npu yCTaHOBKE Napons
6bina 3agaHa noackaska, Bbl MOXeTe BOCMOJ/Ib30BaTbCsA €M, LEe/KHYB Ha 3Hayke CO 3HaKoM
Bonpoca crpasa ot nons Enter Password.
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4. HaxMmuTe KHOMKY @ Ecnn naponb 6bin BBeAeH nNpaBWIbHO, Ha 3KpaHe MosABUTCS
coobLeHne 0 TOM, YTO YCTPOMCTBO pa3b/ioKMpPOBaHO.

3aKpoiTe OKHO, Ha)xaB KHOMKY @
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10. HacTpounku yctpouctB eToken

B 3Toi rnaBe onmcaHbl HAaCTPOMKKU, KOTOPblE OTHOCATCS TOJIbKO K OTAESIbHbIM yCTponcTeaM. YTobbl
3aaTb TakKuMe HacCTpOMKM, B paclWMpeHHOM pexume yTunutel eToken Properties Bbibepute
YCTPOMUCTBO U NMYHKT HaACTpOMKM, KaK NOKa3aHO Ha CreayloLeM pUCyHke.

=} eToken PEI Client
= &5 veTpoiicTea
. [ & eToken PRO Java def 1.
oA, HacTpoiike
= %% Clone of 003533d2
- E] CepTHEHKaTE NO...
E ‘\. HacTpakkK
1 HacTpoikk eToken PKI Client

KpaTkoe conep>xaHue rnasbl:

e HacTpolika KayecTBa naponen
e HacTpoika pexuma K3WNpOBaHUS 3aKPbITbIX AaHHbIX
e 3awwuTa knyen RSA 4ONOAHUTENBHBIM NApPONeEM

10.1. HacTpownka ka4yecTBa naponeu

MapameTpbl KayecTBa Mapofisa Mnofnb3oBaTens W napons aaAMWHUCTpaTopa (Janee - naposen)
OOCTaTOYHO HaAcTpouTb OAMH pa3. Torga npw  yctaHoBke napons 6yAeT  BbINOMHATLCA
obs3aTtenbHas ero npoBepka Ha CTOMKOCTb COrMacHO 3afaHHbIM kputTepusaM. B eToken RTE
3.66 n 6onee paHHMX BepCUAX BCe HACTPOWMKWM KadecTBa Naposiel XpaHWIMUCb Ha SIOKasbHOM
KoMmnbtloTepe B daine etpass.ini. HaumHasa c eToken PKI Client Bepcun 4.0, 3TM HaACTpOWMKM
XpaHaTCca B namatm eToken.

Ecnu eToken 6bi1 nHnumanmsuposaH ¢ nomowbio eToken RTE, napaMeTpbl KayecTBa naponen Ha
HeM coxpaHuTb byaeT Henb3s.

YT06bI HACTPOUTb MOJIUTUKY KauyecTBa Nnaposien, BbIMOSHUTE cleayoume 4eCTBUSA:

1. OtTkpounte ytunuty Coinctea eToken.

% 1)
2. Tlepeiante B PacLUMPEHHbIA PEXUM, HAXaB KHOMKY et B FMIaBHOM OKHe.

B nepeBe cneBa packpoWTe BeTBb, COOTBETCTBYHLLYH YCTPOWCTBY, M BblbepuTe MNyHKT
HacTtpoiiku.

4. Ha Bknagke KauyecTBo naponem ycTaHOBMUTE He0b6XxoAaMMble MNapaMeTpbl, PYKOBOACTBYSICb
cnepytowen tTabnmuen.

2011, Aladdin Ctp. 55 13 60



08.06.2011 [eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTtens]

K.a4ecTE0 Nnapona I SONoNHATENEHO I

MHHMMaNEHSA ANMHA NaponA (CHMEONOE) 4 5‘

B} eTaken PKI Client MaKCHMaNEHEIA NEPHOA MCNONE30BAHMA {AHERA) a0 =
E| Q }_"u:TpDHCTBa MHHHMANEHBIA NEPHOA MCNONb30BaHMA [ AHEA) 0 5‘
= 4% Clane of 003583d2 MEpHOA YEEAOMAEHKA 0f HCTEYEHKH CPOKa ASHCTEHA NaponA (AHEH) 0 5‘

|F'_| CepTHbHEaTEI NO...

i PazmMep MCTOPHM Naponen 15
. i l i Y 3 5‘
- 1 ¥ Hacrpodikk eToken PKI Clignt  MENO MOETORAS

Mapone AoM¥EH 0TEEYATE TPEBOESHHAN K CNOMHOCTH Napons AKTHEHBIH 5‘

-------- YCTAHOEKE CNOMHOCTH ERYUYHYHD

Updbpel m
MpanHcHEE ByikEk! m
CTpo4HEIE BykELI m
CMEUHANEHEIE CHMEOE m

¥CTAHOBHTE
CoxpaHHTE CApoc
no YMONYaHHH

HacTpoiiku kauecTBa naponei BKOYAOT B cebs cneayowme:

HasBaHue napaMerpa Ha

MosscHeHusa
Bknagke KauecrBo napons

MuHMManbHas JINH napons
a a A a apo no ymonyaHuio - 6.

(cumBonos.)

MakcuManbHbli nepuvoa | MakCcMMalsbHblA CpPOK AeWcTBMS naponst B AHAX (N0 yMOS4YaHuio

Ncnonab3oBaHus (AHeN) paBeH 0 — CpOK AEWCTBMS Naposisi HE OrpaHnyeH).

MWHMManbHbIN nepuoa | BpemMs AENCTBUS Mapons A0 TOr0O MOMEHTa, Koraa ero MoxHo byaer

ncrnonb3oBaHus (AHEN) BMepBbIE UBMEHUTD.

Mebuo BeNOMACHMS o6 3HauyeHMe 3TOro MoNA MokasblBaeT, KorAa nosib30BaTesb MOAyYnuT
PVoA YBEA . npeaBapuTenbHoe yBeaoMaeHMe 06 WucTedeHuM Ccpoka JAencTBus

ncTeyeHunmn cpoka aencreus

napona (no ymonyaHuio - 0 - yBeAOMNEHWS MONb30BaTeNl0 He
BblAAKOTCS).

3TOT MNapaMeTp oOonpefenseT KOMIMYECTBO COXPAHEHHbIX paHee
MCNoMb30BaBLUMXCA naponen (no ymonyanuio - 10). HoBbin naponb
HEe MOXeT coBMnagaTb C OAHUM U3 TeX NapoJsien, KOTOPblE Ha TeKyLU
MOMEHT XPaHSATCH B XypHane.

napons (aHewn)

Pasmep ncropuu naponen

MakcuManbHoOe 4ucno MOBTOPOB KaXagoro cumMBOJla B 3HaA4YeHUU

Yncno noBTOpPOB
napons. Mo ymonyanuio: 3.

[JaHHbIl  napamMeTp yKa3biBaeT Ha HeobxoaMMOCTb MPOBEPKMU
CNOXHOCTW Naponsl, @ UMEHHO MPUCYTCTBUSA B 3HAUEHUWN Pa3/TNYHbIX
TUMOB CMMBOJIOB: 3arfiaBHbIX M MNPOMUCHbIX 6ykB, undp w
cneumanbHbIX CUMBOOB). Bo3MOXHble 3Ha4YeHuns:

e AKTUBHbIN (MO YMOSYAHWNIO): B 3HAUYEHUWN NAPONSA AOSKHbI

Maponb [OMKeH oTBeYaTb o6sa3aTenbHO NPUCYTCTBOBATb CUMBOJIbI BCEX TUMOB.
TpeboBaHuaM K CNOXHOCTH
napons e BpyuHylo: B 3Ha4YeHUM napons Jo/KHbl 6bITb yKasaHbl Te

CMMBOMbI, KOTOpble BbiObpaHbl B CreAylWux nonsax
(Undpbl, MponucHbie 6ykBbl, CTpoOYHble G6YKBbI,
CneumasibHble CUMBOJIbI).

o HeT: KOHTpOJIb CNOXHOCTU Naposid OTK/IIOYUEH.

5. YT0b6HbI COXpPaHWNTb 3adaHHbl€ NapaMeTpPbl, HAXMUTE KHOMKY COXpaHMTb.
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10.2. HacTpoika peXXuma KawnpoBaHUA AaHHbIX

B uensx nosbiweHnsa npoussoautensHoctn B PKI Client MmMeeTcss BO3MOXHOCTb K3LWIKWPOBATb
OTKpbITble AaHHble, KOTOpble XpaHATca B namMsatn eToken.

YT106bI BKAKOUUTD PEXNM K3WKNPOBAHUA 3aKpbITbIX AAdHHbIX, BbINOJTHUTE Cneayowne nencTeuna:

1. OtkpouTte yTunuty Ceoncrtea eToken.

% i)
2. TlepenanTe B pacCUMPEHHbIA PEXUM, HAXaB KHOMKY et B [/TAaBHOM OKHe.

3. B nepeBe cneBa pacKkpoiTe y3es, COOTBETCTBYIOLWIMIA YCTPOWCTBY, AN KOTOPOro Bbl XOTUTE
HaCTPOUTb MapaMeTpbl K3LNPOBAHUA.

4. BblbepuTe NyHKT HacTPOMKM 1 cripaBa packponTe BkNaaky [lOMOAHUTENbHO.
B none Pex1M K3LLMPOBaHUA JIMUHbIX AAHHbIX Bbibepute Tpebyemoe 3HaveHue.

BO3MOXHbI TP BapuaHTa:

e Bceraa (6bICTPbIA) — PeXUM MO YMOUYaHUIO 3aKpbITble AAHHbIE K3LWWPYOTCA B NMPUIOXKEHUN
BCcerga. DTUM ycKopsieTcs ero paboTa, TakK KakK 4acTb [AaHHbIX COXPAHSAETCS Ha NoKafbHOM
KOMMbIOTEPE, OAHAKO TaKOM MexaHu3M MeHee 6e30MaceH, HeXenu Koraa [AaHHble He
KaLWMpYHOTCS.

e Bo BpeMs ceaHca nosb3oBaTensi. [JJaHHbie OCTalOTCA B K3lle C MOMEHTa aBTopusauum C
nomoLblo eToken 1 o0 MOMeHTa, MoKa ceaHC aBTopu3auum He 6yaeT 3aKkpbIT. Mocne 3Toro Bce
3aKpbiTble AaHHble 6yayT yaaneHsl U3 Kalwa.

e Hukorpa. B 3T0M cnyyae 3aKkpbiTble J@aHHble HE K3LIMPYHOTCS.

10.3. 3awumTa Kknoyen RSA AonNonHUTENbHbLIM Naponem

DTOT peXnM MO3BOASET YCTAHOBUTb PEXUM 3a4aHUS AOMOJHUTENBbHOMO Naposnsa Ans reHepupyeMbix
kntoderr RSA. Ecnm naponb 3agaH, To noMuMo obnagaHma cobctBeHHO eToken u PIN-kogom, Bam
Takxe Heobxoammo 6yaeT 3HaTb Naponb ANa AaHHOro kaya RSA.

YT06bl YCTAHOBUTL PEXMM 3aLLMThI Ktoyein RSA, BbIMONHUTE cheaylolmne AeNCTBUs.

1. Otkpoute ytunuty Ceoncrtea eToken.

3 i)
2. Tlepenante B pacCLUMPEHHbIA PEXUM, HAXaB KHOMKY et B [/TABHOM OKHe.

B nepesBe cneBa packpownTe y3en, COOTBETCTBYHLUMIA YCTPOWCTBY, A/ KOTOPOro Bbl XOTUTE
HacCTpPOUTb NapaMeTpbl KILWNPOBAHUS.

4. Bbibepute NnyHKT HacTpoWkm 1 cnpaBa packponTe Bk1aaKy JlONOJIHUTENbHO.
B none Pe)MM K3LLMPOBaHUA JIMUHbIX AAHHbIX Bbibepute Tpebyemoe 3HauveHue.

BO3MOXHbI cnegywwmne sapuaHThbl:

e Bcerpga. llepea reHepauuen kada RSA Bceraa npegnaraeTcs 3aAaTbh AOMOSHUTENbHbIN
naposib; €cnu B OTAE/NbHOM C/llydyae Bbl 3TOr0 AenaTb He XOTUTE, AOCTaTOYHO HaXaTb KHOMKY
OTMeHa

L4 Bcerpa 3anpawusBaTtb nonb3oBaTtensa. [lepeg reHepaumeﬁ knwoya RSA nonb3oBaTtento
npeanaraeTcs Bbl6paTb, 3a4aBaTb AOMNONHUTENbHbIN naponb NN HET

e Tlo Tpe60BaHUIO NPUIOXKEHUA. B 3TOM pexunme NpUIOXKEHUS MOFyT 3anpawmBaTb NMaposb
ana knw4da RSA, ecnn B HUX NpeaycMOTpeHa Takasi BO3MOXHOCTb (MpW reHepauuu Kitoya
yepes Crypto API c dpnarom «User protected»).

e Hukorpaa He cnpawuBaTb. B 3TOM pexume naponb Ans kawda RSA 3agate Henb3sa (pexum
Nno yMOM4YaHMIo).
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11. Hactpouku eToken PKI Client

B sTOl rnaBe npeacTaBsieHbl HACTPOMKM, KOTOpble OTBeYatoT 3a paboTty eToken PKI Client. Hantu
nx B ytmnute eToken Properties MOXHO, LWENKHYB B paclUMPEHHOM pexume Ha y3ne HacTpoiku
eToken PKI Client.

(= eTaken PKI Client
= {5 YeTpoicTea
. [ ® eToken PRO Java def I...
o\, HacTpoiike
= %% Clone of 003583d2
- E] CepTHbHEaTE NO...
- "\:- HacTpoFikH
ﬂ- HacTporikk eToken PKI Client

34ecb npeactaBneHbl HE BCe HACTPOWKM, MOCKOSIbKY HEKOTOpble M3 HUX 3aAatoTcsl TOJIbKO B
npouecce yctaHoBku (cM. eToken PKI Client 5.1 SP1. PykoBoaACTBO agMMHUCTpaTopa).

Bce HacTponkun eToken PKI Client MOXHO pa3gennTb Ha ABe 4YacTuM — TaK, KaK OHW nNpeacTasfeHbl
Ha BKJlagkax B MNpaBoOM 4acTu OkHa. [lepBasa rpynna napamMeTpoB - 3TO MNapamMeTpbl KayecTBa
naponen. Bce oHW AybnupyrT Te e napaMeTpbl, YTO AEUCTBYIOT MPUMEHUTENBHO K OTAENbHbIM
ycTporicteam, n 6onee noapobHo OHW 6biM onucaHbl Bbiwe. PasHunua 3pecb Avwb B TOM, 4TO
napameTpbl, yCTaHOBNeHHble B pa3gene Hactponku eToken PKI Client, He mMelOT nNpuBsA3KKM K
KOHKPETHOMY YCTPOWMCTBY, a AEMCTBYIOT B OTHOLWEHUM BCEX YCTPOMCTB eToken npu cMeHe napons
M MHMLManmMsauum.

BTopass rpynna - 3TO napaMeTpbl, KOTOpble OTBEYaldT 33 XpaHeHue W YynpaslieHue
cepTudmMKaTaMmu. ITU NapaMeTpbl NpeacTaBfeHbl Ha BKNaake [JOMOMHUTENbHO.

11.1. KayecTBO naponeu

CM. HacTpoiika KayecTtBa Naposien.

11.2. Mpoyme HaCTPOUKU

B paHHOM pa3sgene  334aloTCA HACTPOMKMU KauecTBa Mnaposfie, WUCMosb3yemble npu
MHUUManNM3aumMm YycTponcts eToken ¢ nomowbto yTunuTbl «CsoiictBa eToken». /[laHHble
HACTPOMKM MOXHO WM3MEHUTb B Mpouecce uHUUManmsauuun. llocne WHUUMaNM3auMmM HacTPONKM
COXPaHATCA B MNaMATU YCTpoucTBa. [logpobHoe onMcaHue BCEX BO3MOXHbIX  HACTpOeK
npueeneHo B pasgene «KadecTBo naponein» Ha cTpaHuue 62.

HacTpoiiku, npeactaeneHHble B pasaesne «Mpoyees:

11.2.1 KonupoBaTb cepTudmuKkaTbl B NOKanbHOe XpaHunuile

DTOT pexuM BK/KOYEH MO yMonyaHuio. Koraa Bbl noaknouvaete eToken, BCe XpaHALWMECS Ha HeEM
cepTudMUKaTbl KOMUPYIOTCS B XpaHwiuue ceptudukatoB  Windows. locne  OTKOYEHUS
eToken 3T ceptudukaTel NM60 aBTOMATUYECKM yAANSIOTCS, TM60 OCTalOTCA B XpaHUIuLLe.

Tak kak eToken PKI Client 5.1 SP1 nepemaer Bce ceptudukaTbl B peecTp, TO
AOMOJIHUTENbHOIrO NoATBepXAeHus 06 ypaneHun ceptudukaToB He Tpebyetcsa. Ceptudukart
yaansieTcs TOJMIbKO M3 peecTpa M ocTtaeTtca B namsaATn eToken. Korga Bbl nogkntouute eToken B
cneaywwmin pas, ceptudukat cHoBa bypeT ckonupoBaH. [py HeobxoAMMOCTM MOXHO YyAanuTb
cepTudukaTbl Npu oTkAodYeHnn eToken. [lns aToro Bocnonb3yntecb yTuanton Ceorctea eToken.

KonunpoBaHMe 3aKpbITbIX K/HOUel, creHepupoBaHHbIX Ha eToken, He Npon3BoAUTCS.
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11.2.2 YnpaBneHue cepTudmkatamm LIC

Mo yMOn4aHUIO 3TOT peXuM OTKYEH. BkioueHne pexunma rno3BOoJIAeT 3arpyxatb CepTMd)MKaTbI
LUC, XxpaHAwwmecs B namMaTtu eToken, B lokanbHoe XpaHunnuue Ha KOMMNbloTEpPE.

11.2.3 BKNOUYMTb peXuUM eaUHOro Bxoaa

Mo yMOnM4aHUIo 3TOT pexuM OTK/YeH. MNpn BKIKOYEHUM 3TOrFO pexuMma BBeAeHHbI OAWH pa3s
PIN-ko4 K3aWwupyeTcs W  aBTOMaTU4YeCKU OTMpPaBAsSeTCs BO BCe  MPUIOXKEHWUS, KOTOPbIM
HeobxoauMa  ayTeHTMdwmkauma B  eToken. [lpu OTKAOYEHUM U NOAKIOYEHUU YCTPOMCTBA
3aHoBoO, PIN-kop 6yaneT Heo6xo0aANMMO BBECTW MOBTOPHO.

11.2.4 BO3MOXHOCTb HAaCTPOMKMK NOCIIe MHULIMaNU3auum

JaHHbI NnapamMeTp onpefenseT BO3MOXHOCTb HAaCTPOMKM naposiein nocne nHuunanmsaumm eToken.
Mo ymMonyaHuio Takass BO3MOXHOCTb BK/IHOYEHa.

11.2.5 BO3MOXHOCTb HAaCTPOMKMU ANA agMUHUCTpaTopa

DTOT NnapaMeTp AeWCTBYET TONbKO Toraa, Koraa npeablayLnii napamMeTp BkAOYeH. Eciv aToT NyHKT
OTMEeYeH, TO MapaMeTpbl KayecTBa NapoJsieil MOXET MEHATb aAMUHUCTPATOP. Echn cHATbL dnaxok B
3TOM MyHKTE, napaMeTpbl KayecTBa Maposieil CMOXET MeHATb TakXe W  MoJib30BaTefb.
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